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2. BBOJIHBIE ITOJIOKEHUSA

BBEJIEHUE

[Momutuka  uHdpopmanumonHoit  OezomacHoctu KYBO  «"ABOJJIC»
(Opranmzanusi)  ompeaessieT LeId W 3aJadyd  CHUCTEMbl  OOecCIeueHUs
nHdopmanmonnoit 6e3zonacHoctu (Mb) u ycranaBimBaeT COBOKYMHOCThH IpPaBUI,
TpeOOBaHMH W  PYKOBOJISIIMX TNPUHOHMIIOB B obmactu UMb, koTOphIMH
pykoBojcTByeTcss Opranu3aius B CBOe JeATeIbHOCTH.

HEJIN

OcHOBHBIMH TIEJISIMU  TIONMMTHKH Wb  sgBisroTcs  3ammra  WHGOPMAIHH
Opranmzanuun u obecniedeHre >PGeKTUBHOM pabOThl Bcero HMHQPOPMALMOHHO-
BBIYHCIMUTEIILHOTO KOMILJIEKCA MPU OCYIIECTBICHUHU JEATEILHOCTH, YKA3aHHOU B €€
VYcrage.

PykoBoauTenu CTpyKTYpHBIX mojapasneneHuid OpraHuzanud OTBETCTBEHHBI
3a obecrnieueHue BhIONHEHUs TpeOoBaHuil b B cBOoMX moapa3aeneHusx.

Cotpynuuku OpraHuzaiuy 00si3aHbl COOJIIO/IaTh TMOPSAOK OOpalieHus: ¢
KOH(QUIEHIIMATBLHBIMH JTOKYMEHTAMHU, HOCUTEISIMU KJIIOYEBOM HHPOpMAIMU U
Ipyro 3amuinaeMoi  wHGOpMalMel, coOmogaTh TpeOOBaHHWS  HACTOSIICH
[Tomutuku u apyrux nokymeHToB Ub.

3AJAYN

3amadyamu Hactosiied [lonuTtukuy ABastOTC:

- ONHWCaHWE OpraHW3allid CHUCTEMBbI YIpaBieHUs WHOOPMAIMOHHON
oe3omacHocThio B KYBO «I"TABOIJICx;

- omnpenenenne [lomutuk wuHpOpmanmonHoit 6Oe3zonmacHoctn  KYBO

«I"TABOJJIC», a umeHHoO:

o MOJIMTUKY pean3alii aHTUBUPYCHOU 3aLUTHI;

o MTOJIMTUKY PeaIn3alii KOHTPOJIS TOCTYIIA;

o MOJIMTUKHU MPEOCTaBICHUS 10CTyNa K HHHOPMAIMOHHOMY PECYpCY;

o MNOJIMTUKUA HCMOJb30BaHUA HH(POPMAIMOHHOTO pecypca B paMKax

CyYCCTBYIOIINX I/IH(l)OpMaI_[I/IOHHI)IX CHUCTEM,



L4 MIOJINTUKH 0€30IMacHOCTH 3J'ICKTpOHHOI71 IIOYTbl M HCIIOJIB30BaHUA

WNutepHer;
° MOJIMTUKYU UCTOJIb30BAHUS NTAPOJIEH;
° IMOJIUTHUKY 3amuThl APM;

e onpexaenenue nopsaka conpopoxaeHus UC KYBO «"ABOJIC».

OBJIACTD JIEUCTBHUSA

Hacrosmaa  Ilomutuka  pacnpocTpaHsieTcss Ha  BCE€  CTPYKTYpHBIE
nmoapa3sacICHUA OpFaHI/IBaHI/II/I u oOsA3arenpHa AJI1  HUCIIOJIHEHUSA BCEMU €TI0
COTpYAHUKAMU W HOOJDKHOCTHBIMU JIMIIAMMU. IHomoxxenus HaCTOSI]_Heﬁ [Homutukn
IMPUMCHHUMBI JJId UCIIOJIb30BAHUA BO BHYTPCHHHUX HOPMATHBHBIX U MCTOAUYCCKUX

JOKYMCHTAX, a4 TAKKE B JOIr0OBOpPaAX.

NEPUOJI JEUCTBUS Y TOPSITOK BHECEHUSI U3SMEHEHUI

Hactosimas mnonutuka BBoautrcs B geiictBue  Ilpukazom  KVYBO
«I"ABOIJICy». ITlonuTuka mpu3HaeTcs yTpaTUBILEH cuily Ha ocHoBaHuM Ilpukasa
KYBO «"TABOIJIC». HW3menenuss B mnonutuky BHocsTcs IIpukazom KYBO
«"TABOJICy».

NuunuaropamMu BHECEHUS W3MEHEHUM B MOJUTHUKY SIBIISIFOTCS CTPYKTYPHBIC
noapasaenenus KYBO «I"”ABOJIJICy.

[InaHoBas akTyanau3alMs HACTOSIIECH MOJUTUKN MPOU3BOJIUTCS €KETOTHO.

BuennaHoBas akTyanu3alusi HACTOSIIEH TMOJMTUKM TPOU3ZBOAUTCS B
00s13aTeITbHOM TTOPSIKE B CICAYIOMINX CITyJasx:

o IIPU BHECCHHMH CYIIESCTBEHHBIX M3MCHCHUH B THUIIOBYIO KOH(HUTYPAIUIO
nporpammHo-annapatHbix cpeactB JIBC KYBO «I"TABOJICy;

. npu U3MEHEHWH noiutuku P® B obmactu  wHPOpPMAIMOHHON
0e30MmacHOCTH, YKa30B U 3aKOHOB P® B 006yracTu 3amuThl nHQOpMaIuH;

o npyu M3MEHEHUHM Kateropuil oOpabatsiBaemoil umHpopmanmu B JIBC

KYBO «I'ABOJICx;



o IpY U3MEHCHUU BHYTPEHHUX HOPMATHBHBIX JOKYMEHTOB (MHCTPYKIIHU,
MOJIOKEHUH, PYKOBOJCTB), Kacaromuxcs uHpopmanuonHoi OezonmacHoctd KYBO
«I"ABOJIJICy;

o npu u3mMeHenun ycnosui skcruryaranuu JIBC KYBO «"TABOJIC».

OTBETCTBEHHOCTh 33 aKTYAJIM3alUI0 HACTOSIIEH MOJUTHKH (IUIAHOBYIO |
BHEIUIAHOBYIO) HECeT aJMHUHUCTpaTop uH(popManuoHHOW Oe3omacHoctn KYBO
«"TABOJJICy.

KoHTpone 3a wucnonHeHueMm TpeOOBaHMI  HACTOSIIEH MONMTUKU U
NOJIIEP)KAHUEM €ro B aKTyaJbHOM COCTOSIHUM BO3JIaraercs Ha aJMHHHCTpaTopa

nH(OPMaIIMOHHOM 0€30MacHOCTH.

3. TEPMHWHBLI U ONIPEJAEJIEHUSA

B mHacTosimie#t moNMTHKE TPUMEHUMBI CIEAYIONIME €IUHBbICE TEPMHUHBI C
COOTBETCTBYIOIIMMH OTIPEICICHUIMMU :

ABTOMATU3UPOBAHHASA CUCTEMA — cm. THOOPMAIIMOHHA A
CUCTEMA.

AIMUHUCTPATUBHAS CETD - JIBC, ucnons3yemas Jjisi HACTPOUKH U
yOpaBJICHUS AaKTUBHBIM CETEBBIM OOOPYIOBAaHMEM KOPIIOPATUBHOW CETH U
CETEeBBIMHU CPEJICTBAMH 3aIUTHI HH(POpMAITUH.

AJIMAHACTPATOP MH®OPMAIIMOHHOM BE3OINACHOCTH -
COTPYAHUK WM TpylIa COTPYAHUKOB otraena OpraHuzaiuu, OCYLIECTBISIONINE
KOHTpPOJb 3a obOecredeHnem 3ammutel uHbopmammu B JIBC, a Takxke
OCYIICCTBIISIFOIIME OPraHU3alyi0 padOT MO BBISABICHUIO W TPEIYIPEKICHUIO
BO3MOXHBIX KAaHAJIOB yTEYKH WHGOPMAIMH, TOTEHIUATBHBIX BO3MOKHOCTEH
ocymectieanss HC/ x 3amumaemoit mHbopManmm.

AIMUHUCTPATOP CETH - coTpyAHUK WX Tpylmna COTPYIHHUKOB
CIy’)KObl ~ TEXHWYECKOW TIOJIJEPKKH, OCYIIECCTBISIONMNE HEMOCPEICTBECHHYIO
OPTraHM3AIMIO U BBITIOJHEHUE PabOT MO CO3MaHUI0 (MOJICPHHU3AIINH), TEXHHUESCKOMY
OOCITY)KMBaHHIO W  YIpaBlIeHUIO (aAMUHUCTPUPOBAHUIO) HH(POPMAIIMOHHOM
ynpapisitomet  JIBC, Bkiaodas TEXHUYECKHE acCHeKThl  MH(OpMaIMOHHOM

0€E30ITaCHOCTH.



AYTEHTUOUKAIUSA - npoBepka MpUHAMIECKHOCTH CyOBEKTY AOCTyHa
MPEABIABICHHOIO UM UAEHTU(PUKATOPA; MOATBEPKAECHUE MOAJIMHHOCTHU. Yalle Bcero
ayTeHTU(UKalUs BBIIOIHIETCS NMyTeM HaOopa MOJb30BaTEIEM CBOEro Mapojisi Ha
KJIaBUaType KOMITBIOTEPA.

BHYTPEHHSASA CETb - BHYTpeHHMI y4acTOK KOPIIODAaTUBHOW CETH,
OTACNCHHBI OT BHemHeW cetu (cetu MHTepHeT) n JIM3 MeKCETeBBIM SKpaHOM.
BHyTpenHsisi ceTb 00beIMHIET MPOU3BOJICTBEHHbIE, TECTOBBIE, aIMUHUCTPATUBHbIE
CETH U CETU Pa3pabOTUUKOB.

JEMUWJINTAPN30OBAHHAS 30HA ([AM3) - y4acTOK KOPHOPATHUBHOM
CETH, PpACIOJIOKEHHBIM MEXJy BHEIIHUM MDD M BHEHNIHUM MapuIpyTU3aTOPOM,
UCIIOJIb3YEMbIM Il TOAKJIIOYEHHUs  KOPIOPAaTUBHOM  CETH K  CETH
TeJICKOMMYHHUKAIIMOHHBIX mpoBaiifepoB (cetu UutepHer). B JIM3 pasmernatorcs
CEpBEphl, HCMOJb3yEMbIE U1 B3aUMOJEUCTBUS W MPEJOCTABICHUS CETEBBIX
CEpPBUCOB BHEIIHUM TI0JIb30BATENSAIM KOPIIOPATUBHOM CETH, a TaKXKE CEpPBEPHI,
KOTOpBIE TIO COOOpa)KeHUsIM HH(POPMAIIMOHHON 0€30MacHOCTH HE LeJIeco00pa3Ho
pa3memiats Bo BHyTpeHHen cetu KYBO «I"ABOJJIC».

JOCTYII K UHOOPMAIMMU - BO3MOKHOCTH MOTyYEeHUs] HHPOPMAITUU H
€€ UCIOJIb30BAHUS.

JOCTYIIHOCTh HWH®OPMAIIUU - cocrossHue wuHpOpPMAIIUH,
xapakrepuzyemoe crocobHoctpio AC obecriednBaTh OSCIPENATCTBEHHBIN TOCTYI K
uHpOpMaIUU CyObEKTOB, UMEIOLIUX HA 3TO OJTHOMOYHS.

SAIMIIIEHHBIN KAHAJI NMEPEJAYM JAHHBIX - normyeckue u
(¢u3nyeckre KaHajbl CETEBOTO B3aUMOJICHCTBUS, 3aIIMUILIEHHBIC OT MPOCIYIINBAHUSA
NOTEHIUAIBHBIMU  3JIOYMBIIUIEHHUKAMU ~ CPEJICTBAaMU  IIHU(POBAHUA  JaHHBIX
(cpenctBamu VPN), 6o myteM uX (DU3MUECKON W3OJANMM W Pa3MEIICHHUS Ha
OXpaHsEMOU TEPPUTOPUH.

NIEHTU®UKATOP JOCTYIIA — yHUKaIbHBIN NMPU3HAK CYOBEKTa WU
0o0beKTa JOCTYIA.

NIEHTUO®UKALUSI - npucBoeHne cyobekTam JocTyma (MOoIb30BaTeIIsIM,

nporeccam) u o0beKTaM Joctyna (MH(DOPMAIMOHHBIM pecypcaM, yCTPOHMCTBAM)



unaeHtudukaropa W (WIM) CpaBHCHHWE TPEABIBIIEMOro HIACHTH(GHKATOpPA C
NepeyHeM MPUCBOCHHBIX UIEHTU(PUKATOPOB.

NH®OPMAIIUSA - cBeaenus (cooOlieHHs, gaHHBIE) HE3aBHCHUMO OT
(dbopMBI UX TIpEACTaBICHUS.

NHO®OPMAILIMOHHAS BE3OIIACHOCTbD — COCTOSIHUE
3alMIIEHHOCTH MH(POPMALMOHHON cpenbl, obecrneunBaoliee ee (HOpMHUPOBAHUE,
UCIIOJIb30BaHHUE U PA3BUTHE B MHTEPECAX OPraHU3alIUH.

NHO®OPMAILIMOHHAS CPEJA - COBOKYmHOCTh HWH(POPMAIIMOHHO-
TEJICKOMMYHHKAIIMOHHOW CHUCTEMBI, MPOIIECCOB, HCTOYHHKOB M MOTpeOuTenei
uHdopManuK, oOCITYKMBAIOIIETO MEepcoHaa W IMOJb30BaTelie HHGOPMAIMOHHBIX
cucreMm, obecreunBaroniero asromatusaio KYBO «[TABOJIC».

NHOOPMALIMOHHASI CHUCTEMA - COBOKYNHOCTh HPOTPAaMMHOIO
obOecrieueHUs] M1 TEXHUYECKUX CPEJICTB, UCIIOIB3YEMbIX JJIs XpaHeHUs, 00paboTKU U
nepeaayr HHGOPMAIIKH, C IEeJIbI0 pereHns ousHec 3aaad nojapasaenceuunii. B KYBO
«T"ABOJIC» uCHONB3YyIOTCS paszIdyHble TUIBI HHGOPMAIMOHHBIX CHCTEM IS
pelieHus MPOU3BOICTBEHHBIX, YIIPABICHYECKUX, YUCTHBIX U APYTUX OM3HEC 3a1a4.

NHOOPMAINNOHHO-TEJJEKOMMYHUKAIIMOHHASA CUCTEMA
— TEXHOJIOTMYECKasi CUCTeMa, NMpeJHa3HauYeHHas IS TMepelaud 1Mo JIMHUAM CBSI3U
uH(OpMaLMK, TOCTYN K KOTOPOH OCYIIECTBISICTCS C HCIOJb30BAaHUEM CPEJICTB
BBIYUCIIUTEIILHON  TEXHUKH, a  TaKxke uH(OpMaIIMOHHbIE CHUCTEMBI,
obecrnieunBaromue apToMarm3anuio OmsHec-miporieccoB KYBO «I"TABOJJIC», u
CpeICTBa 3aIIUThl HHPOpMAITUH.

HHO®OPMANMUOHHBIE TEXHOJIOI'MHU — nporecchl, METOABI TTOUCKA,
cbopa, xpaHeHus, o0pabOTKU, MPETOCTABICHUS, PACTIPOCTPAHEHUS HH(POPMALIUU H
CIIOCOOBI OCYIIIECTBIICHHS TAKUX MPOIECCOB U METOJIOB.

NHO®OPMAIIMOHHBIE AKTUBBI - wunHbOpMaImoHHbIE CHCTEMBI,
nH(OPMAITMOHHBIE CPEICTBA, HHPOPMAIIMOHHBIE PECYPCHI.

NHOOPMALIMOHHBIE CPEIACTBA - nporpamMmHBIE, TEXHHYECKHE,
JUHTBUCTHYECKUE, IPAaBOBbIC, OpraHU3alMOHHBIE CcpeacTBa (MporpaMMbl s
AJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAIlIMH; CPEACTBA BBIYMCIUTEIBHON TEXHUKH U

CBSI3U; CJIOBApH, Te3aypychl U KIacCU(PUKATOPHI; HHCTPYKUMU U METOJIUKHU;



MOJIOXKEHHUSI, YCTaBhl, JIODKHOCTHBIE MHCTPYKIIMU; CXEMbl U UX OINUCAHUS, Apyras
OKCIUTyaTallMOHHAS W CONPOBOJUTEIIbHAS JIOKYMCHTAIMA), HCIIOJb3YEMbIC WIIH
co3/1aBaeMble TIPU MPOCKTUPOBAHUU UH(GOPMALIMOHHBIX CUCTEM M 00€CTICUHBAIOIIINE
WX SKCILTyaTaIuIo.

NHOOPMALNUOHHBIE PECYPCBI — COBOKYNHOCTH COJAEpKalIehcs B
0a3ax JaHHBIX MHGOPMALMK U 00ecTeunBaONX ee 00paboTKy HHPOPMALMOHHBIX
TE€XHOJIOTHUM.

HHOPACTPYKTYPA OTKPBITHIX KJIOYEH (MOK, PKI) -
TEXHOJIOTMYECKasi MH(MPACTPYKTypa U CEPBUCH], oOecreuuBaronie 0e30MacHOCTh
WHOOPMAIIMOHHBIX M KOMMYHHUKAIIMOHHBIX CHUCTEM Ha OCHOBE HCIOJIb30BaAHUS
KpUNITOrpadUIECKUX aITOPUTMOB M CEPTU(HUKATOB KIIFOUEH MOMMHICEHA.

KOHOUJEHIUAJIIBHASA HWH®OPMANUA - wundopmanus c
OTpAaHWYEHHBIM  JIOCTYIIOM, HE€  CoOJeprKalias CBEICHHM, COCTaBIISIOIIUX
rOCYJapCTBEHHYIO TaiiHy, AOCTYI K KOTOPOM OrpaHUYMBAETCS B COOTBETCTBUU C
3aKOHOAATeIbCTBOM Poccuiickon denepanuu.

KPUTUYHAA HUHO®OPMAIUA - unbopmarus,  HapylICHHE
JOCTYITHOCTH, LIEIOCTHOCTH, MO0 KOH(GUIECHIIMATHHOCTH KOTOPOM, MOXKET OKa3aTh
HEraTUBHOE  BIUSHME Ha  (QyHKIuMOHUpoBaHue  moxapaszaenenuit  KYBO
«"ABOJJICy», nmpuBecTH K MPUUMHEHUIO MAaTEPUATILHOTO WJIM HHOTO BHJIa yIepoa.

KPUIITOIIPOBAMJIEP — nporpaMMHbIl HIH IPOrpaMMHO-aINapaTHBIH
MOJIYJb, PEATU3YIONIUH aNrOpUTMbI TG POBAHMS.

JIOKAJIBHAS BBIYUCJIMTEJBbHASA CETb (JIBC) - rpynma 3BM, a
Takke nepudepuitHoe 0060pynoBaHue, OOBETUHEHHBIE OAHUM WM HECKOIbKUMHU
ABTOHOMHBIMU BBICOKOCKOPOCTHBIMU KaHaJIaMH TMepefaadd IU(POBHIX JTaHHBIX B
mpeaenax OJHOTO WM HECKOJIBKHUX OJIM3IIeKAITUX 3TaHHH .

MEJKCETEBOM 3KPAH (MD) - mporpaMMHO-aNmapaTHBI KOMILIEKC,
UCIIONB3YEeMbId sl KOHTpois naoctyna wmexay JIBC, BXxomgsdmuMu B COCTaB
KOPIOPATUBHON CETH, a TAK)KE MEXKYy KOPIIOPATUBHOM CEThIO U BHEUIHUMHU CETAMU
(cetpro uTEpHET).

HECAHKIIMOHUPOBAHHBIN JOCTYII (HCJ) - TOCTYTI

K uHGOpMalMHY, HApYIIAIOUMKA YCTaHOBIICHHbBIE MMPAaBUIIa pa3rPaHUUYCHHUS JOCTYIIA.



HECAHKIIMOHUPOBAHHBIM JIOCTYII K MH®OPMAIIUA
(JAJIEE HCJ) — noctyn k uHpOpMAaNnU, HAPYIIAONMUI paBUiIa pa3rpaHUICHUS
YPOBHEN MOJTHOMOYHUH TOJIb30BATEIIEH.

OIIEPAIIMOHHAA CUCTEMA — CHUCTEMHAs IporpaMmma,
OCYLIECTBIISIIOIIAS B3aUMOJICUCTBHE IOJIb30BATENl M NPUKIAIHBIX MPOTpaMM C
anmapatHoi yactero DBM.

OTBETCTBEHHOE JINIO (A AMUHUCTPATOP)
NHO®OPMAIIMOHHBIX AKTUBOB - patotnuk KYBO «I"TABOJIC»,
NOJIYYUBIIMA HAa OCHOBAaHWU COOTBETCTBYIOILIEIO PACIOPSAUTENBHOIO JIOKYMEHTa
npaBa obsianarens uadopmaiuu, oopadaTsiBaeMoil B MHPOPMAIIMOHHOM CUCTEME

[Mpumeuanune:  [lomstuss  "OtrBercTBeHHOE  JHMIO  (QAMHHHUCTPATOP)
MH()OPMAIIMOHHBIX aKTUBOB M "Biajesien MH(GpOpMaIMoHHBIX cpeiacTB (pecypcos)”
UJICHTUYHBI.

IMAPOJIb — unentudukarop cyObekTa IOCTyna, KOTOPBIA SBISETCS €ro
(cyOBeKTa) CEKpeTOM.

HEPUMETPAJIBHOE CPEJACTBO 3AIIUTBI HWH®OPMAILINU
(C3H) — nuto3 uHGOPMAIIMOHHON 0€30MacHOCTH, 00CCIICYMBAIONIUN MEKCETEBOEC
SKPaHUPOBAHUE M 3aIIUTY AAHHBIX MEPECHUIAEMBIX IO OTKPBITHIM KaHallaM CBSI3U
(mudpoBanue), a Tak xe ¢uibTpanuio BpegoHocHoro IO u OmokupoBaHHE
BHEIIIHUX aTakK.

MOJIB3OBATEJIb JIBC - paboTtauK (IITaTHBINA, BpEMEHHBIN, paboTaroIIHii
M0 KOHTPAaKTy W T.II.), & TaKKe Mpoyue Jumna (MOAPSAYNKH, ayIuTOphl U T.IL.),
3apETrUCTPUPOBAHHBIA B KOPIIOPATUBHOM CETM B YCTAHOBICHHOM TIOpPAJKE U
MOJIYYMBIIHM MTpaBa Ha JOCTYH K pecypcam KOpPIIOPaTUBHOW CETH B COOTBETCTBHU
CO CBOMMU (DYHKIIMOHATBHBIMU O0S3aHHOCTSIMH.

INPOI'PAMMHOE OBECIIEYEHHUE — COBOKYNHOCTh NPHUKIAIHBIX
MporpaMm, YCTaHOBJICHHBIX Ha cepBepe uinu IBM.

PABOYAS CTAHIUS - nepcoHalbHBIA KOMIIBIOTEP, HA KOTOPOM
M0JIb30BATEIIb CETH BBIMOJIHSIET CBOU CIYKEOHbIE 0053aHHOCTH.

PEITUCTPAHUOHHAS (YUETHAS) 3AINMUCH MOJIb3OBATEJIS -

BKJIIOYaeT B ce0s WM TIOJB30BAaTeIsl M €ro YyHUKAJIbHBIM  HHU(PPOBOH



UIEHTU(PUKATOP, OJHO3HAYHO UJCHTUPUIUPYIONUNA JAHHOTO TMOJh30BaTENs B
omepalnMoHHOW  cuctemMe (cetw, 0Oa3e  JAHHBIX, MNPWIOKCHHH H  T.IL).
PeructpanvonHnas 3amuch CO3/laeTCs  aAMUHHCTPATOPOM TIPU  PETUCTPAIUU
MOJIb30BaTENII B OINEPAMOHHOW CHCTEME KOMIIbIOTEpa, B CHUCTEME YIPABIICHUS
0azaMu JaHHBIX, B CETEBbIX JOMEHAaX, MPUIIOXKEHUsAX U T.M. OHa TaKKe MOMKET
coaepkaTb TakWe CBeAeHUs O nonb3oBatene, kak @D.M.0., Ha3BaHue
noapasaeneHus, Tenedonsl, E-mail u T.11.

POJIb — COBOKYNMHOCTH TOJHOMOYMW ¥ TPUBWJIETHMN Ha JOCTyH K
UH()OPMAIIMOHHOMY pecypcy, HEOOXOAUMBIX ISl BBITIOJIHEHUS TOJb30BaTEIEM
onpeieNIeHHbIX (YHKIIMOHAIBHBIX 0053aHHOCTEH.

CEPBEP — BbleneHHBII KOMIIBIOTEP, MMEIOIIMI pa3JesieMble pecypchl,
BBITIOJIHSIFOIIIUM ~ OMpEENICHHbI  TepeueHb 3aJad W NPEeJOCTaBISIOIINI
nosibzoBaressiMm JIBC psn cepBUCOB.

CETEBBIE (MH®OPMAILIMOHHBIE) CEPBUCBI - ceteBblc
NPWIOXKEHUSI, TIPEIOCTABISIONINE PA3IMYHbIE BUIBI CEPBUCOB Il BHYTPEHHHUX H
BHEIIIHUX TI0JIb30BaTeNel kopnopatuBHOM cetu, Bkiodas DNS, FTP, HTTPS,
Telnet, u npyrue.

CIIMCOK KOHTPOJISA AOCTYIHA (ACL) - mpaBwia (QuIbTpaIyu
CETEeBBIX MAKETOB, HAcTpaMBaeMble Ha MapiipyTuzaTopax u MD, ompenensioniue
KpUTepUn PUIBTPAIIUU U ACUCTBUS, TPOU3BOAUMBIC HAJ] TTAKETAMHU.

CPEJCTBA KPUIITOI'PA®NYECKOM 3AIIUTHI UH®OPMAILIUU
— cpenctBa IMMQPOBaHMS, CPEACTBA HWMHUTO3AIIUTHI, CPEICTBA JJICKTPOHHOU
MOAIUCH, CPEACTBA KOAUPOBAHUS, CPEJACTBA U3TOTOBICHUS KIIIOYEBBIX TOKYMEHTOB
(He3aBHCHMO OT BHJA HOCHTENS KIFOUEBOW MH(OPMAINH), KIIFOUYEBBIC JOKYMEHTHI
(He3aBHCHMO OT BUIa HOCUTEIS KIIOYCBOM MH(OPMAIINN).

CTPYKTYPHOE TIIOJAPA3BAEJEHUE (CII) -  cTpyKTypHOE
noapasaenenne KYBO «"TABOJIJICy» ¢ camocTosITeIbHBIMU (DYHKITUSAMHU, 3a]1a4aMu
Y OTBETCTBEHHOCTBIO.

Y3EJ — coBokynHocTh JIBC, pacnonoKeHHbIX B NpeAenax OJIHOU

KOHTPOJHUPYEMOH 30HHBI.



HEJOCTHOCTh HH®OPMAIIUMU - cocTosHME 3alllUIIEHHOCTU
uHpopManum, xapaktepuzyemoe crnocoOHocThi0 AC o0ecrieunBaTh COXpPAaHHOCTh U
HEU3MEHHOCTh KOH()UIEeHIUATbHOM uH(popMaIH npu HOMbBITKAX
HECAaHKI[MOHUPOBAHHBIX WM CIIy4YalHbIX BO3JICUCTBUM Ha HeEe B IIpoLecce
00pabOTKH UM XpaHEHUS.

IBM — DnekTpoHHass - BBIYMCIMTENbHAs MAIlWHA, NEPCOHAIBHBIN
KOMIIBIOTED.

JJIEKTPOHHASA MNOAIIMCDH - pekBU3UT 3IEKTPOHHOTO JOKYMEHTA,
OpelHa3HAYeHHbIM Ui 3allUThl 3JEKTPOHHOIO JOKYMEHTa OT TMOJJCIIKH,
NOJIYYEHHBIN B pe3yJjbTaTe Kpunrorpaduueckoro nmpeodpa3zoBaHusi HHPOpMaALUU C
UCIIOJIb30BAHUEM 3aKpBITOrO KJII0Ya JJEKTPOHHOW TOJIMUCHA M  TO3BOJISIOIINN
UACHTU(PUIUPOBATH BIaJENblia KIt04Ya MOJIMUCH, a TaKKE YCTAHOBUTH OTCYTCTBHE
UCKa)KEHUsI HH(POpPMAIIUHU B AIEKTPOHHOM JIOKYMEHTE.

VPN (VIRTUAL PRIVATE NETWORK) - "BupryanbHas 4acTHas CeTh' .
TEXHOJOTMS M OpraHM3alus CHCTEMAaTHYECKOW YINAJICHHOW CBSI3HM  MEXIY

BBIOpAHHBIMU TPYIIIAMH Y3JIOB B KPYITHBIX paCIpe/IeIeHHbIX CETAX.

4, COKPAIIEHHUSA U OBO3HAYEHUASA
APM - ABToMaTtu3upoBaHHOE pabouee MecCTO.
AC - ABTOMaTU3UpOBaHHAs CUCTEMA.

B/I - ba3a naHHBbIX.

3M - 3ammra uadopmaiuu.

HBb - UadopmarmonHas 6€301macHOCTb.

HNOK - NadpacTtpykTypa OTKPBITHIX KITFOYEH.
UC - UadopmanmonHas cucrema.

NTC - UadopmarinoHHO-TEICKOMMYHHKAIIMOHHAS CUCTEMA.
K3 - Koutponupyemas 30Ha.

M3 - MexceTeBo 3KpaH.

HC/I - HecaHKIHOHUPOBAHHBINM JTOCTYITI.

OC - OnepanuoHHas cucTeMa.

I1B - [TosmiTukm OE30ITaCHOCTH.



IO - IlporpamMHoe obecrieueHue.

CBT - CpencTBa BbIUUCIUTENBHONW TEXHUKH.

C3MU - CpenctBo 3amuThl HHPOpMALUK.

CK3MU - CpenctBo kpuntorpadpuyeckoi 3aiuThl UHPOpMaLUK.

CIIJ - Cucrema nepenauu TaHHBIX.

CYB/J - Cuctrema ynpapieHus: 6a3amMu JaHHBIX.

CYMUB - Cucrema ynpasienusi ”HGOPMAIIMOHHON 0€30MacHOCTHIO.

C3/1 - CucremMa 31€KTPOHHOTO JJOKYMEHTO000pOTA.

Y1 - Yaocrosepsromuii HEHTP.

IBM - DnexkTpoHHas - BbIYUCIMTENbHAs MalllMHA, MEPCOHAIbHBIN
KOMIIBIOTED.

III - DnexkTpoHHAas MOAMUCH.

FTP - File Transfer Protocol.

LDAP - Lightweight Directory Access Protocol.

VPN - Virtual Private Network.

d. HNOJJUTUKA UH®OPMAIIMOHHOM BE3ONACHOCTH AY
«ATH BO»

5.1. HASHAYEHMUE HOJIMTHUK WH®OPMAIIMOHHON
BE3OITACHOCTH

[Monmutuku wuHpopManmonuoit 6e3omacnoctu KYBO «I"ABOJIC» — ato
COBOKYIIHOCTb HOPM, NpaBUJl U NPAKTHUYECKUX PEKOMEHJALM, Ha KOTOPBIX
CTpOUTCSl yIlpaBlieHue, 3ammra u pacnpeneneane uHpopmamuu B KYBO
«I"TABOJICy.

ITox MOJIUTUKAMU 0e30MmacHOCTH MOHUMAETCS COBOKYITHOCTb
JOKYMEHTUPOBAHHBIX YINPABICHUYECKUX PEIICHHUM, HaNpaBICHHbIX Ha 3alIUTY
MH(pOpMAILINK U aCCOIMUPOBAHHBIX C HEM peCypCoB.

[Tonutukn MH(pOpPMALIMOHHOM 0e301MmacHOCTU OTHOCATCS K
aIMUHUCTPATUBHBIM MepaM oOecriedeHuss UHGOpPMalMOHHONW O€30MaCHOCTH, H

onpeaenstoT ctpareruio KYBO «TABOJIC» B o61actu Ub.



[Tonutukn mHpopMannoHHon Oe3zomacHocTH (manee, I1B) perimameHTHPYIOT
s dexTuBHyI0 paboTy cpeAcTB 3amuThl uHopManuu. OHHM OXBaThIBAE€T BCE
0COOEHHOCTU TIpoliecca 00paboTku uHdpopmaiuu, onpenenss nosenenne UC u ee
MOJIb30BaTENIe B Pa3IMUHBIX  CHUTYalMsX,  PEaTU3yITCS  IMOCPEACTBOM
aIMUHUCTPATUBHO-OPTaHU3AIIMOHHBIX ~ Mep, (HU3MYECKUX ©  MPOTPaMMHO-
TEXHHUYECKUX CPEACTB U ONPEACIISICT apXUTCKTYPY CUCTEMBI 3aIIIUTHI.

Bce nmoxymenrtansHO odopmiieHHBIE perieHus, (Gopmupyronme I[lomutukwy,

JOJDKHBI OBITHh YTBepkaeHbI qupektopoM KYBO «"TABOJIC» u ony0auKoBaHBI.

5.2. COOTBETCTBHE I1b JNEVICTBYIOILIEMY
3AKOHOJIATEJBCTBY
[IpaBoByto ocHOBy Ilonutuk cocraBisaror Konctutyuuss Pocculickoi
Oenepanunu, 3akoHbl Poccuiickoii denepanuy M Apyrue 3aKOHOHATEIIBHBIE AKTHI,
ompeAesonue MmpaBa M OTBETCTBEHHOCTH TpaxiaaH, KYBO «I"TABOIJIC» wu
rocynapctBa B cdepe 0€30MacHOCTH, a TakkKe HOPMAaTUBHBIC, OTpacieBble U
BEJIOMCTBEHHBIC  JIOKYMEHTBI, 110 BOIlpocaM O€30MacHOCTH HWH(popMaIu,
YTBEPKICHHBIE OpPraHaMU TOCYJIAPCTBEHHOTO YIIPABICHUS PA3JIUYHOTO YPOBHS B

nmpeaciiax unx KOMIICTCHIINU.

5.3. OTBETCTBEHHOCTbD 3A PEAJIMZAIINIO MOJIUTUK
UHO®OPMAIIMOHHOM BE3OINACHOCTH
OTBETCTBEHHOCTh 3a pa3pabOTKy Mep M KOHTPOJb HaJ OOeCreYeHHEeM

3amUThl HHPOPMAILIUU HECET aAMUHUCTPATOP WHDOPMAITMOHHON O€30MaCHOCTH.

OTBETCTBEHHOCTH 3a peanu3aiuto [TonuTruk Bo3maraercs:.

° B YaCTH, Kacalolleics pa3pad0OTKH U aKTyajau3allui MpaBUJI BHEHTHETO
JOCTyTla W yOpaBJIE€HHUS JOCTYINOM, aHTUBHPYCHOW 3allUThl — Ha aJMHHHUCTpaTOpa
WH(POPMAIIMOHHON 0€30MaCHOCTH,

° B YaCTH, Kacawomiencs goBeaeHuss npaBui [[OJUTUK 10 COTPYAHHUKOB

KYBO «'ABOJIJIC», a TakKe HWHBIX JIAI] — Ha YIOJHOMOYEHHBIX COTPYIHUKOB



oTJera MpaBOBOM M KaJpoBOM pabOThl, a TaKkKe PYKOBOJIUTENEH CTPYKTYPHBIX
noapasaenenuii KYBO «I"ABOJIC»;

o B YACTH, KacarolleWcs UcnojgHeHus npasuil llosmtuky, — Ha Kaxaoro
corpynauka KYBO  «'ABOIJIC», cormacHO  uX  JODKHOCTHBIM U
(GYHKUIMOHAIBHBIM OOS3aHHOCTSIM, M HHBIX JIMI, IONAJAIOMUX MOJ 001acTbh

JNEUCTBUS HACTOSAIIEN IMTOJIUTHKU.

54. MOPAAOK ITOATI'OTOBKHU ITEPCOHAUJIA 11O BOITPOCAM
WHO®OPMAIIMOHHOM BE3OIMACHOCTH U JOIIYCKA ET'O
K PABOTE

Opranuzanus npocsenieHus: corpynaukos KYBO «"TABOJIC» B o6nactu
MH(GOPMAIIMOHHON 6€30MaCHOCTH BO3JIaraeTcsl Ha pyKOBOAUTENEH MOApa3ie/ieHu 1
aIMUHUCTpPATOpa UHPOPMAITMOHHOM 0€30MaCHOCTH.

O6yuenne pabotaukoB KYBO «['ABOJIJIC» mnpaBunam oOpaiieHus c
uHpOpMaIIMel, COCTaBISAIONEH KOMMEPYECKYI0 TaiHy, MPOBOJUTCS MYyTEM
CaMOCTOSITEJILHOTO  M3y4YeHUs  pabOTHHKAMH  BHYTPEHHMX  HOPMAaTHBHBIX
nokymeHToB KVYBO «[TABOJJIC», periaMeHTUPYIOIIUX BOMPOCHl  3aIIUTHI
uHdopMaIuH.

[IpaBuna momycka k pabore ¢ WHOOPMAIMOHHBIMH pPEeCypcaMH JIWIl, HE
spisitonuxcsa corpyaaukamMmu KYBO «["ABOJJIC», onpeaensitoTcsi Ha TOrOBOPHOi
OCHOBE C OTHUMHU JHUIAMUA WIM C OPraHU3alUSIMH, TMPEACTABUTEISIMH KOTOPHIX

SABJIAIOTCA OTH JIWIIA.

9.5, 3AIIUIIAEMBIE UHOOPMAIIMOHHBIE PECYPCBI KYBO
«CABOIJJIC»
Paznuuatrorcss  cinemyroniue  Kateropud  MH(OPMALMOHHBIX — PECYPCOB,
nojexamux 3anmure B KYBO «"TABOJICy:
KOHOUJIEHIUAJIBHASA - wundopmauus, omnpeneneHHas Ilepeunem
CBEJICHUN KOH(UICHIIMAIBLHOTO XapakTepa, YTBEep:KIeHHbIM Yka3zoM Ilpe3upenta
P® or 6 wmapra 1997 1. N 188 "OO yTBepKIAcHUH TepEUYHS CBEICHHI

KOH(UIAEHIIUABHOTO XapakTepa'



HNYBJINYHASA - unpopmanus, noigydyaemas U3 MyOJUYHBIX MCTOYHUKOB
(myonukanuu B8 CMU, Tene u paaroBeIiaHuie U T.]1.)

OTKPBITASA - wuHdopmauus, TNOAy4YeHHass OT (UIHUECKUX WIH
IOpUJIMYECKUX JIUII, 3alpeT Ha paclpocTpaHeHUue U o0pabOTKy KOTOpPOMl ObLT UMH
0o(HUIIUATIBHO CHSIT.

Wndopmarnus, chopmupoBanHas B pesyibrate gAestenbHoctd KYBO
«I"TABOIIJIC», KOTOpYIO 3ampemieH0 OTHOCUTh K KOMMEpPUYECKOM TailHE Ha
ocHoBaHMM 3akoHogaTenbcTBa Poccum (IToctanosnenue IlpaButenbctBa PO ot 3
okts6ps 2002 1. Ne 731). Mudopmarusi, npencraBiseMasi B MyOJUYHBIA JOCTYII,
ucronb3dyeMass B Xxo3gilcTBeHHOW pgesarenbHoctHn KYBO «I"ABOJJIC» wnnmm
uMerolasi TpuHuMnuanbHoe 3HaueHue 1 umupxa KYBO «I"ABOJJIC»;

OI'PAHUYEHHOI'O JOCTYIIA - undopmanus, HE MOMaaaroias Mo
oCTaJlbHbIE KaTETOPUH, JOCTYN K KOTOPOH JOJKEH OBbITh OIpaHUYEH ONPECIICHHOM
KaTErOpUH JIMIL.

WNHdopmarusi orpaHUYeHHOT0 J0CTYIA MPEJCTaBIsAeT cOOON CBEACHHUS, IS
KOTOPBIX B KauyecTBE OCHOBHOM yrpo3pl 0€30IacHOCTH paccMaTpUBaeTCs
HapylleHue KOH(PHUIECHIUAIbHOCTH IIYyTEM PACKPBITUS €€ COAECPKUMOIO TPEThUM
JUIaM, HE JONYyLIEHHbIM B YCTaHOBJIEHHOM TOpsAKe K pabore C 3TOH

uHdOpMaILHeH.

K nrdopManum orpaHu4eHHOTO TOCTYTAa HE MOTYT OTHOCUTBHCS CBEJICHUS .

° coaepxkaiuecs B yupeautenbHbiX qokymMeHTax KYBO «"TABOIJICy,
JOKYMEHTAaX, MOATBEPKAAIOMINX (DAKT BHECEHUS 3amKceil O IOPUANIECKUX JUIaX B
COOTBETCTBYIOIIME TOCYAAPCTBEHHBIE PEECTPHI;

o cojeprkaiuecs: B JOKYMEHTax, JAlOlMX MpaBO Ha OCYILIECTBICHHUE
MpeANPUHUMATENbCKON NS TENbHOCTH;

e 0 3arpsA3HEHUN OKPYKAIOWIEH CpeIbl, COCTOSHUU MPOTUBOIOKAPHOU
0€30MacHOCTH, CAHUTAPHO-IMUAEMUOIOTUYECKON W paJHallMOHHON OOCTaHOBKE,

0€e30MacHOCTH MUILEBBIX MNPOAYKTOB U JApyrux (akrtopax, OKa3bIBAIOIIUX



HETaTUBHOE BO3JCICTBUE Ha obOecnedeHrne Oe30MacHOro (QyHKIMOHUPOBAHUS
MPOU3BOJICTBEHHBIX ~ OOBEKTOB,  0E€30MACHOCTH  KaXJIOTO  TpaxJaHWHA U
0€30IaCHOCTH HACEJICHUS B LIEJIOM;

° O YHCIIEHHOCTH, COCTaBe PAOOTHHUKOB, CHUCTEME OIUIaThl Tpynaa, o0
yCIIOBUSX TPyZAa, B TOM YHCJIE 00 oXpaHe TpyJa, MMoKa3aTessx MPOU3BOJCTBEHHOTO
TpaBMaTtu3Ma U MpodecCHOHATbHON 3a00JIEBAEMOCTH, M O HAJIUYUU CBOOOHBIX
pabounx MecT;

o 0 3aJI0JDKEHHOCTH paboTojaTeseit 1Mo BhIIIaTe 3apab0THOM IUIATHI U 1O
WHBIM COITMAIBHBIM BBITIJIATAM,

° 0 HapylleHusx 3akoHopaatenbcTBa Poccuiickoit denepannu u daxkrax
NPHUBJICYCHHUS K OTBETCTBCHHOCTH 3a COBEPIIICHUE 3TUX HAPYIICHUH;

o 00 YCJIOBHSX KOHKYPCOB WJIM ayKIIMOHOB IO NPHBATHU3alUH OOBEKTOB
rOCy/JapCTBEHHOW WM MYHHIIMITAJIbHON COOCTBEHHOCTH

o O TIepeYHe JIMI], UMEIOIIMNX MPaBO JEHCTBOBaTH 0€3 MTOBEPEHHOCTH OT
UMEHU IOPUANYECKOTO JINIIA;

o 0053aTENBHOCTh  PACKPBITUS  KOTOPBIX, WIUW  HEJOMYyCTHUMOCTD

OTpaHUYEHHUS TOCTYIa K KOTOPHIM YCTaHOBJICHA HHBIMU (DeliepaibHbIMU 3aKOHAMM.

[Togxonpl K pelieHuio MpoOJIeMbI 3alTUThHl WH(POpMamuH, B OOIIEM BHJE,
CBOIATCA K HCKIIOUCHUIO HENMPaBOMEPHBIX WM HEOCTOPOXKHBIX JCHCTBHH CO
CBEJICHUSIMU, OTHOCSIIMMUCS K WHGOPMAIIMN OTPAaHUYCHHOTO PACIPOCTPAHEHUs, a
Takke ¢ WHOOPMAIIMOHHBIMU pecypcaMu, SIBISIOIMIUMHUCS KPUTHYHBIMH IS
obecrnieueHust GpyHkmonupoBanus O6uszHec mnporeccoB KYBO «TABOIJICy. [ns
sTtoro B KYBO «I"”ABO/JIC» BBINOTHAIOTCA CIEAYIOLUINE MEPONPUSTHUS:

° ompeenseTcss MOpsAoK paboThl ¢ JOKyMEHTaMHu, OOpasiaMu
W3JICIIHSIMU 1 JIP., COJICPKAITUMU KOH(PUISHIINATbHBIC CBEICHUS;

o pa3pabaThIBalOTCS ~ TpaBWJIa  KAaTETOpPHpPOBaHUsA  WH(MOpMAaIuH,
ITO3BOJISIONINE OTHOCUTH €€ K Pa3IMYHBIM BUJaM KOH(PHUICHIMAIBHBIX CBEJICHHH U

onpenessaTh cteneHb ee KputuaHocTu st KYBO «I"ABO/IJICy;



o YCTAaHABIIMBACTCSA KPYr JHUI M TMOPSJOK JOCTyna K TO0J00HOM
nH(popMaiK; BeIPa0ATHIBAIOTCS MEPHI MO KOHTPOJIIO OOpallleHUs ¢ IOKYMEHTaMHU,
coJIepKallluMH KOH(UICHIINATbHbBIE CBEJICHMUS,

o BKJIFOYAIOTCSI B TPYIOBBIE€ JOTOBOPHI C COTPYIHUKAMH 0053aTEIbCTBA O
HepasrjalieHud KOH(MUICHIIMAIbHBIX CBEICHUM W ONPEACNISIIOTCS CaHKIMU 3a
HapyIICHUS TOPsAKa padOThl ¢ HUMH U UX pasrialieHue.

ZammTa KOH(UACHIMATLHOW UHpOpMAIMK, NPUHAMICKAIIEH TpeTbel
CTOpPOHE, OCYILECTBISICTCS HAa OCHOBAaHUHU JOTOBOPOB, 3aKIHOYAEMBIX C APYTHUMH
OpraHU3aIUsIMH.

[lepconanbuble  naHHBIE pabOTHUKA — UHpOpMaIUs, HeoOXxoauMmas
paboTosaTesnto B CBA3U C TPYJAOBBIMH OTHOIICHUSMH U Kacarolascsi KOHKPETHOTO

paboTHHKA.

5.6. OPTAHM3ALUA CUCTEMbI YIIPABJIEHUA
WH®OPMAIIMOHHOM BE3OINACHOCTBIO KYBO «I'ABOJIJIC»

5.6.1. OPTAHU3ALIUSA CUCTEMbI YIIPABJIEHUS Ub

Cucrema  ympaBneHuss  uHbopmanuoHHod  OezomacHoctt  KYBO
«'ABOJIJIC» (CYUB) - uactp o6mieit cucremsl ynpasiennss KYBO «"TABO/IJICy,
npelHa3HauYeHHAsl IS CO3JaHusl, peajlu3allid, OSKCIUTyaTallid, MOHUTOPUHTA,
aHajau3a, MOJJICPKKH W TMOBbIIeHUs uHGopMmanuoHHol Oe3omacHoctn KYBO
«I"TABOJICy».

Hust yenemuoro ¢yukiuonnpoBanus CYUDB KYBO «I"ABOJJICy» nomxHb
OBITH peaM30BaHbI CIECAYIONINE MTPOLIECCHI:

o ompeneneHne u yrouHeHue obmactu aeiictBus CYUB u BBIOOD
noJixoja K oneHke puckos Ub;

° ompejeiaeHue M yTouHeHue ooOmactu gAedctBus CYUDB  nmomxkHO
OCYLIECTBIIITHCS. HA OCHOBE PE3YJIbTATOB OLICHKH PUCKOB, CBSI3aHHBIX C OCHOBHOM
nearenbHoCThiO KYBO  «TABOJJIC», a Takke OLEHKH pPENyTalUuOHHBIX U

npaBoBbIX pUCKOB JiesiTeibHOCTH KYBO «I"ABO/JICy;



o aHanu3 u oneHka puckoB Wb, Bapuantel o0Opabotku puckoB Wb s
HanOoJiee KpUTUUHBIX MHPOPMALIMOHHBIX aKTUBOB U OM3HEC-TIPOLIECCOB;

. BbIOOp U yTouHeHue ueneid b u 3amuTHBIX Mep U UX 00OCHOBaHHE
IUI1 MUHUMU3auu puckoB Mb;

o npunsatue pykosoauressimu KYBO «I"TABO/IJIC» ocTaTOYHBIX pUCKOB
U pelicHWs O peanW3alMi W 3Kcrutyatanuu/coBepineHctBoBannn  CYUB.
Ocratounbie pucku Mb 1omxkHBI OBITh COOTHECEHBI C PHUCKAMU JEATEIbHOCTU

KYBO «I'’ABOJIJIC» u onieHeHO MX BIUSHUE HA JOCTHXKCHHUE IIeJiei AeaTeIbHOCTH

KYBO «I'ABOJIJIC».

5.6.2. PEAJINBALINA CUCTEMBI YIIPABJIEHUS Ub

B cucreme ympapnenuss Wb nokHBI OBITH peaan3oBaHbl  CIEAYIOIIUE

TPOIIECCHI:
o pa3paboTka miana oopadborku puckos Ub;
o peanmzanus IiaHa oOpaboTku puckoB Wb W peamuzaius 3aluTHBIX

Mep, yIpaBieHne paboTaMu U pecypcaMu, CBsi3aHHbIMU ¢ peanuzanueit CYUD;

° peanu3aiys mporpaMm 1o o0ydeHuro u ocBeomiaeHHocty Ub;

o oOHapy»XeHHEe U pearnpoBaHre Ha MHITUACHTHI 0€30IIaCHOCTH

o oOecrieueHne HEMPEPHIBHOCTU JCATEIHHOCTA U BOCCTAHOBIICHUS TIOCIIE
IIpEPBIBAaHUM.

Ha »orame mnmaHupoBaHUS ONPEAENSIOTCS TOJMTUKA W METOJOJIOTHS
VIPaBICHUS PUCKAMHM, a TaK)Ke BBHITIOJNHAETCS OIIEHKA PUCKOB, BKITIOYAIONIAs B ce0s
WHBEHTAPU3AIMIO aKTUBOB, COCTaBJIeHUE Mpoduiield yrpo3 U yI3BUMOCTEH, OICHKY
3¢ (HEKTUBHOCTH KOHTPMEP U MOTEHIIMATBHOTO yiepoa, onpeeneHue J0MyCTHMOTO
YPOBHS OCTATOYHBIX PHUCKOB.

Ha »tame peanmzamuu mpow3BOAMTCS 00pabOTKa PHUCKOB W BHEAPEHUE
MEXaHM3MOB KOHTPOJIS, MPEIHA3HAYCHHBIX I WX MHHUMH3AIUUA. PyKOBOJICTBOM
KYBO «'ABOMJIC» mnpuHHUMaeTcsi OJHO M3 YEThIPEX PEIICHUM IO KaXIOMY

UJICHTU(PUIUPOBAHHOMY PHUCKY: MPOUTHOPUPOBATH, M30€XKaTh, MepeiaTh BHEIIHEN



CTOpoHe, 00 MHUHUMHU3HPOBaTh. llocie 3Toro paspabaTbiBaeTCsl M BHEIPSIETCS
1aH 00pabOTKU PUCKOB.

Ha ortame mnpoBepku oOTCiexuBaeTcs (QYHKIIMOHUPOBAHUE MEXaHW3MOB
KOHTPOJISl, KOHTPOJIHUPYIOTCS HU3MEHeHHsl (akTopoB pHcka (AKTHBOB, Yrpo3,
YS3BUMOCTEI ), TPOBOJISATCS Ay TUTHI U BBIMOJHSAIOTCS PA3JINYHBIC KOHTPOIHPYIOIIUE
POIEAYPHI.

Ha »atame neiicTBusi 1O pe3yibTaTaM HENPEPHIBHOTO MOHUTOPUHTA H
MPOBOJIMMBIX MTPOBEPOK, BHIMOIHIIOTCS HEOOXOANMBIE KOPPEKTUPYIOIINE ACHCTBHSA,
KOTOpBIE MOTYT BKJIIOYaTh B ce0sl, B YaCTHOCTH, NEPEOIICHKY BEINYMHBI PHCKOB,
KOPPEKTUPOBKY TOJUTHKH W METOJIOJIOTUU YIIPABJICHHUS PUCKaMH, a TaKXKe IUIaHa

00pabOTKH PUCKOB.

5.6.3. METOJIbI OHEHNUBAHUS UHO®OPMAIIMOHHBIX PUCKOB

Onenka napopmarmoHHsix puckoB KYBO «"TABOJIJIC» BbeImoONHSETCS IO
CJIEIYIOIIIIM OCHOBHBIM dTaram:

o UACHTU(UKALUS U KOJIUYECTBEHHAs] OIEHKa HWHGOPMAIIMOHHBIX

PECYPCOB, 3HAYUMBIX ISl paOOTHI;

o OILICHWBaHWE BO3MOXKHBIX yIpo3;

o OIICHWBaHUE CYIICCTBYIOIINX YS3BUMOCTEH;

o orieHuBaHue PHEKTUBHOCTH CPEJCTB oOecnedeHrss NHPOPMAITMOHHOM
0e30IacHOCTH.

[Ipenmonaraercs, 4Yro 3HaYMMble Ig pabodero Impoiecca yS3BUMBIE
unpopmarmonnsie pecypcbl KYBO «"TABOJIJIC» monBepratoTcsi pucky, €ciu 1o
OTHOIIEHHUIO K HUM CYHIECTBYIOT Kakue-Iu0o yrposbl. Jpyrumu cioBaMH, PUCKHU
XapakTepU3yeT OMacHOCTbh, KOTOPOM MOIYT TMOJBEPraThCi  KOMIIOHEHTHI

KOpropaTuBHOM cuctemsbl Internet/Intranet.

[Tpu sTom undopmannonnsie pucku KYBO «"ABOJIC» 3aBucAT ort:

o nokasaTesieil IEHHOCTH MHPOPMAIIMOHHBIX PECYPCOB;



o BEPOATHOCTHU PEAIU3ALUU YIPO3 711 PECYPCOB;
o 3 (PEKTUBHOCTH  CYLIECTBYIOIIMX WM  IJIAHUPYEMBIX  CPEJICTB

obecrnieueHus1 MHPOPMAITMOHHOM 0E€30MaCHOCTH.

[lesnp oLieHMBAHUS PUCKOB COCTOUT B ONPEACIICHUU XAPAKTEPUCTUK PUCKOB
KOpPHOpaTUBHOM MH(GOPMAIIMOHHON CUCTEMBI U €€ pecypcoB. B pe3ynbTaTe OLIEHKH
PUCKOB CTAaHOBUTCS BO3MOKHBIM BBIOPATh CPEJICTBA, 00ECMEUMBAIOLIUE KEITASMbIN
ypoBeHb uHpopmanrontoit 6ezonacHoctu KYBO «I"”ABOJICy.

IIpy oneHMBaHUM PUCKOB YUMTBIBAIOTCA. LIEHHOCTh PECYpPCOB, 3HAYUMOCTH
yrpo3 U ys3BUMOCTEH, 3QPEKTUBHOCTh CYIIECTBYIOUIMX U TUIAHUPYEMBIX CPEJICTB
3ammTel. CamMu TOKas3aTelau pecypcoB, 3HAYMMOCTH Yrpo3 U YSI3BUMOCTEH,
3G (HEKTUBHOCTH CPECTB 3aLIUTHI MOTYT OBITh OIMpeAesieHbl KaK KOJIMYEeCTBEHHbIMU
METOJlaMH, Hamnpumep, INpU OINpPEICICHUHM CTOMMOCTHBIX XapaKTEPUCTUK, TaK H
KaueCTBECHHBIMU, HAIIPUMEP YUYUTBHIBAIOIIMMU IITATHBIE WU YPE3BBIYANHO OIACHBIC
HEILITAaTHBbIC BO3JECUCTBUS BHEIIHEN CPEBI.

Bo3MOXXHOCTD  peanu3anM  yrpo3bl  OLIEHMBAETCA  BEPOSITHOCTBIO €€

peaim3aliui B TCUCHHUC 3aJaHHOTO OTPC3Ka BPCMCHH [JII HCKOTOPOIO pecCypca

KYBO «'ABOJJIC».

I[Ipyu 5TOM BEpPOSTHOCTH TOrO, YTO Yrpo3a pealIn3yeTcs, OIpeaeseTcs
CJIEAYIOIIUMU OCHOBHBIMU ITOKA3aTEISIMU:

o IIPUBJICKATEIIBHOCTBID PECYpPCa, UCIOJIB3YETCA IMPU PACCMOTPEHUHU
YIPO3bI OT YMBILUIEHHOTO BO3JICUCTBHS CO CTOPOHBI YEJIOBEKA;

o BO3MOXHOCTBIO HCIOJIB30BaHUs pecypca I MOJYYEHHS JO0XOJa,
TaKXe UCTOJIb3YETCS MPU PACCMOTPEHUU YTPO3bl OT YMBIIIJIEHHOTO BO3JIEMCTBUS CO
CTOPOHBI YEJIOBEKA,;

o TEXHUYECKMMHU BO3MOXKHOCTSIMH PEAIM3ALMU YTPO3bl, HCIOJIb3YETCA
MPY YMBIIUJIEHHOM BO3JIEMCTBUU CO CTOPOHBI YEJIOBEKA;

o CTEMEHbIO  JIETKOCTH, C KOTOPOMl  YyS3BUMOCTh MOXET OBITh

HCIIOJIBb30BaHa.



5.7. HNOJUTHUKU UHO®OPMAIIMOHHOMN BE3ONACHOCTH

5.7.1. HOJJUTUKA PEAJIM3AIIUU AHTUBUPYCHOM 3AIIIUTHI

5.7.1.1. HA3HAYEHHUE
Hacrosimas IlonuTuka ompenenser OCHOBHBIE CPEACTBA Ul PEAU3ALUU

antuBupycHol 3amuTel KYBO «I"TABOJJICy.

5.7.1.2. HOJIOKEHUSA NTOJIMTUKHN

CpencTBa aHTUBHPYCHOM 3alllUTHI BBIMOJHSIOT (DYHKIIMU MO OTPAHUUYCHUIO
pacnpoCTpaHeHUsl BUPYCHOU aTaKU U €€ JIOKAIU3ALUH.

B cocTaB cpencTB aHTUBUPYCHOM 3aILUTHI BXOASAT CIEAYIOIINE KOMIIOHEHTHI

o CpEICTBa YIpaBJICHUs, BKIIOYAIOIIME B c€0sl YNPaBISIONIYI0O KOHCOJb,
CEpPBEpPHBbIE  KOMIIOHEHTBI ~ CHCTEMBbl  AHTUBHPYCHOM  3allMTBI,  CpPEICTBA

IIPOTOKOJMPOBAHUA U TCHEPAHUH OTUYCTOB,

° CpelcTBa aHTUBUPYCHOM 3a1uThl cepBepoB JIBC;
° CpeACTBa aHTUBUPYCHOM 3aIUTHI pa00YHMX CTAHIIHUH;
o CpelCTBa AHTUBUPYCHOM 3aIlUThl TOYTOBOW CUCTEMbI (BHYTPCHHHX

MOYTOBBIX cepBepoB U SMTP-1U11030B Ha BHEIIHEM IICPUMETPE CETH);

o AHTUBUPYCHBIM ILII03, OCYIIECTBIAIOIINN AHTUBUPYCHBIA KOHTPOJb
HTTPS u FTP tpaduxka.

B xauectBe cpeactB antuBupycHoil 3ammtel B KYBO «I"TABOJJIC»

npumMensrores Kaspersky Internet Security.

5.7.2. MOJIMTUKU PEAJIM3ALIMU KOHTPOJISA JOCTYIIA

5.7.2.1. MNOJIUTUKA OPIrAHU3ALUN UJIEHTUOUKALIUN/
AYTEHTUOPUKALINHU



5.7.2.1.1. HA3HAYEHMUE
Hacrosimas IlonmtHka ompenenseT OCHOBHBIC IIpaBujia U CpPEACTBA IS

OpraHu3anuu UACHTU(UKALMK/ay TeHTU(PUKALUN II0JIB30BATENIEH KYBO

«"TABOJIJICy.

5.7.2.1.2. TOJOXEHUS NOJUTUKHU

Unentudukanuss u  ayreHTUUKAUs  JOJDKHA  OBITh  peaii30BaHA
MOCPEJICTBOM KOMIUIEKCA MPOTrPaMMHO-TEXHUUECKUX CPEJICTB, OOECIEeUUBAIOIIUX
unaentudukanuio noib3oBateneit MUC KYBO «"ABOJJIC» wu moatBepxkiaeHHe
MOJJIMHHOCTH TIOJIh30BaTeNIe MpU TOJYYEHUU J0CTyNa K HHGOPMAIMOHHBIM
pecypcam.

OyHKIUKM UACHTUDHUKAIMA ¥ ayTCHTU(DUKAIIMKY BBITIOJHSIOTCS CICAYIOINIMMU
komrioneHTamu IC KYBO «I"ABOJIJICy:

. KoMmroHeHTamMH, BcTpoeHHbIMH B OC Windows 7, Windows 2XXX

Server;
o obopynoBanuem u 10, moanepxuBaroIuM HaJEKHBIE METO/IbI
ayTeHTU(UKAIIUH;
. komnoHeHTamMu CVYBJl wu mnpunoxeHui, KoTOpble 00ECIEeYUBAOT

yrpaBicHUe WACHTU(OUKAIIMOHHBIMA JaHHBIMHU TII0Jb30BaTEICH, NApOsIMH U
KITI0UeBOM MH(GOpMaIHEH;

° CpeAcTBa, OOECIEUYMBAIOIINE CHHXPOHHU3AIMIO VYCTHBIX JaHHBIX
MOJIb30BaTeNIel B pa3iMuHbIX XpaHwinmax (Hanpumep, ActiveDirectory, Exchange,
Lotus, LDAP, mnpukiagHble CHCTEMBbI W T.II.) M INPEAOCTaBICHUE CIUHOM TOYKHU

JOCTYNa W  aJAMUHUCTpUpOBaHUsA s Bcex nonb3zoBateneit HMC KYBO

«I"TABOJICy.

5.7.3. IHOJIUTHUKA INPEAOCTABJIEHUSA JOCTYITIA K
NHO®OPMAILIMOHHOMY PECYPCY

5.7.3.1. HA3HAYEHHUE



H&CTOHH_IEISI [TonuTuka OIpeaAcsACT OCHOBHBIC IIpaBuia IPCAOCTABICHUA

COTpyIHHKaM aoctyna Kk uHpopmarroHusiM pecypcam KYBO «"TABOJIC».

5.7.3.2. MHOJIOKEHUSA NIOJIUTUKH

K pabore ¢ uHPOpMaLMOHHBIM pPECYpCOM JIOMYCKAIOTCS IOJb30BATENH,
O3HAaKOMJICHHBbIE C TMpaBujaMu pabOThl € HMHPOPMALUOHHBIM PECYPCOM U
OTBETCTBEHHOCTBIO 3a UX HapyLIEHHE, a TaKke HacTosawmen [ToauTukoi.

Kaxnomy cotpyanuky UC KYBO «"ABOJIC», nonyiieHHOMY K paboTe ¢
KOHKpeTHbIM HH(popMarmoHHbIM pecypcom KYBO «['TABOIJIC», momxHO OBITh
COIOCTABJICHO MEPCOHATBHOE YHHKaIbHOC MMs (ydeTHas 3aluch TMOJIb30BATENs),
10JT KOTOPBIM OH OyJIeT perucTpupoBarthesi, U padotars B VC.

B ciyyae mpou3BOACTBEHHOW HEOOXOIMMOCTH HEKOTOPBIM COTPYIHHUKAM
MOTYT OBITh COIOCTaBJICHbI HECKOJBKO YHHKAJIBbHBIX UMEH (YYETHBIX 3aIluceid).
Hcnonp3oBanne HECKONBKUMHU coTpyaHukamu Tnpu  pabore B HMC KYBO

«CTABOJIJIC» omHOro M TOro k€ MMEHH IoJb30BaTess (“TPYyHIOBOIO HMMEHH)

3ATIPEIEHO.

5.7.3.2.1. TIOPSIJOK CO3JAHMSA (ITPOAJEHUSA) YUYETHOM
3AIINCHU MTOJB30OBATEJIA

[Tporienypa peructpanuu (Co3MaHUS YYCTHOW 3alMCH), TaK K€ MPOJJICHHS
CpOKa JAeHCTBHSI BpEMEHHOW YUYETHOM 3amucu nosb3oBarens s cotpynnnka KYBO
«'ABOJIJIC» wuHunuupyeTcs 3asBKOM HauyajdbHUKA IojapasjaeicHus (oTmena,
cektopa) KYBO «I'ABOJJIC», B KOoTOpoM paboTaeT IaHHBIA COTPYIHHUK
(ITpumoxenne Ne 1).

B 3asBke yka3piBaercs:

o JO/DKHOCTH (C TIOJHBIM HAaMMEHOBaHWEM TOJpa3jeiicHus), (pammus,
WM U OTYECTBO COTPYIHHKA;

o OCHOBaHHWE I PETHCTpAallMM Y4YeTHOW 3amucu (HOMEp MpuKaza o

npunsatu Ha padoty B KYBO «I"TABOJIC» unm uHOTO AOTOBOPHOrO JOKYMEHTA,



ONPENEIAIONIETO HEOOXOOUMOCTh IPENOCTaBICHUs pabOTHUKY JOCTyna K

uHpopmannonHeM pecypcam KYBO «"TABO/IJIC»).

3asBKy MOJMUCHIBAET PYKOBOJAMUTENb CTpYKTypHOro mnoapaszaenenus (CII)
KYBO «I'ABOIJIC», B KOTOpOM 4YHCIUTCA PaOOTHUK COTJIACHO IITATHOMY
pacnucanuto (mns pabotHukoB He Bxomammx B mTar KYBO «TABOJJIC» —
pykoBoauteab CII KypUpyrOIIero COOTBETCTBYIOIINE JTOTOBOPHBIC OTHOILICHHS),
yTBEPXKAasi TEM CaMbIM IMPOU3BOJICTBEHHYIO HEOOXOIUMOCTh PETUCTPAIIUU IAHHOTO
corpyanuka B UC KYBO «"ABOJIC».

3asBka coryacyercs ¢ KaJapoBOM chyk00H, MOATBEpKIAIOMIEH, YTO
yKa3aHHbIA paboTHUK JedcTBUTENbHO TpuHAT B mtar KYBO «"ABOIJIC», B
cootBercTBytomee CII moarBepskaaroiee, 4To MPEACTABICHHbIE B OOOCHOBAHHUH
JIOTOBOPHBIE OTHOIIEHUSI UMEIOT IOPUINICCKYIO CHITY.

AnmuHuctpatrop  UHGOPMAIMOHHOM  O€30MAaCHOCTH  PacCMaTpPUBAIOT
NPEACTABICHHYIO 3asBKy, U NMPUHUMAET €€ K HCIOJHEHUIO WM TEepefacT €€ Ha
UCIIOJIHEHWE  pa0OTHHMKAM  CEpPBUCHOM  OpraHu3alud,  OCYIIECTBISAIOIICH
anmuHuctpupoBanue MC KYBO «I"”ABOIJICy.

Ha ocHoBanuu 3asBku (3a7aHWsA) aJAMUHUCTPATOp HHGOPMAIIMOHHOMN
0€30MacHOCTH COBEpIIAeT HEOOXOAMMBIC OMEpAIMK IO CO3/AaHui0 (yIaJICHHUIO)
YYETHOW 3allUCH MOJIb30BaTENs, IPUCBOCHHUIO EMY HAaYaJlbHOTO 3HAYEHUS Mapoiis U
MHUHHMAaJlbHBIX MpaB gocTyna kK ceteBbiM pecypcam MC KYBO «I"ABOIJIC»,
TaKUX Kak MpaBo peructparuu Ha APM paGoTHHKA U MOTK30BaHUS KOPIIOPATHBHOM
3JIEKTPOHHOM TTOYTOM.

[lo OKOHUaHMM PEruCTpallMy YYETHOM 3aluCHU TOJIb30BaTelsl B 3asBKE
JIeJaeTCsl OTMETKA O BBIMOJIHEHUH 3aJJaHUs 32 MOANUCIMU UCIIOTHUTENEH.

JlonmyckaeTcss aBTOMAaTHYeCKasi PErucTpaldsl YYETHBIX 3aluceld IITaTHBIX
padotHukoB KYBO «I"TABOJJIC» c¢ wucnonb3oBanueM cooTBeTcTBYrommux HC.
ABTOMAaTHYECKU CO3JaHHAs ydeTHas 3alUCh HE JIOJHKHA MO3BOJATH MOJIB30BATEII0
pou3BoAUTh Kakue-muoo neictus B KYBO «I"ABOJIJICy.

[Ipu aBTOMATHYECKOM CO3JaHUM YYETHBIX 3alUCEl IITATHBIX PAOOTHUKOB

KYBO «'ABOJJIC», 3asiBKa Ha CO3JaHHME YYE€THOM 3alMCH IOJb30BATENS HE



dopmupyercst. Munumanenbsie npasa B UC KYBO «"TABOJJIC», onpeneneHHble
BBIIIE, & TaK K€ MIPUCBOCHNE HAYAJIIBHOTO MAapOJIsl TPOU3BOAUTCS aIMHUHUCTPATOPOM
MH(POPMALIMOHHON O€30MaCHOCTH IPHU COIVIACOBAaHUM 3asBKU HA IPEAOCTaBICHUE

(u3MeHeHue) MmpaB J0CTYIa MOJIb30BaTEIs K HHPOPMAIMOHHBIM pecypcam.

5.7.3.2.2. TMOPAIOK HPEAOCTABJIEHUSA (MBMEHEHMUS)
MOJTHOMOYMI MMOJIb30BATEJIA

[Mpouenypa npegoctapineHus (MM U3MCHEHHUsSI) TIPaB JOCTYIA MOJIb30BATEIIS
k pecypcam KVYBO «I'ABOIJIC» uHHIMHpYETCS 3asBKOM COTpYyJOHHUKA
(ITpunoxxenue Ne 2).

B 3asBke yka3biBaercs:

o JTOKHOCTh (C TOJHBIM HAaMMEHOBAaHWEM IOJpa3jaeicHus), (hamuus,
UMS 1 OTYECTBO COTPYIHUKA,

o UMsI TT0JIb30BaTeNs (YUeTHOW 3aMUCH) JaHHOTO COTPY/IHHKA;

o HaMMEHOBaHHWE WH(OPMAIIMOHHOTO aKTWBa (CHCTEMBI, pecypca), K
KOTOPOMY HEOOXOUM OMYCK (MM M3MEHEHHUE MOJIHOMOYHNH TOJIh30BaTEIIsA);

o MOJTHOMOYHS, KOTOPHIX HEOOXOJMMO JIMIIUTH TIOJIb30BATENS WIH
KOTOpbIe HEOOXOAMMO J00aBUTh TOb30BaTeN0 (MyTeM YyKa3aHHUS peIIaeMbIX
MOJIb30BaTENIEM 3ajad Ha KOHKPETHBIX HH(popMaIoHHbXx pecypcax HC) ¢
yKa3aHHUEM Pa3pelIeHHBIX BHIOB JOCTYIIa K pecypcy (poseid).

3asBky noanuceiBaeT pykoBoautenb CII KYBO «"TABOJJIC», B xoTopom
YUCITUTCST PAaOOTHHK COTJIACHO INTAaTHOMY pachucaHuio (sl paOOTHHKOB HE
Bxogamux B mTaT KYBO «"TABOIJIC» — pykooautens CII kypupyromiero
COOTBETCTBYIOIIIUE  JIOTOBOPHBIC  OTHOIICHHWSA), yTBEPXKJas TEM  CaMbIM
MIPOU3BOACTBCHHYIO HEOOXOIUMOCTD JOITycKa (M3MEHEHUS TpaB J0CTYIa) JaHHOTO
COTpYJHHUKA K HEOOXOAMMBIM JIJIsl PEIICHUs] UM YKa3aHHbIX 3a7a4 pecypcam KYBO
«"ABOJIC» U corjlacyercs Cc BJIAJICIIBIIEM (amMuHHECTpPATOPOM)

MH()OPMALIMIOHHOTO aKTHUBA.



Anmunuctparop — MHGOPMALMOHHON 0€30MacHOCTH  paccMaTpUBAET
MPEACTAaBICHHYIO 3asBKy W BHOCUT HEOOXOJHMMbIE€ U3MEHEHUS B CIHUCKHU
MOJITHOMOYHU I MOJIB30BaTENIeH COOTBETCTBYIOMMNX HHGOPMAIMOHHBIX PECYPCOB.

Ilo oxOHYaHMM BHECEHMS H3MEHCHHMM B 3asIBKE JCJIAeTCI OTMETKa O

BBIINIOJIHCHUH 3aJaHUA 3a IIOAIINCAMUA HUCIOJHUTEIICH.

5.7.3.2.3. MNOPAIOK YIAJIEHUSA YYETHOM 3AIMUCHU
MMOJIb30OBATEJIS

[Ipu HacTymJIeHMM MOMEHTa MPEKpalleHUus CpoKa JEUCTBUS MOJIHOMOYHUUN
nojbp30BaTeNis (OKOHYAHHWE JOTOBOPHBIX OTHOIICHWH, YBOJIbHEHHE pPaOOTHHKA)
y4eTHas 3aMuch JOJKHA HEMEJICHHO OJIOKMPOBATHCS.

3a0JI0KMpOBaHHBIC YYETHBIC 3alMCU JOJDKHBI COXPAHSATHCS B CHCTEME HE
MEHEE 5 JIET ¢ MOMEHTA MPEKPAIICHUS CPOKA JICHUCTBUS MOJTHOMOYHUHN MOJIb30BATEIS.
ITo okOHYaHUU CpOKa XpaHEHHUs YUETHBIE 3alUCH YIATISIOTCA U3 CUCTEMBI.

[IpeanouruTensHO UCIIOJIb30BaTh MEXaHU3MBI aBTOMAaTUYECKOTO
OJIOKUpOBaHUSI  YYETHBIX  3aluceld  YBOJEHHBIX  pPaOOTHUKOB,  HUCIOJB3Ys
cootBercTBytomue MC. Ilpu HEBO3MOXHOCTH aBTOMATHYECKOTO OJIOKMPOBAHUS
YUYETHBIX 3alUCel, paOOTHUKAM COIOCTABJIAIOTCS BPEMEHHBIC YYeTHBIC 3amucH (C
(UKCHUPOBAHHBIM CPOKOM JICHCTBHUS), O YeM JelacTCs OTMETKAa B 3asiBKE IMPH €€
UCIIOJIHEHUH U B 00s13aTEIHLHOM MOPSAKE JOBOJIUTCS O MHUIIMATOPA 3asBKHU.

Jlonyckaercs peructpainusi MOCTOSIHHBIX YYETHBIX 3alKCeil MpU OTCYTCTBHU
MEXaHH3MOB aBTOMAaTHYECKOU OJOKUPOBKHU. B 3TOM cinyuae pykoBoaurensim KYBO
«T'ABOJJIC», B KOTOpOM UHCIUTCA TaKol PaOOTHHUK COIJIACHO IITATHOMY
pacnucanuio (mis pabotHukoB He Bxomsmux B mTaT KYBO «[TABOIJIC» —
pykoBoautensim CIT Kypupyromero cooTBETCTBYIONIHE JIOTOBOPHBIC OTHOIICHWS)
BMEHSIETCd B OOSI3aHHOCTb CBOEBPEMEHHO IMOAaBaTh 3asBKM Ha OJIOKMPOBAHHE
Y4E€THOM 3amucu pabOTHHUKA HE MO3AHEE, YEM 3a CYTKH JI0 MOMEHTA MpeKpalleHus

CpOKa JCUCTBUS MOJHOMOYHUM MOIb30BATENS.

B 3asBke yka3piBaeTcs:



o JTODKHOCTh paboTHUKA (C TOJHBIM HAaUMEHOBAaHUEM IOJpa3/CiICHUs),
dbaMuusi, UMsi 1 OTYECTBO COTPYAHUKA;
o UM TI0JIb30BaTells (YY4ETHOW 3alMCH) TaHHOTO COTPYAHHKA,

L4 JAaTta NpeKpanicHusA MOJIHOMOYHMH II0JIb30BATEIIA.

3asBky noanuceiBaeT pykoBoautesnb CII KYBO «("TABOJJIC», B kxoTopom
YUCIUTCS PAOOTHUK COTJIACHO IITAaTHOMY paclucaHuio (s paOOTHUKOB HeE
Bxoasmux B mrar KYBO «I"TABOJIC» — pykoBoautens CII kypupyroiiero
COOTBETCTBYIOIIME JOTOBOPHBIC OTHOIICHHUS), YTBEpXKIas TEM caMbiM (akKT
NpEeKpalleHus CpoKa ACHCTBUS MOJHOMOYUM MOIB30BATENS .

Anamunuctpatrop — MHGOPMAIIMOHHON 0e30MacHOCTH  paccMaTpUBaeT
NPE/ICTABICHHYI0 3asiBKY W  TPOM3BOJUT  OJIOKMPOBKY YUYETHOM  3alucu
nosp3oBarens. [Ipy  OTCYTCTBMM TEXHUYECKONM BO3MOXKHOCTU JICMCTBUS 1O
OJIOKUPOBKE YYETHBIX 3alKceil MOoJb30BaTeNiell MPOU3BOAATCS YIMOJIHOMOYEHHBIMU
pabOTHUKAMHU CEpBUCHOW OpraHU3allud IO KOHTPOJIEM aJMUHHUCTpaTopa
uH(OPMAIIMOHHOM 0€30TaCHOCTH.

[lo oOKkOHYaHWHM BHECEHHS HW3MEHEHHMII B 3asBKE [IE€JIaeTCsl OTMETKA O
BBINIOJIHEHUY 33/1aHUS 32 TOANMKUCSIMU UCTIOJTHUTETIEH.

B ciyuyae mpomn3BOJACTBEHHON HEOOXOIUMOCTH COXpPAaHEHHUS MEPCOHATBHBIX
nokymeHToB (mpodaiina monas3oBatess) Ha APM paOoTHHMKa MOCie HpeKpaIieHHs
cpoka neiictBusa ero mnoiaHomounii pykooautens CII KYBO «['TABOIJIC», B
KOTOPOM YHUCIIHJICS PAOOTHHK COTJIACHO IITATHOMY paclucaHuio (st paOOTHHKOB
He Bxoasamux B mratr KYBO «TABOIJIC» — pykooautens CII kypupyromero
COOTBETCTBYIOIINE JIOTOBOPHBIE OTHOILICHHS) MOJDKEH CBOEBPEMEHHO (HE IMO3/IHEe,
yeM 3a 3 CYTOK [0 MOMEHTa MpEKpalleHus CpoKa ACHCTBUS MOJTHOMOYMIA
MOJTL30BATEIIS) MMOATh 3asBKY Ha OJIOKHPOBAHHME YYCTHOM 3aIlMCH TOJIb30BATEINS C
yKa3aHUEM CpOKa XpaHEHUs yKa3aHHOW WH(pOpMaruu. 3asBKa JOJDKHA MOJIaBATHCS
Jaxe B Cilyyae NMPUMEHEHHS MEXaHU3MOB aBTOMATHUYECKOM OJOKMPOBKH YUYETHBIX

3aIIMCEN YBOJIEHHBIX COTPYIHUKOB.



Takass  3asBKka  JOJDKHA  OBITh  NPEIBAPUTENBHO  COIVIACOBaHA  C

aAMUHUCTPATOPOM HH(POPMALIMOHHON 0€30M1aCHOCTH.

5.7.4. MMOJUTHUKA HCHOJbB30OBAHUA HNHOPOPMAIIMOHHBIX
PECYPCOB B PAMKAX CYHIECTBYIOHIMX HUH®OPMALMOHHbBIX
CUCTEM

5.7.4.1. HA3HAYEHHUE
Hacrosmas Tlonmutuka ompeaensieT OCHOBHBIE TpaBUja HUCIOIb30BaHUS
uHdopmamnmnonusix pecypcoB KYBO «[TABOJIC» B pamkax CyImecTBYIOIIUX

I/IH(I)OpMaIII/IOHHI)IX CHUCTCM.

5.7.4.2. MNOJIOKEHUSA NIOJIUTUKH
B mpomecce paborst KYBO «TABOJIJIC» B ee coctaB MOTYT BHOCHUTBHCS

HOBBIC JOITIOJIHUTCIIBHBIC I/IH(i)OpMaHI/IOHHI)IG PECYPCHI.

IIpu co3ganum HOBoro wuHpOpMamMoHHOTO pecypca B cocraBe KYBO

«"ABOJIC» HeoOX0IMMO MPOU3BECTH CIISTYIOITUE TTPOIIEAYPHI:

o HAa3HAYHWTh AJIMHHHCTpaTOpa HOBOTO HWH(OPMAIIMOHHOTO pecypca
KYBO «I"”ABOJIJICy»;

o chopMupoBaTh 3agBKY Ha CO3JIaHHME HOBOTO HWH(GOPMAIMOHHOIO
pecypca B pamkax cymiectByronieid KYBO «I"TABOJICy;

o COCTaBHUTh CIHCOK MPUBUIECTHPOBAHHBIX IOJIH30BATEICH HACTOSIIETO
WH(OPMAITMOHHOTO peCypca,;

o COCTaBUTh CHHCOK poJiei (MaTtpuily noctymna) u onmucanue (Iacropr)
poJieii Tmosb3oBateniell MHMOPMAIMOHHOTO pecypca C YKa3aHHEM pa3pelIeHHBIX

BHJIOB JIOCTYMAa K pecypcam.



3asBKa Ha CO3MaHHE HOBOTO WH(POPMAIIMOHHOTO pecypca B paMKax

nerctytomeit KYBO «"ABOJJIC» nomkHa BKIIOYATH:

o HAaVMEHOBAaHUE CO3/ITaHHOTO PECypca;

e HanmeHoBaHue MC, B paMkax KOTOpOH CO3/1aeTCA HACTOSIIUN pecypc;
o Ha3Ha4YEeHUE pecypcea;

o Kki1acc (ypoBeHb KOH(PHICHIIMATBHOCTH) pecypca;

o PacIoI0KEHHE pecypca.

3asBka (QopMHpyeTcs aIMUHHUCTPATOPOM HACTOSIIEr0o HHGOPMAIIMOHHOTO
pecypca U mepenaercs aJAMHHHCTPATOpy HH(POpMAMOHHOW O€30MacHOCTH IS
COTJIACOBAHMS.

3asgsBKa  MOJMKMCHIBACTCS  @JIMHUHUCTpAaTopoM  (BJIajeiblieM)  HOBOI'O
MH(GOPMAIIMOHHOTO pecypca U COrIacyeTcs

° aJMHHHACTpaTOpoM (BiamesbiieM) uHpopMarmonHoi cucrembl KYBO
«"ABOJJIC», B pamMKax KOTOPOH CO3/1a€TCs pecypc;

o aAMUHUCTPATOPOM HH(DOPMAITMOHHON O€30MaCHOCTH.

Ilepenaua 3asBOK OCYIIECTBISIETCSI B COOTBETCTBUM C PETJIAMEHTOM
nokymentoobopora KYBO «[TABOJJIC». Opurunan 3asBKu mepeaaeTcs
aAMUHUCTpaTopy HHGOPMAIIMOHHON Oe30macHOCTH. B ciiyyae HEBO3MOXHOCTH
opraHm3anud  TpeOyemoro  HMH(DOPMAIMOHHOTO  pecypca,  aaAMUHUCTPATOP
nH(OPMAITMOHHONW O€30MacHOCTH JIOJDKEH HaIpaBUTh aJIMHHHCTPATOPY HOBOTO
WH(OPMAIITMOHHOTO pecypca MOTHBHPOBAHHBIA OTKa3 B MHCBMEHHOW QopMe ¢
MPUJIOKEHHEM 3asiBKU.

Coucok  moJib30BaTeleH, UMEIOIIUX  JIOCTYI K HACTOSILIEMY
uHQOpMAITMOHHOMY  pecypcy, (GopmupyeTrcs Ha  OCHOBaHHMH ' [lONMUTHKH
MpPeIOCTaBICHUS TOCTyNa K nHpopMarmoHHOMY pecypey ', aeictByromeir B KYBO

«"TABOJJICy».



5.7.5. MIOJIUTUKA BE3ONACHOCTH SJIEKTPOHHOM IMOYThI

5.7.5.1. HA3HAYEHUE

Hacrosimas [lonmutuka omnpenenseTr OCHOBHBIE TNpaBwiia 0€30MacHOro
UCIIOIb30BaHus 31eKTpoHHOM ouTsl KYBO «I"TABO/JJIC».

5.7.5.2. HOJIOKEHUSA NTOJIMTUKHN

Hcnonp3oBanue 3J€KTPOHHOW MOYTHI TOJKHO ITPOU3BOAUTHCS MOCPEACTBOM
CITy’K€OHBIX 2JIEKTPOHHBIX MTOYTOBBIX aJ[PECOB.

Hcnonp30BaHue 3IEKTPOHHOM MOYTHI AOJKHO OCYLIECTBIIATHCSA TOJIBKO IS
BBIMOJHEHUST (DYHKIIMOHAJIBHBIX 00513aHHOCTEH.

Nudopmarust orpaHuyeHHOro A0CTyna, MepeiaBaeMas C HMCIOJIb30BaHHUEM
AIIEKTPOHHON TMOYTHI, JOJDKHA OBITh 3alllMIIEHa OT HECAaHKIIMOHWPOBAHHOTO
IPOCMOTPA WU MOJIU(PUKAIIUH.

[lepenaua koH(UIEHIMATBEHON HHPOPMALIMK CPEACTBAMHU  DIIEKTPOHHOM
MIOYTHI 3aMpEIICHA.

3anpelmaeTcss MCHOJIb30BAHUE DJIEKTPOHHOW IOYTHI, HAPYIIAOLIEE HOPMBI
NENCTBYIOIIETO 3aKOHOJATENbCTBA, 3TUKW U KOPIOPATUBHOM KYJBTYPhI, a TakkKe
aBTOPCKHE W CMEXHBbIE IpaBa APYrUX JUIl WK MpeAcTaBisioniee coboil nodyro
dbopMy npecneoBaHus TUIHOCTH.

@dakThl OTHPABKHM M TpHEeMa COOOIICHWH SJIEKTPOHHOW IOYTHI JOJDKHBI
(bUKCUPOBATHLCS, a COOOIICHUS - COXPAHITHCA.

[lepen oTnpaBko# COOOIICHHI SEKTPOHHOM MOYTHl HEOOXOAUMO MPOBEPATH

MIPAaBUJIBHOCTh YKa3aHUs apPECOB MOJyYaTeIeH.

5.7.6. INIOJIMTUKA  BE3OIIACHOCTH  HCIHOJb30OBAHUA
HUHTEPHET

5.7.6.1. HA3BHAYEHUE
Hacrosimas IloauTuka ompenensieT OCHOBHBIE IpaBuia s 0O€30IacHOro

ncnoJibzoBanus Muarepuer corpyauunkamu KYBO «I"TABOJIC».



5.7.6.2. HOJIOKEHUSA NTOJIMTUKHN

Ucnonb3oBanue cetu HHTEpHET MAOMKHO OCYIIECTBIATHCA TOJBKO IS
BBINIOJIHEHUS (DYHKIIMOHAJIBHBIX 00s13aHHOCTEH.

WNudopmarusi orpaHMue€HHOTO JTOCTYyNa UM KOH(UAeHIHaNbHas uHGOpMaIus,
nepegaBaeMasi 1o ceTaMm ooOmero jgoctyna (cetb MHTepHET), OOKHA OBITh
3alllMIIEHa OT HECAaHKIIMOHHUPOBAHHOTO MpOocMOTpa win mMoaudukauuu. [Ipu stom
CpelCcTBa  3allUThl  KOH(PUACHIMAIbHOW  HMHOpPMAMU  JOKHBI  OBIThH
cepTUUIIMPOBAHBI.

3anpeniaeTcss UCMONb30BaHWE ceTh MHTepHeT, Hapylalee HOPMBI
JEHUCTBYIOIETO 3aKOHOJATEIbCTBA, ITUKHM M KOPIOPATUBHOW KYyJIbTYpbI, a TaKke
aBTOPCKHUE M CMEXKHbIE IIPaBa JAPYTUX JIUILI.

3anpeniaeTcs UCMoib3oBaHue cetu MHTepHeT ams myOiukanuu nHpopManuu
ot umeHu KYBO «["ABOJIJIC» 6e3 cOOTBETCTBYIOIIEH CAHKITUU PYKOBOJICTBA.

Conepxxanve U o0beM uHGMOpMAIMH, TepeJaBaeMOd WIM MPUHUMAEMOHN C
UCIIOJIb30BaHUeM ceTu VIHTepHeT, MOTYT OrpaHUYMBAThHCA.

KYBO «I'ABOMJIC» ocrtaBmsier 3a co0OW MpaBO MOHHTOPUHIA

UCITIONIB30BaHMS ceTu VIHTEpHET ¢ menbio coomoaeHus TpedoBanuii [lomutuku.

5.7.7. MOJUTHUKA YUETHBIX 3AIIUCEN

5.7.7.1. HA3BHAYEHUE
Hacrosmas nonutuka onpenessieT OCHOBHBIE IIPaBUila IPUCBOCHUS YYETHBIX

3ammce moiap3oBarensimM nHpopmaroHabx akTuBoB KYBO «"TABO/JIC.

5.7.7.2. IHOJOKEHHUA TIOJIMTUKHN
PerncrpannoHHbIe y4eTHBIE 3aIICH MOAPA3EIIAIOTCS Ha!
o NOJBb30BATEIbCKUE — TpeJHa3HaueHHblE M wuiaeHTU(uKaun /[

ayTeHTU(UKAUU MOJIb30BaTEIIEH MH()OPMAIIMOHHBIX AKTHUBOB KYBO

«"ABOJICy;



o CHUCTEMHBIE — UCIIOIb3YEMBbIE VISl HY K] ONEPallMOHHON CUCTEMBI,
o CITyKeOHbIE — npeHa3HAaYCHHbIE TUIst obecrieueHust

(YHKIMOHUPOBAHUS OTAEIBbHBIX MPOLECCOB WM MPUIOKEHUH.

Kaxnomy nonb3oBatento nHpopMannoHHbix aktuBoB KYBO «["TABOJIC»
HA3HAYAETCsl YHUKaJIbHASl MOJIb30BATENbCKAs PETUCTPAIIMOHHAS YYETHAasl 3aIlKCh.
JlommyckaeTcsl npuBs3Ka 00j1ee OJJHOU M0JIb30BATENBCKOW YUETHOM 3alIUCH K OTHOMY
M TOMYy K€ TOJb30BATENI0 (HAmpuUMep, WMCIONIMX pa3IuYHbIA  YPOBCHb

HOJTHOMOYH).

B o6mem ciywae 3ampemieHo co3JaBaTh M HCIOJIB30BaTh  OOIIYIO
MOJIb30BATENbCKYIO YYETHYIO 3aluCh JJIsi TPYIIbl MOJib30oBaTenei. B ciyudasx,
KOT/la 3TO HEO0OXOAMMO, BBUIY OCOOCHHOCTECH aBTOMATH3UPYEMOW OpraHu3aiuu
pabodero mporecca, HCMOJIb30BaHWE OOMIEd YYeTHOM  3amucu  JOJDKHO
CONIPOBOXKIATHCS OTMETKOM B JKypHaje ydeTa MAIIMHHOTO BPEMEHM, KOTopas
JOJDKHA OJTHO3HAYHO MACHTHU(HUIIMPOBATH TEKYIIETO BiIaJeNblla YIYCTHON 3alucH B
KOKJIbIH MOMEHT BpeMeHH. OJIHOBpPEMEHHOE UCIIOJIb30BaHUE OJHOW O0OIIei
MOJIb30BaTEIbCKOM YUYETHOM 3aMKUCH Pa3HBIMU MOJIb30BATEISIMU 3aMPEIEHO.

CucreMHbIe pEruCTpaIlMOHHbIC YYETHBIE 3aMncu bopmupyroTcs
ONEPallMOHHOM CHUCTEMOM ¢ JIOJKHBI HCIIOJB30BaThCS TOJBKO B  ClIydasX,
MPEANUCAHHBIX JIOKYMEHTAIIMEN HA ONEPAIMOHHYIO CHCTEMY .

Ciy>xeOHBIC PETHCTPAIIMOHHBIC YUCTHBIC 3aIMCH HCIIOIB3YIOTCS TOJBKO IS
3aIlyCKa CEpBUCOB WJIN MPUIOKEHHM.

Hcrnonp30BaHWE CHUCTEMHBIX WM CIOY)KEOHBIX YYETHBIX 3amuced IS

perucrpanuunu MOJIb30BaTeNIC B CUCTEME KaTCrOpniICCKU 3aIIpCIICHO.

5.7.8. HIOJUTUKA UCHOJIb30BAHUSA MAPOJIENA

5.7.8.1. HA3HAYEHHUE



Hacrosimass mnonuTuka omnpenenser OCHOBHBbIE IIpaBuia OOpallleHHsl C
NapoJsiMU, MCIOJIb3yeMbIMU ISl JocTyna K uHpopmanuoHHbIM aktuBam KYBO

«"TABOJIJICy».

5.7.8.2. MMOJOXKXEHUSA ITOJUTUKHA

Wnentudukamms /[ ayTeHTUDUKAIMS —TOJIB30BATENICH  OCYIIECTBISCTCS
MOCPEJICTBOM HCIOJIb30BaHUSI CMapT-KapT WU, TPU OTCYTCTBUM TEXHHUYECKOU
BO3MOYKHOCTH X MCIIOJIb30BaHMs, TapoJei.

HNoctyn k wuHpopmarmonHeiM aktuBam KVYBO «I"TABOIJIC» pomxken
MPOU3BOJAUTHCS C  HCIOJIB30BAHMEM TMEPCOHAIBHBIX  YYETHBIX 3alluce W
NEPUOJIMUCCKH CMEHSEMBIX OYKBEHHO-IIM(POBBIX TaApOJIeH, YIAOBICTBOPSIONIUX
CJICAYIOIINM TPEOOBAHUSIM

o napojb COACPKUT HE MEHEE BOCBbMHU CHMBOJIOB, BKJIIOYasi OyKBBI 000MX
PETUCTPOB U LIUPPHI;

o CUMBOJIBI TIApOJIeH I paboYuX CTaHIUMH, HA KOTOPBIX YCTAaHOBJICHO
CPEIICTBO 3alllUThl MHQPOpPMALMKM OT HECAHKIIMOHHUPOBAHHOTO JOCTYIMA, IOJIKHBI
BBOJMUTHCS B PEKUME JJATUHCKON PACKIIAJKU KIIaBHATYPBI;

o HE SBJSETCS CJIOBOM, TIPUCYTCTBYIOIIMM B  CJOBapsAX, WIH
npodeccuoHaIbHBIM TEPMUHOM, B T. 4. HaOpaHHBIM B JPYrod packiajke
KJIaBUATYPHI,

o HE OCHOBBIBAETCS Ha CEMEWHOH, CIy>KeOHOWM U Jpyrod Jerko
nocTymHoi nHpopManuu (haMuiInK, UMEHA, TaThl POXKICHUS, KIIMYKH KHUBOTHBIX,
aBTOMOOWJIbHBIE U TeJedOHHBIC HOMEPA, Ha3BaHUS OpPTraHU3allfil, ajpeca CauToB H
T. I1.), HE COJIEPIKATh JICTKO yraJbIBaeMbIe TIOCIICI0BATEIIBHOCTH CHMBOJIOB (123456,

aaabbb, qwerty, qglw2e3 u 1. 1. );

o IpU CMEHE MapoJisi HOBOE 3HAYEHUE JOJDKHO OTIMYATBCS OT
MPEIBIAYIINX;

o MOJIb30BaTellb HE WMEET IMpaBa COOOIIaTh JUYHBIA MapOJib JPYTUM
JIMLAM;

o CMeHa napoJjei He 6oisiee uem uepes 90 aHeil.



BpemeHHbI 1aposib, C€O34aBaeMbIl  aIMUHUCTPATOPOM IIPU  3aBEACHUU
YYETHOM 3alMCH WJIA CMEHE 3a0BbITOro Mapoiis, AOKEH ObITh YHUKAJIbHbBIM,
nepeaaBaTbCcsi CIOCOOOM, HMCKIIIOYAIOUMM JOCTYIl K HEMY JPYruxX JIdll, U OBbITh
CMEHEH I0JIb30BaTeNIEM IIPU NIEPBOM OOpaIllEHUU K AKTHUBY .

[Taponu, npenycTaHOBIEHHBIE MPOU3BOAUTEIEM, IOJDKHBI CMEHATHCA 10

Havajia 9KCIUTyaTallu aKTHUBaA.

HapOJII/I KITFOUYCBBIX YUCTHBIX 3anucen KPpUTHYCCKU Ba’>XHbBIX
I/IH(I)OpMaI_[I/IOHHBIX AKTHBOB JOJDKHBI COXPAHATHCA B 3allCHATAHHOM KOHBCPTC B

cel?ube PYKOBOAUTCIIA ITOAPA3ACIICHUA - BJIAJCIIbIda COOTBCTCTBYIOIICTO AKTHUBA.

SAIIPEIIAETCHA:

o cooOIaTh CBOM TEPCOHANBHBIM TApOJIb JPYrUM JIMIIAM WM
3alMChIBATh €r0 Ha MAaTEPUAIbHBIX HOCUTENAX, JOCTYIHBIX JJIs APYTrux juil (Kpome
IIPETYCMOTPEHHBIX CIy4aeB COXPAHEHHUS IapoJie KIIOYEBBIX YUYETHBIX 3aIluceil
BJIaiejIblIeM HH()OPMAIIMOHHOTO AKTHBA);

o COXpaHATh MapoJib B MPOTPAMMHO-TEXHUYECKHX CpPEJCTBaX B
OTKPBITOM BHJIE WIJIM MCIIOJIB30BaTh CPEJICTBA €r0 aBTOMATHYECKOT'O BBOIA;

o UCIIOJIb30BaTh JIETKO YyraJblBAEMbI aJIrOPUTM CMEHBI MapoJs
(mammpumep, F¥1hTR8 -* F%2hTR8 -> F%3hTRS, nin F%1hTR8 -* FI%hTRS -*
F1h%TR8 u ap. );

o HCIIOJIb30BaTh YUYETHBIC 3alIMCH APYTUX JIMIL;

° ucnonp3oBath BHe KYBO «I"TABOJMJIC» mnaponu, coBmajaromue ¢
MapoJISIMHU JOCTYIIA K €r0 HHPOPMAITMOHHO-TEXHOJOTMYECKUM aKTHBAM,

o WCIIOJIb30BaTh B KauyecTBE TMaposiecll MpuUMEpbl, IPUBEIACHHBIC B

IlonmuTtuke.



Cmena maposisi IOJDKHA IPOU3BOJAWTHCS HE PEXE ONHOIO pasa B IIECTh
MECALIEB WIM NpU OOHAapy>KEHHWU (PAKTOB, YKA3bIBAIOIIMX HA €ro BO3MOXHYIO
KOMIIPOMETAILMIO, @ B OTHOIIEHUU aJMWUHUCTPATUBHBIX YUETHBIX 3alIUCEU - TAKKe
IIPU CMEHE JIULIA, BBIMOJIHAIOIIETO aIMUHUCTPATUBHbBIE () YHKLIMH.

B 3aBucuMocTH OT KPUTHYHOCTH HMH(POPMALMOHHO-TEXHOJIOTUYECKOTO
aKTHBA, €ro BIAJENbLIEM MOTYT ObITh YCTAHOBJIEHBI 0OJie€ BHICOKHE TpPeOOBaHUS K
CJIO’KHOCTH MapoJIsi U NEPUOTUYHOCTHA CMEHBI.

[Ipouecchl co3nanusi, U3MEHEHUS!, UCTIOIb30BaHUs, OJIOKUPOBAHUS, yIaJIeHUS
YYETHBIX 3allUCEed, a TaKKE€ CMEHBl MAapOJEd JOJKHBI PErJIaMEHTUPOBATHCH,

IMPOTOKOJIMPOBATHCA, U KOHTPOJIMPOBATHCA.

5.7.9. NOJIUTUKA 3AIIUTHI APM

5.7.9.1. HA3BHAYEHHUE
Hacrosmas I[lonmuTuka ompenenser OCHOBHBIE TMpaBWia M TpPeOOBaHUS IO
3aIlUTE KOH(pUAEHITHATbHON uHpopmMaru KVYBO «"ABOJJIC» oT

HCABTOPU30BAHHOI'O AOCTYIIA, YTPAThI UJIHU MO,ZII/I(l)I/IKaHI/II/I.

5.7.9.2. HHOJIO’KEHUSA TIOJIMTUKHN

Bo Bpems paGorel ¢ KoHpUACHIHMATBbHON uWHMOpMaIuenn  JOKEH
MPEIOTBPAIIATHCS €€ MPOCMOTP, HE AOMYIICHHBIMU K HEH JTUIIAMU.

IIpu mr060M ocTaBieHHH pabodero Mecra, paboyas CTaHIMSA JOJDKHA OBITh
3a0JI0KUPOBaHa, ChEMHBIC MAaITuHHBIC HOCHTEIIH, coJieprKarue
KOH(HICHIINATbHYI0 WH(POPMAIHIO, 3aMepThl B MOMENIEHUH, IMKady WU SIIHKE
CTOJIa UJU B ceilde.

HecanknmoHnpoBaHHOE WCIOJB30BaHUE MEYATAIOMNX, (PAaKCUMIIBHBIX,
KOMTUPOBATBHO-MHOKHUTEIBHBIX allapaToB U CKAHEPOB JOJKHO TPEIOTBPAIIATHCS
MyTeM BX Pa3MEIIEHUs B IOMEMICHUSIX C OTPAHMYEHHBIM JTOCTYIIOM, UCTIOJb30BAHUS

MapoJIer WA UHBIX TOCTYIHBIX MEXaHU3MOB Pa3rPaHUYECHUS TOCTYIIA.



Ha APMax corpynnukoB CII momkHbI BBINOJTHATHCS TpeOoBanus k APM
HNOI'B BO 1 noiB€JOMCTBEHHBIM UM YUPEKICHHIM.

JlocTyn kK KOMITOHEHTaM OIEpPallMOHHON CHUCTEMbI U KOMaHAaM CHCTEMHOIO
aJIMUHUCTPUPOBAHUS Ha pabOYMX CTAaHIMAX MoJib3oBaTenel orpaHuyeH. [IpaBo Ha
JOCTYNT K TOJAOOHBIM KOMIIOHEHTaM TMPEAOCTABICHO TOJIBKO aJIMHUHUCTPATOPY
nHpopMarmoHHo Oe3omacHOCTH. KOHEUHBIM TOJIB30BATENSAM MPEIOCTABIACTCS
JOCTYNl TOJIBKO K T€M KOMaHJlaM, KOTOpPbhl€ HEOOXOJUMBI sl BBIMOJTHEHUS HX
JOJKHOCTHBIX 00s13aHHOCTEH.

JlocTynm K KopriopaTuBHOUW HHGOPMAIMK TMPETOCTABISETCS TOJBKO JIMIIAM,
UMEIOIIMM OOOCHOBAaHHYI) HEOOXOJIHMMOCTh B pabOoTe ¢ ATUMHU JAHHBIMU IS
BBITIOJIHEHUSI CBOUX JIOJDKHOCTHBIX O0SI3aHHOCTEH.

Texaudeckoe 0OCIyXKUBaHUE JIOJKHO  OCYIICCTBISATHCS  TOJBKO  HA
OCHOBaHUHU OOpAIICHHUS TOJI30BATENsI B OTJENT TEXHWYECKOW MOJJIEPKKH, a BCE
oOpalieHus J0KHBI PETUCTPUPOBATHCS .

JlokalibHOE TEXHUYECKOE OOCITYKHMBAHHUE JIOJDKHO OCYIIECTBIISTHCS TOJIBKO B
JUYHOM IPUCYTCTBUU MOJIb30BATENS.

JIUCTaHIIMOHHOE TEXHUYECKOE OOCIYXHUBaHUE JOHKHO OCYIIECTBISITHCS
TOJIBKO CO CHEIMAJIbHO BBIJICIICHHBIX aBTOMATH3WPOBAHHBIX pPabOYUX MECT,
KOH(UTypallus U COCTaB KOTOPBIX JOJKHBI OBITH CTAaHIAPTH30BAHBI, a MPOIIECC
AKCIUTyaTallu PETJIaMEHTUPOBAH, U KOHTPOJIUPYETCS.

[Ipu mpoBeneHUH TEXHUYECKOTO OOCTYKUBAHHS JOJKEH BBITTOIHITHCS
MHUHHMaJIbHBI HAO0Op JeHCTBHM, HEOOXOAUMBIX IS YCTpAaHEHUS IPOOJIEMBI,
SBUBIICHCS TPUYMHONW OOpaIlleHus, W WCIOJIb30BaThCS JIOOBIE BO3MOXKHOCTH,
MTO3BOJISIFOIIME BIOCJIEACTBUM YCTAHOBUTH ABTOPCTBO BHECEHHBIX U3MEHEHHUI.

KomupoBanue koHpUACHIHAIBHOW HWHPOPMANMK W BPEMEHHOE H3BATHE
HOocHTeNel KoH(puaeHIManbHo wHQOopManuu (B ToM 4mcie B cocraBe APM)
JOIYCKAIOTCS TOJBKO C CAHKIMU I0JIb30BaTens. B cilydyae U3bSATUA HOCUTEIEH,
coepKalux KOH(QUICHINAIBHYI0 WH(OpMalKIO, MOJIb30BaTENb HMEET IpaBo
MPUCYTCTBOBATH MPHU JAJIbHEHIIIEM TPOBEAECHUN PadoT.

[IporpammHoe oOecrieueHre MOMKHO YCTAHABIMBATBHCS CO CIHEIHAIBHBIX

CETEBBIX PECYPCOB WM CBEMHBIX HOCHUTENEH, MAapKUPOBAHHBIX OTIEIOM



CUCTCMHOI0O aIAMHUHHCTPUPOBAHUAA, HU B COOTBCTCTBHHM C JIMICH3UMOHHBIM

COTJIaLICHHUEM C €T0 HpaBOO6HaI[aTCJ'ICM.

Kondurypanuu ycraHaBiuBaeMblX paOOYuX CTaHIUH JOJIKHBI  OBIThH
CTaH/JapTU30BaHbI, @ MPOLECChl YCTAHOBKH, HACTPOMKHM U BBOJAA B DKCIUTyaTalUIO -
pEerjiaMeHTUPOBAHBI.

APM, Ha koTOpbIX mpennonaraercs oOpabaTeiBaTh KOH(GUIECHIUATBHYIO
UH(GOPMAIIHIO, JTOJDKHBI OBITh 3aKperuIeHbl 32 COOTBETCTBYIOUIMMHU pPaOOTHHKAMHU
KYBO «I'ABOJJIC». 3ampeniaercs HMCHoOJIb30BaHHE yKazaHHbIX APM npyrumu
[oJIb30BaTeNs MU  0€3 COIVIACOBaHMUS C AJIMHUHHUCTPATOPOM HH(OpPMAIMOHHOU

0€30MaCHOCTH.

5.8. MMOPAJOK COITPOBOXKJIEHUSA NC KYBO «'ABOJJIC»

Ob6ecneuenre HHPOPMAITMOHHOW 0€30MACHOCTH HH(POPMALIMOHHBIX CHCTEM
Ha CTaJuAX KU3HEHHOTO LUKIIA.

b UC pomxkHa o0ecrieunBaThCs Ha BCEX CTAAUAX KU3HEHHOTO Iukia (JKI)
NC, aBTOMAaTH3HUPYIOIIHUX TEXHOJOTHMYECKHUE MPOLIECChI, C YYETOM BCEX CTOPOH,
BoBicueHHBIX B mporecchl JKII (pa3paboT4yMKOB, 3aKa34uMKOB, IOCTABIIUKOB
OPOJYKTOB W YCIYT, OJKCIUIyaTUPYIOIIUX W  HAA30PHBIX MOJApa3AeICHUN
OpraHH3aIlHHN).

[Mopsanok pa3zpabotrku u BHeapenus MC momkeH OBITH periiaMeHTUPOBAH U
KoHTponupoBathcs. llpu  paspabotke HC HeoOXoAMMO  MPHUAECPKUBATHCS
TpeOOBaHMN ¥ METOIMYECKUX YKa3aHWM, ONPEACIICHHBIX CTaHAapTaMH, BXOISITUMU
B rpynmy ['OCT 34.xxx "UndopmarnmornHo# TeXHOIOTHH' .

Ha cramgmsax, cBs3aHHbIX ¢ paspabotkoit MC (onpenerneHune TpeOoBaHMIA
3aMHTEPECOBAHHBIX CTOPOH, aHAJIN3 TPeOOBAaHUH, APXUTEKTYPHOE MPOCKTUPOBAHUE,
peayM3anus, WHTETpanuss © BepuUKamus, IOCTaBKa, BBOJ B JCHCTBHE),
Pa3pabOTYMKOM JIOKHA ObITH 0OECIeyeHa 3aliuTa OT yIpo3:

o HeBepHOU hopmynupoBku TpedoBanuii k UC;

° BbIOOpa HeaaekBaTHOM Mojenu XXI[ MC, B ToMm 4ucie HeaaeKBaTHOTO

BbI0Opa nponeccoB XK1 1 BOBIEYEHHBIX B HUX YUYaCTHUKOB;



o IPUHATHS HEBEPHBIX IPOEKTHBIX PEIICHUMN ;

o BHECEHHUs pa3pabOTUYMKOM JAe(PEKTOB Ha YPOBHE APXUTEKTYPHBIX
peLIEeHUN;

J BHECCHHsI Pa3pabOTUYMKOM HEJOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH B
ncG,;

o HeaJIeKBaTHON (HEMOJHOW, MPOTUBOPEYMBON, HEKOPPEKTHOW W TIp.)
peanu3anuu

o tpeboBanuii k VC;

o pa3pabOTKN HEKaYeCTBEHHOU TOKyMEHTAIUH;

o coopku  MC  pa3paboTYMKOM/TIPOM3BOAMTENIEM C  HapylICHHEM

Tp€6OBaHHﬁ, 4YTO IPHUBOAUT K IMOABJICHUIO HCAOKYMCHTHUPOBAHHBIX BO3MOKHOCTEH B

NC, nubo k HeaseKBaTHOM peanu3aiuu TpeOOBaHUIT;

° HeBepHOTo KoHpurypuposanus UC;
° npuemku MC, He oTBevaroleil TpeOOBaHUIM 3aKa34HKa;
° BHECEHUsSI HEJIOKYMEHTUPOBaHHBIX Bo3MoOkHOcTel B MC B mpoiecce

IMPOBCACHUA TIPUCMOYHBIX HCIIbITAaHUHN MoCpcaACTBOM HCIOAOKYMCHTHPOBAHHBIX

BO3MOKHOCTEH (PyHKIIMOHAJIBHBIX TECTOB U TecToB Ub.

[TpuBnekaembie as pa3paOoOTKu W (WIIM) IPOU3BOACTBA CPEIACTB M CHCTEM
3anuThl MC Ha JOTOBOPHOM OCHOBE CHEIUATU3WPOBAHHBIE OPraHU3aIMU JTOJKHBI
AMETh JIMIEH3WM Ha JAHHBIM BHJA JCITCILHOCTH B  COOTBETCTBUH C
3aKOHOJaTeILCTBOM PO,

ITpu mpuobperernu rotoBbIX C B MX KOMIIOHEHTOB Pa3padOTIMKOM JOJDKHA
OBITH TIPEJOCTaBJICHA JOKYMEHTAIMsI, COJIepXKalias, B TOM 4YHCIIe, OIHCAHWC
3alIUTHBIX ~ Mep, MPEANPUHSATHIX pa3pabOTYUKOM B  OTHOIICHHWU  YIpo3
nH(pOpMAIMOHHOM 0€30TaCHOCTH.

Taxke pa3pabOTYMKOM JOJDKHA OBITh TIPEJACTaBICHA JOKYMCHTAIIWSA,
cojeprkaias ONMucaHue 3alIUTHBIX MEpP, MPEeANPUHATHIX pa3zpadoTunkomM MC u ux
KOMITOHEHTOB OTHOCHUTEJILHO 0€30MaCHOCTH pa3padOTKu, 0€30MaCHOCTH MOCTABKHU U

OKCILTyaTanuu, IMINOAACPKKH KHM3HCHHOI'O IHKIIA, BKIO4YaA OIIMCAHHC MOICIIH



KU3HEHHOTO IIMKJIa, OIEHKH YS3BUMOCTHU. JlaHHas JTOKyMEHTAlUsi MOXET OBbITh
MpeACTaBiIeHa B paMKax JeKjapalid O COOTBETCTBUM WU OBITh PE3yIbTaTOM
OLICHKM COOTBETCTBUSI W3JENMsI, NPOBEACHHON B paMKaxX COOTBETCTBYIOIICH
CHUCTEMBI OLICHKH.

B noroBop (koHTpakt) 0 mocrtaBke IC M MX KOMIIOHEHTOB PEKOMCHIYCTCS
BKJIIOYATh MOJIOKEHUS IO COMPOBOXKICHHUIO MOCTABISEMBIX U3/ICIUA HA BECh CPOK
uX CchIyxObl. B ciydae HEBO3MOXHOCTH BKIIOUEHHS B J0roBop (KOHTPAkKT)
yKa3aHHBIX TPEOOBaHUN K Pa3padOTUYMKY JOHKHA OBITH pPACCMOTPEHA BO3MOXKHOCTh
npuoOpeTeHusl TOJTHOTO KOMIUIEKTa pabodyell KOHCTPYKTOPCKON JOKYMEHTAIIUU Ha
u3zienue, 00ecreunBaroIee BO3MOKHOCTh conmpoBoxaeHus UC 1 uX KOMIOHEHTOB
0e3 yuactus pazpabotuuka. Ecim o0a yka3aHHBIX BapuaHTa HEMPUEMIIEMBI,
HarpuMmep, BCIEACTBHE BBICOKOW CTOMMOCTH, pyKoBojicTBO KYBO «I"TABOIJIC»
JOJDKHO 00ECTIeYUTh aHAJIU3 BIUSHUS YTPO3bl HEBO3MOXKHOCTH compoBoxkaeHust UC

U UX KOMIIOHEHTOB Ha 00eCIICUeCHHUE HCIIPCPBIBHOCTHU pa6oqer0 Imponecca.

Ha craguu skcmutyaTanuu J0JbKHA ObITH 0OecleueHa 3aIuTa OT CJIeTYIOMMUX
yIpo3:
° YMBIIIJIEHHOEC HECAaHKIIMOHUPOBAHHOE PACKPBITHE, MOIU(PUKAIMSA WU

YHUUTOKEHHE HHPOPMALIUH

o HEYMBINUICHHAS] MOAU(PUKAIUS WIA YHHYTOKEHUE HHPOPMAIIHH,
° HEJI0CTaBKa WJIM OIMMUO0YHAs JOCTaBKa HH(OPMAIINH,
o 0TKa3 B 00CITY)KMBaHUU WIH YXYIICHUE 00CITy>KUBAHUS.

Kpowme 3T0r0, akTyanbHOM SIBISIETCS YIpo3a 0TKa3a OT aBTOPCTBA COOOIICHHUS .

Ha cragum conpoBokaeHUS J0JDKHA OBITH 0OCCIIeueHa 3aluTa OT yIpo3.

. BHeceHuss wusMeHeHud B HMC, mnpuBOAsSUIUX K HApPYIICHUIO €€
(G YHKIMOHAIBHOCTH JINOO K MOSIBICHUIO HEJJOKYMEHTUPOBAHHBIX BO3MOKHOCTEH;

o HEBHECEHHUsS Pa3padOTUMKOM/TIOCTABIIMKOM H3MEHEHUH, HEOOXOUMBIX

JUTSL TOJIJIEPKKH IPABUIIBHOTO (DYHKIIMOHUPOBAHUS U TIpaBuiIbHOTO coctosinus UC.



Ha cragum cHATHA ¢ SKCIUTyaTallMd JIOJDKHO OBITH 0OECHEUeHO yJajeHHe
uH(pOpMaIMi, HECAHKIMOHUPOBAHHOE HCIOJIb30BAHUE KOTOPOM MOXKET HAHECTH
yiep6 KYBO «T"TABOJJIC», u wuHpopMauuu, HCHOIB3YEMOM CpeACTBaMU
oOecrreuennsa UbB, u3 nocrosguuoii namsatu C wim ¢ BHEIMIHUX HOCUTEIIEH.

TpeboBanuss b nomkHBl BKIIOYATHCS BO BCE JOTOBOpAa M KOHTPAKTHI Ha

MpoBejieHre padoT win okazanue ycayr Ha Bcex craausx JKI[ UC.

5.8.1. JUKBHUJIAIIUA MOCJEJICTBUI HAPYIIEHUS IOJIUTUK

WHO®OPMAIIMOHHOM BE3OITACHOCTH

AIMUHHUCTpATOp HHQPOPMAIIMOHHON OE€30MacCHOCTH, WCIOJIb3Ys JaHHBIE,
MOJIyYCHHBIE B PE3yJIbTATC MPUMEHEHUS UHCTPYMEHTAIBHBIX CPEJICTB KOHTPOJIS
(Mmonutopunra) Oesomacuoctn uHpopMmaimn KYBO «[TABOJJIC», nomken
CBOEBPEMEHHO OOHApyKuBaTh HapylieHus WHOOPMAIMOHHONW 0€30MacHOCTH,
daktel ocymiectienns HCJ k 3amumiaembiM nHGopMaIimonHbiM pecypcam KYBO

«I"ABOIJIC» 1 npeanpuHUMATh MEPHI MO UX JIOKAIU3AIUN U YCTPAHEHUIO.

5.8.2. OTBETCTBEHHOCTb HAPYIINUTEJIEN IT6

OTBETCTBEHHOCTh 3a BBINONHEHUE MpaBuil [loauTrk O€30MacHOCTH HECeT
kaxapii  corpynauk  KYBO «TABOJJIC» B pamkax CBOMX CHy>KEOHBIX
00s13aHHOCTEH M TIOJTHOMOYHH.

Ha ocnoBanuu ct. 192 TpynoBoro kojaekca P® coTpyaHuKH, HapyIIaromue
TpeboBanuss mosmTHKA Oe3zomacHoctn  KYBO «TABOIJIC», wmoryr OBITH
MOJIBEPTHYTH JTUCHIUIIMHAPHBIM B3BICKAHUSAM, BKJIIOYas 3aME4YaHHE, BBHITOBOP U
YBOJIBHEHHE C paOOTHI.

Bce corpymHukm HecyT mepcoHaidbHYIO (B TOM YHCIE MaTepUAIBHYIO)
OTBETCTBEHHOCTh 3a TPSAMOW JEUCTBUTENBHBIN yiiepO, npuunHeHHbIE KYBO
«CABOJJIC» B pesynbrate HapymieHus wmu npaBwi nonutukun Wb (Ct. 238
Tpynosoro konekca P®D).

3a yMBIUIEHHOE MPUYMHEHHNE yiepOa, a TakkKe 3a pasrjalleHue CBEIACHU,
COCTaBJISIFOIIMX OXPAHSICMYIO 3aKOHOM TaiHYy (CIy)keOHYI0, KOMMEPUYECKYIO0 WIIH

WHYI0), B Clly4dasX, NPEIyCMOTPEHHBIX (eIepabHBIMU 3aKOHAMH, COTPYIHHKH



KYBO «'ABOIJIC» HecyT MaTepHalbHYI0 OTBETCTBEHHOCTH B ITOJIHOM pa3sMepe
npuarHeHHOTO yiep6a (Ct. 243 TpynoBoro koaekca P®D).

3a HEmpaBOMEPHBIM JIOCTYIl K OXPAaHAEMOM 3aKOHOM KOMIBIOTEPHOU
uH(popMaIKi, CO3JaHHE, HCIONb30BAHUE WM PACIPOCTPAHEHHUE BPEJOHOCHBIX
[porpamm, a TaKXKe HapylLIeHUE [IpaBUIl JKCILTyaTalluu OBM
(aBTOMATU3UPOBAaHHOM  CUCTEMBbl  O0pabOTKM  uWHMOpPMalMH),  TOBJIEKIIEE
YHUUTOXXEHHE, OJIOKMpOBAHWE WJIM MOJAM(DUKAIUIO 3alUIIaeMord HHGOpMAaIINH,
npuuMHUBIIEe KpynHbld yuiepO, corpyanukn KYBO «"ABOIJIC» HecyT
OTBETCTBEHHOCTh B COOTBETCTBUM C YTOJIOBHBIM 3aKOHOJATEILCTBOM Poccuiickoii
®enepanuu. Madopmalis o BbIABICHUH MOJOOHOI0 poja HapylIeHUH nepenaercs

B IIPABOOXPAHUTCIIBHBIC OPI'aHbI.



6. PETUCTPALIUA UBSMEHEHUA IOJIUTUKU

IlepeyeHb N3MEeHEHUH MOJUTHKHU

Taoauna 1

Homep HaumenoBanue Kpatkoe onucanue | [Ipumeyanue
NPUJIOKEHHS | PUJIOKEHUS CoepKAHUSA
1 ®dopma 3asenenus Ha | Coaepkut  Gopmyny | BxintoueHno
CO3JJaHHE  YYETHOM | 3asBJICHUS, KOTOPOE | HACTOSAIIUN
3anucu JOJIKEH HaIMucaTh | JOKYMEHT
NI0JIb30BATENS CTPYKTYPHBIN
PYKOBOJUTEID
M0JIb30BATENA WIN
CO3/IaHHs
M0JIb30BATEIbCKOMN
yueTHoM 3anucu B IC
KYBO «"TABOJIJIC»
2 ®opma 3asBieHus Ha | CoaepKUT dopmy | Bxirroueno
CO3J1aHUE U | 3asIBJICHUS, HACTOSLIUN
U3MEHEHUE o opMIIIEMOTO JOKYMEHT
MOJIHOMOYU CTPYKTYPHBIM
I10JIB30BATEIIO PYKOBOIUTEIEM
MIOJIb30BATEIA TUISt
HaJICJICHUS
MOJIb30BATENA
HOBBIMH
MIOJTHOMOYMSIMU  JUISL
paboThI c
UH(}OpPMaIIMOHHBIMU
pecypcaMu nucC

KYBO «I'ABOJIC»




3 ®opma 3asBineHus Ha | COnepKUT dopmy | Bkiroueno
OJIOKMPOBKY 3asIBJICHUS, HACTOSIIUN
YYETHOU 3anucu | 0hopMIIIEMOTO JIOKYMEHT
NI0JI30BATENSA CTPYKTYPHBIM
PYKOBOJIUTENEM
MI0JIb30BATEIIA InIE:
OJIOKMpPOBAHUS
Y4ETHOU 3aIlUCU
MI0JI30BATEIIA
4 ®opwma 3asBrneHus Ha | CoaepKuT dbopmy | Brirroueno
CO3J1aHNE HOBOTO | 3asIBJICHUS, HACTOSIIUN
uH(OpMaIMOHHOTO | 0(hOPMIIIEMOTO JIOKYMEHT
pecypca aIMUHUCTPATOPOM
CYILIECTBYIOLIETO
UH(OPMAITMOHHOTO
pecypca TUISt
CO3JIaHHs HOBOT'O
UH()OPMAIIMOHHOTO
pecypca
PexBu3uTHI
Bepcus Jlata yTBEepKaeHUs Jlata BBOJa B JEUCTBUE | YTBEPIMUBIIETO

JIOKYMEHTBI




IMMPUJIOXKEHUSA
Taoauna 2

Ilepeyens npuioxkenuii Kk Iloauruke
HPUJIOKEHMUE 1. POPMA 3ASBJIEHUS HA CO3JJAHUE
YUYETHOM 3AIIMCHU MTOJIb30BATEJIS

COI'VTACOBAHO

Otaen nmpaBoBO U KaAPOBOMl pabOThHI

(mu1st WITATHBIX PAOOTHUKOB) " 20_r.
AIMUHHCTpATOp MH(POPMAIIMOHHOM 0€30TTaCHOCTH o 20 1.
3ASIBJIEHHUE Ne

Ha co3manue (mpoajieHre) yu4eTHOM 3aKuCH MOJIb30BaTEIs

[Tpomry co3nath (IPOIINTh) YYSTHYIO 3aIIUCh ITOJIH30BATEIIS

HanmeHoBaHue CTpyKTypHOrO

noApa3aeaeHus

®UO coTpyHHKA,

JOJIKHOCTh, TeIePOH

®UO HenmocpeCTBEHHOTO
PYKOBOJAMTENS, TOKHOCTD,

tenedon

CorpynHuk  npuctynaetr Kk pabore c: " " 20 T

o " " 20 1.




(yka3bpIBaeTcs IpU HEOOXOUMOCTH )

O6ocHOBaHuE Cy)KEOHOI

HEOOXOIUMOCTH:

PykoBonuTENb CTPYKTYPHOTO MOAPA3AEIEHUS

(HaMMeHOBaHME TTO/IPa3/ICIICHUS)

(®.1.0. pykoBoauTEIIs TOIPA3ICIICHMS) (moamuce)

(mara)

C npaunamu pabotrel B wuHpopmanmonHoit cucreme KYBO «['TABOIJIC» wu

YKa3aHHBIMH Cﬂy}K6aMI/I O3HaKOMIJICH

mn n 20 r
(®.1.0. paboTHuka) (moamuce) (mara)
BrimosiHeHo:
(Ha3HAYCHHOE MMSI TI0JIH30BATEIIs) (ampec KOpITOPAaTUBHOM ITOYTHI)

AJIMUHHUCTPATOP MHPOPMALIMOHHON 0€301aCHOCTH

(Pamwmmusa N.0.)

(IToxrmwce)

Hara: " " 20 T




MMPUJIOKEHMUE 2.

®OPMA 3ASIBJIEHUS HA UBMEHEHUE IOJTHOMOYUI

COI'TACOBAHO

Bnanenen napopMaiimoHHOT0 akTHBa

Brnagenen nnpopmMaimoHHOToO aKTUBA
(Tpu COBMECTHOM BJIaJICHUN

UH()OPMAITMOHHBIM AKTHBOM )

AnmunucTtpatop nHGOPMAIIMOHHON 6€30MacHOCTH

3ASIBJIEHUE Ne

Ha u3MmeHeHne MOJITHOMOYUN MOJI30BaTEIIO

[Ipoiry u3MeHUTHh MOJHOMOYUS 110 PadoTe ¢ HUHPOPMAITMOHHBIM PECYPCOM !

20

20

20

HaumenoBanue

CTPYKTYPHOIO

MOJIpa3acICHUS

®UO corpynHuka,

JOJKHOCTD, TenedoH

47




Mg B cucteme

(yka3bIBaeTCsl €Cliv €CTh)

OO  HenocpeacTBEHHOIO
PYKOBOAMUTENS, JOKHOCTb,

TenedoH

HaumeHnoBaunue

MH(POPMAIIMOHHOTO pecypca

Crappie monHOMoOuus (eciu

ObLIN)

HoBble moaHOMOYMS

W3menenus BcTynator B cuny ¢ ' " 20_r.

no" " 20T,

(yka3bIBaeTCsl MpH HEOOXOAMMOCTH )

O6ocHOBaHUE CIYXeOHOM HEOOXOTUMOCTH:

PykoBoaurenb CTpyKTYpPHOI'O HOAPA3ACICHUS

(HauMeHOBaHHE TTOIPa3/ICIICHN)

(®.1.0. pykoBoauTens noapa3iesIeHusl) (moamuce)

(mata)

C mnpaumamu pabotrel B wmHpopmarmoHHoi cucteMe KYBO «['ABOJJIC» u

YKa3aHHBIMHU CITyKO0aMU 03HAKOMJICH

48




(®.1.0. paboTHuUKA) (moamucek) (mata)

BeimosiHeHO:

(Ha3HAYCHHOE MMS TTOJIH30BATEIs)

AamunucTpatop HHGOPMAIIMOHHON 0€30MacHOCTH

(IToxmuce)

Jara: " " 20 .

(ampec KOPITOPATUBHOM MTOYTHI)

(Pamunusa 1.0.)
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MMPUJIOKEHMUE 3.
®OPMA 3ASIBJIEHUS HA BJIOKMPOBKY YUYETHOM 3AIIUCH

3AABJIEHUE Ne

Ha 610kHupOoBKY y4eTHOM 3aMucu moJIb30BaTels

[Ipoury 3a6;10kMpOBaTH YUETHYIO 3aIIUCh MOJIb30BATEIS

HanmeHoBaHuEe CTPYKTYpPHOIO

nojpasjeacHus

®UO coTpyHHUKA,

JOJIZKHOCTBD, TGHC(l)OH

®UO HenocpeaCTBEHHOTO
PYKOBOJMTENS, TOTAKHOCTb,

TenedoH

Cpok JIeicTBUS MMOTHOMOYMM MpeKpaTuTh ¢ "' " 20T

O6ocHOBaHNE OJIOKUPOBKH:

PykoBoauTenbs CTpyKTYpHOIO NOAPA3ACICHUS

(HauMeHOBaHHE TTOIpa3/ICIICHN)

50




(®.1.0. pykoBoaUTEIIS TOIPA3ICIICHHS) (moamucek)

(mata)

C rapaHTUpPOBAHHBIM XPaHCHHUCM JAaHHBIX B TCUCHUU

(Yka3pIBaeTCsl CPOK XpaHEHUs JaHHBIX MOJIb30BATENs)

ITonp3oBaTens 610KkUpOBaH

Cucremnoe Bpewms: 4y MM

AnmunucTtparop nHGOPMAIIMOHHON 0€30MacHOCTH

(Pamunusa U.0.)

(IToamuce)

Jlara: " " 20 T

o1



D®OPMA 3ASABJIEHUA HA CO3JAHHUE HOBOI'O
UH®OPMAIIMOHHOI'O PECYPCA B PAMKAX JIEUCTBYIOUIEM UC.

COI'TACOBAHO

Bnanenen napopMaiimoHHOT0 akTHBa

Brnagenen nnpopmMaimoHHOToO aKTUBA
(Tpu COBMECTHOM BJIaJICHUN

UH()OPMAITMOHHBIM AKTHBOM )

AnmunucTtpatop nHGOPMAIIMOHHON 6€30MacHOCTH

3ASIBJIEHUE Ne

Ha co3nmanne HoBOro nH(MOPMAIIMOHHOTO pecypca

[Ipomry co3nath HOBBIM HHPOPMALIMOHHBIN pECYpC:

MMPUJIOKEHMUE 4.

20

20

20

HaumenoBanue

WH(OPMAITMOHHOTO pecypca

HaunmenoBanue MC, B pamkax
KOTOpPOM co37aeTcst

MH()OPMALIMOHHBIN pecypc
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Hasznauenue nunpopmMaiimoHHOTo

pecypca

Kareropus

KOH(PUACHIINATBHOCTH

®UO, nomKHOCTD, TenedoH
OTBETCTBEHHOTO (BJIa/ICNIbIIA)

MH(OPMAIIMOHHOTO pecypca

®UO, 10IKHOCTH, YPOBEHb
MMOJTHOMOYM I
MPUBHIETUPOBAHHBIX
I10JIb30BaTeJICH

MH(GOPMAIIMOHHOTO pecypca

O6ocHoBaHUE cIyXeOHOM HEOOXOAUMOCTH:

OTtBeTCTBeHHBIH (Bianenen) HHGOPMAIMOHHOTO pecypca

OTBeTCTBeHHBIH (BI1ajeIel) HHPOPMAIIMOHHOTO pecypca

(HauMeHOBaHHE TOIPA3/ICIICHN)

(®.1.0. pykoBoauTes Noapa3aesieHus) (moamnuce)

(mata)



BeimosHeHO!

(cuctemHoe UMs HHQOPMAIIIOHHOTO Pecypca, ONMMCAHKUE BBITOJHEHHBIX JICHCTBUI)

Cucremuoe Bpewms: qy MM

AnamuHucTpatop HHGOPMALIMOHHON 0€30MacHOCTH

(Pamunusa 1.0.)

(IToxmuce)

Harta: " " 20 r.




[Tpunoxenne Ne 2
K IIpUKa3y
KYBO «I"'ABOJJIC»
ot 22 utons 2022 r. Ne 48-O

HNHCTPYKIUSA
aJIMMHUCTPATOPa MHPOPMALIMOHHOI 0€30NACHOCTH 00HEKTOB

uHpopmaTuzanun KYBO «'ABOJIC»

1. O61mme noJiokeHust

Hacrosmias WHeTpykius omnpenensieT (QyHKOuM, mnpaBa W 00S3aHHOCTH
aIMUHUCTpaTopa HMHGPOPMAIIMOHHON 0€30MacHOCTH O00BEKTOB HHGOpMATH3AIUU
(manee - OU) kazenHoro yupexjaeHuss Boponexckoit obmactu «['ocymapcTBEHHBIH
apxuB BopoHexckoi 00J1acTi TOKYMEHTOB 10 JUYHOMY cocTaBy» (manee — KYBO
«'ABOJJIC») mo Bompocam obecrnieueHusi MHGOPMAIMOHHON 0€30MacHOCTH TPHU
00paboTke HH(pOPMAITUU OTPAHUYSHHOTO JIOCTYIIA.

Hacrosamas HWMHcTpykumst  ABISE€TCA  JIOMOJHEHHMEM K  JCUCTBYIOIIAM
HOPMAaTUBHBIM JIOKYMEHTaM IO BONpoOcaM OOecHeueHus pekuMa 3alluThl

uH(OpPMAIIN OTPAaHUYCHHOTO JIOCTYMa, W SBJSETCS 00s13aTEeIbHON K MCIIOJHCHHIO B

KYBO «'’ABOJJIC».

2. OcHoBHbBIE PYHKIIUM AIMUHUCTPATOPA HH(POPMALMOHHOM
0e30IacHOCTH
OcHOBHBIMH (YHKIHSIMU aIMUHUCTpaTOpa WHPOPMAIMOHHOW O€30macHOCTH
SIBJISTFOTCS:
2.1.PykoBOACTBO W  KOHTPOJIb  ITUTAHUPOBAHWUS W BBIMIOJHEHUS

OpraHU3alMOHHBIX MEPOIpPUATUM 1O BOMpOcaM OpraHu3aluu Oe30MacCHOCTU

undopmanuu (Ob1) B KYBO «"TABOJIC».



2.2.Benenne, a Takke aKTyalIu3aluus JIOKYMEHTOB MO OOECHEYeHHIO
0e30MmacHOCTU UHPOPMAIIUU OTPAHUYECHHOTO JOCTYIA, B TOM YHUCIIE:

— npukas3oB 1o Bonpocam OBU;

— YaCTHBIX MOJIENIeH yrpo3 6€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM;

— MOJIOKEHHH, PYKOBOJCTB, pPETrJaMEHTOB U WHCTPYKIUH IO BOIpOcam
opraHusauuu u Koutpons ObU;

— TexHU4Yeckux nacmnopros OU;

—cnuckoB  mosb3oBatener OWM ¢ ykaszanuem 1npaB  jgoctyna (1o
noapazaeneHusim u MC);

— IOKyMEHTaIIMIO Ha cpencTBa 3amuTel nHPopMmaruu (Cp3M), B TOM uuncie Ha
cpencTBa Kpunrorpadudeckoi (IM@poBaabHON) 3amUThl WHGOpPMAIIUK, BKIIOYAs
JMIICH3UH, CePTU(DHUKATHI;

— JIOKyMEHTBI,  TOATBepXkaatomme  coorBerctBue OWM  TpeGoBaHUsIM
0€30MacHOCTH;

— IIEpPEeYHU 3allUIAeMbIX HH()OPMAIMOHHBIX PECYPCOB U COTPYIHUKOB,
JOTYIIEHHBIX K paboTe C ITUMH pPeCypCcaMu;

— IIEpEYHH MOMEIICHUH, B KOTOPHIX OCYIIECTBIsIeTCS 00paboTka uHbOpMaIuu
OTPaHUYEHHOTO JIOCTYIIA;

— )KypHaJIbl y4ueTa, XpaHeHUsI U IKCIUTyaTallui CPEJCTB 3alUThl HHPOpMAIIUH,
Hocuteneu I1/1H;

— cxembl pacnionoxeHust Cp3U oTHOCUTENBHO IPaHULl KOHTPOJIUPYEMBIX 30H.

2.3. KoHTponb 3a BBITIOJIHEHHEM TPEOOBAHUM NEWCTBYIOMUX HOPMATHBHBIX
JOKYMEHTOB IO BOIpOcaM oOecreyeHus] pekuMa KOH(PUACHIUATbHOCTH U 3alIUThI
uH(OpPMAIIMK OTPAHWYEHHOTO JOCTyINa, Npu TpoBeaeHuu pador Ha OU u B
unpopmarmonnsix cuctemax (MC).

2.4. AnMuHHCTpPATOp nH(OPMAITMOHHON 0e30MmacHOCTH SIBJISIETCS
OTBETCTBEHHBIM 3a XpaHEHUWE, BbIAAdy, WHUIIMATU3AINI0, OJIOKMPOBAHUE CPEICTB

ayTeHTU(UKAUUK (TPU IPUHSATUU PEIICeHUs UCIOIb30BaHus Takux cpeacts B KYBO



«"ABOJJIC») u npunsATHE Mep B cllydae yTpaThl U (WJIM) KOMIPOMETAIIMU CPEJCTB
ayTeHTU(HUKALUU.

AJIMUHUCTpATOPY pa3pelatoTcs ASHCTBUS B 00X0]l YCTAHOBJICHHBIX MPOLIEYP
uaeHTUPUKAMU U ayTeHTU(UKAIIUU, HEOOXOIUMbIE TOJIBKO JJis BOCCTAHOBJIEHUS
¢ynxumonuposanust UC B ciyyae c60eB B paboTe WM BBIXOJE U3 CTPOS OTIEIbHBIX
TEXHUUYECKUX CPEACTB (YCTPOUCTB).

2.5. KoHTposb 32 nepuoAndecKuM MPOBEACHUEM CMEHBI Tapojeil sl 1oCTyna
Kk C3U nonb30BaTensiMH.

2.6. Yyer MammHHBIX HOcUTenel nudopmamnuu, ucnonszyemsix B UC OU nns
XpaHeHus 1 00paboTKu UHGOPMAIIMK OTPAHUYEHHOTO JOCTYyIA.

2.7.PernameHTanisi 1 KOHTPOJIb UCIOJIb30BAHUS TEXHOJOTUN OECIPOBOIHOTO
J0cTyna:

— BEJICHHE MOHUTOPUHIAa U TMPOBENCHUS MEPUOAMYECKOTO0  KOHTPOJIS
OPUMEHEHUS] TEXHOJOTMil OECHpoOBOJHOTO [JOCTyNa Ha MpeIMET BbIABICHUS
HECAHKI[MOHUPOBAHHOTO HCIIOJIb30BaHUsI TEXHOJOTMM OECIpOBOAHOIO JOCTyHa K
obwekTam noctyna MC.

2.8. PernameHTanys ¥ KOHTPOJIb UCTOJIb30BaHUS B MHPOPMAILIMOHHOM cUCTEME
MOOMJIBHBIX TEXHUUECKUX YCTPONCTB:

— OpraHM3anusi MOHUTOPHMHIAa W IEPUOJNYECKOrO0 KOHTPOJII NPHUMEHEHHMS
MOOWJIBHBIX TEXHMUYECKUX CPEACTB Ha MPEIMET BBISBICHUS HECAHKIIMOHUPOBAHHOIO
HCIIOJIb30BaHUSI MOOMJIBHBIX TEXHUUECKUX CPEJCTB JUJIS IOCTyIa K 00BEKTaM J0CTyIa
ncC.

2.9. Opranusanys nIpoBeICHUS MEPONPUATUNA IO 00ECTIEUeHNI0 aHTUBUPYCHOU
3aIUTHI:

— MPOBEACHUE NEPUOJUYECKOIO TECTUPOBAHUS CPEACTBAMU AaHTUBHPYCHOMU
3amuTel KoMnoHeHToB OWM (APM u cepBepoB) Ha Haluuhe BPEIOHOCHBIX
KOMITBIOTEPHBIX POTPaAMM.

2.10. IlpoBeneHne nepruoguIECKOro KOHTPOJS COCTaBa TEXHUYECKUX CPE/ICTB,

MPOrpaMMHOT0 OOECTIEUEeHHS U CPEJICTB 3allUThl MHPopManu, npuMmeHsieMbix B UC

ON.



2.11. KoHTponp 3a pa3MeUIeHWEM YCTPOWCTB BbIBOAA (OTOOpaKEHHUA)
uH(popManuu.

2.12. OnpepaeneHue nepeydHs JHl, JOMYUIEHHBIX K TEXHHUYECKUM CpEICTBaM,
CpeACTBaM 3alluThl UH(POpPMAIUU, CpeAcTBaM obecreueHusi GyHKIIMOHUPOBAHUS, a
TaK)K€ B TIOMEIICHUS U COOPYKEHUSI, B KOTOPHIX OHU YCTAHOBJICHBI.

2.13. CoBmectHOo ¢ otBeTcTBeHHBIMH 3a OBU B HC ocymiecTBisier yder
dbuzmdeckoro goctyna Kk TexHuueckuM cpeactBam, Cp3U, cpeactBam obecniedeHus
(GYHKIIMOHUPOBAHUS, a TaKKe€ B TMOMEIICHUS W COOPY)KEHHUS, B KOTOPBIX OHHU
YCTAHOBJICHBI.

2.14. Compooxnaenue C3U:

— TPOBEJCHUE KOHTPOJISA IEJIOCTHOCTH ammapaTHO-TIPOTPAMMHOM  CpeJibl
cpeacts 3amuTthl nHGopmanuu (Cp3U) B HeoOX01UMOE 3HAUCHUE;

— nepuoauueckoe tectupoBanue Cp3U, ycranoBineHHbix Ha O, BXoagmux B
C31, ocobeHHO TpU HM3MEHEHHWU TMPOTrPaMMHOM Cpelbl U  TOJTHOMOYHUH
HUCIIOJTHUTEIICH;

— MpOBEACHUE  KOHTPOJIA  YCTAaHOBKM  OOHOBJIEHHM  MPOrpaMMHOTO
oOecrieueHusi, BKJIto4as nporpammuoe odecrneuenne Cp3U ne pexe 1 pasa B ron ¢
¢dukcanmeil B COOTBETCTBYIOIIUX JKypHAJIaX;

— BOCCTAHOBJIEHHE MPOrPAMMHOM CpEJbl, IPOTPAMMHBIX CPEJICTB U HACTPOEK
Cp3U nipu c6osx;

— MOJJIEpKAaHUE YCTAHOBJIEHHOTO MOpPAJIKAa W MPaBUJl aHTUBUPYCHOM 3alUThI
nHpopmanuu Ha OU, BXxoasamux B coctaB C3U;

2.15. Xpanenue noxymentaruu Ha OU, Bxoasmux B coctaB C3U, KOHTpOIb
€€ COOTBETCTBHSI pEaNbHBIM KOHMUTYypalnusM JaHHBIX MW y4eT HW3MEHEHWH
MpOrpaMMHON KOH(PUTYpaALUH;

2.16. IlpoBemenme wHCTpykTaxka coTpyaaukoB KYBO «"ABOIJIC»
(monws3oBareneit C) mo npaBwmiiam padbotsl ¢ ucnonszyembiMu Cp3U u obecrieueHunto
0e3omnacHocT 00padbaThiBaeMOil HH(DOPMALIMKM OTPAHUYEHHOTO JIOCTYTA.

2.17. Opraauzais IpoBEICHUS MEPOTPUATHNA 1O 0OECTICYCHUIO W KOHTPOJIO

3aluThl HTHGOPMALMK B Cpelle BUPTYyalu3allii, B TOM YUCIE BHYTPU BUPTYaIbHBIX



MalluH, a TaKXKe yNpaBJICHUE NMEepeMENICHUEM BUPTYaJIbHBIX MallUH (KOHTEHHEPOB)

1 00pabaThIBAEMBIX HA HUX JAHHBIX.

3. AIMHHHCTPATOpP MMeeT NPaBo:

— TpeOoBath OT nojb3oBaTeneit OU coOmto1eHNs] YCTaHOBICHHBIX TEXHOJIOTUN
o0paboTku wuWH(OpMAMKM ¥ BBINOJHEHUS] TPaBWI TOJB30BaHUS OOBEKTaAMU
uHbOpMAaTU3aUHY, ONPECISIIONUX MOJUTUKY HMH(POPMAIMOHHON 0€30MacHOCTH, B
TOM 4YHKCJIE€ B OTHOLIEHWHM OOpabOTKM NEPCOHAJIBHBIX JaHHBIX W JOCTyHa K
roCy/1apCTBEHHBIM MH(OPMAIMOHHBIM cucTeMaM (yTBep:keHbl pukazom (1P BO);

— y4acTBOBaTh B aHAJIM3€ CUTyallMH, Kacatoumxcs pynkuronupoBanus Cp3U
U paccneoBaHus (PaKTOB HECAHKIIMOHUPOBAHHOTO JTOCTYTIA;

— TpeboBaTh MpeKpaileHus o0paboTKM WH(OpMAIMU B ciydae HapylIeHUs
YCTAaHOBJIEHHOTO TOpsAJKa pabdOT WM HapylieHUs (PYHKIIMOHUPOBAHUSI CPEICTB U

CHCTCM 3allIUThI I/IH(i)OpMaHI/II/I.

4. ADMMHHUCTPATOP 0€30MACHOCTH 005I3aH:

— oOecrnieunBaTh (PYHKIMOHUPOBAHUE U TIOJJICPKUBATH PabOTOCIIOCOOHOCTH
Cp3U B npenenax BO3J0KEHHBIX (DYHKITHH;

— MPOBOJUTH UHCTPYKTAX MOJb30BaTeNel mo npasmiaM padotsl B IC OU;

— OCYIIECTBIIATh TUIAHOBBIE W BHEIUIAHOBBIE TPOBEPKU 110 BHITIOJIHEHUIO
corpynaukamu KYBO «"ABOJIJIC» tpeboBanwmii mo 3amure nHGOpMaIuy;

— B ciyuae otkaza Cp3U npuHHMaTh MEphI IO UX BOCCTAHOBJIEHUIO;

— JIOKJIA/IbIBATh PYKOBOJICTBY O HEMPABOMEPHBIX IEUCTBUSAX IOJIb30BATEIEH,
MPUBOIAIINX K HAPYIICHUIO TPEOOBAHMI 1O 3ammuTe HHPOpMAIUH;

— Bectu JokyMeHTtanuio Ha C3UM B cooTBeTcTBUHM € TpeOOBaHUSIMU

HOPMATHUBHBIX JOKYMCHTOB.



[Ipunoxenne Ne 3

K IIpUKa3y
KYBO «'TABOJIC»

ot 22 urons 2022 r. Ne 48-O

NHCTPYKIHUA
M0J1b30BaTe I NPU PadoTe HA ABTOMATH3MPOBAaHHOM pado4yeM mecTe

(APM) KYBO «I'ABOJJIC»

1. O6sa3annocTu Ioab30BaTeis.

1.1. Tlonw3oBareip 00s13aH:

- nepen HayaioM pabotel ¢ APM BH3yalnbHO OCMOTPETh TEXHUUYECKHE

cpenctBa Ha Hanmuuue (GU3HYECKUX TMOBPEXKIACHHUM, IEIOCTHOCTH TUIoMO (Tpu

HaJIM4YuN ),

- 3HaTh W COOMIOJATh  YCTAHOBJICHHBIE TpeOOBaHHWS  HACTOSAIICH
NucTpykumuy;

- coOmonaTe TpeOOBaHMUS TAapOJIBHOW 3amUThl (MMYHKT 3 HacTOsIEH
Nuctpykuun);

- coOmoaTh TpaBWiIa AHTUBUPYCHOM 3amUThl (MYHKT 2 HAcTOsIIEH
Nuctpykuun);

- coOmoaTh npaBwia nmpu padote B ceTr HTepHET (MyHKT 5 HacTosIIeH
Nuctpykuun);

- coOyoaTh mpaBuia Opu paboTe ¢ ANEKTPOHHOM mnouToi (MyHKT 4

HacTtosedn MHCTpyKInm);



- 3HaTh COCTaB MW TIpaBWja TOJIb30BaHHUS MPOTrPaMMHO-aNNapaTHLIMU
cpeacTBaMu oOecredeHus: 0e30MacHOCTH MHGOPMAIlMU COTJIACHO JOKYMEHTAIIMU Ha
HUX;

- BO BpeMs paboOThl CIEAUTH 3a TEM, YTOOBI TOCTOPOHHUE JIUIA HE MOTJIU
npouecth HHGOPMAIIKIO, BEIBOJAUMYIO Ha SKpaH JAUCIUICS;

- coo0IIaTh aJAMUHUCTPATOPY HUH(OOPMAIIMOHHOW OE30MaCHOCTH O
HapyIIEHUSIX o0OecrieueHus 0e30MmacHOCTH uHpopmaruu u dakTax
HECAHKIMOHUPOBAHHOTO JOCTyNa K WHQOpMaMu W TEXHUUYECKUM CpPEICTBaM
o0bekTa. [Ipyu BO3SHMKHOBEHUH HEIITATHBIX CUTYallUi B paboTe MOJb30BaTENbh 00s13aH
PUOCTAHOBUTH Pa0OTy U COOOIIUTHL 00 ATOM aIMUHHUCTPATOPY HMH(POPMAIIMOHHOM
0e3omacHOCTH (B COOTBETCTBHH ¢ moauTuKoi 0e3onacHoct KYBO «"TABOJJIC»).

- coo0ImaTh aJIMHHUCTpATOpy HWH(POpMAIMOHHOW ©Oe30macHoCTH 00
OTKJIOHCHUSX B HOPMaJIbHOM pabOTe CHUCTEMHBIX W MPHUKIAAHBIX MPOTPAMMHBIX
CPEICTB, 3aTpPyAHSIOMMX OJKciulyatanuioo APM, Bbixoga u©3 CTpos WU
HEYCTOMYHMBOTO (DYHKIIMOHUpPOBaHUS y3710B APM wunm nepudepuiHBIX yCTPOWCTB
(cxaHepa, MpUHTEPA U T.I1.), a TAKXKE MEPeOOEB B CUCTEME IEKTPOCHAOKEHNS

- coo0maTh aJAMHUHHUCTPATOPY HH(POpPMAMOHHONW  O€30MaCHOCTH O
HEKOPPEKTHOM (YHKIIMOHUPOBAHUM YCTAHOBJIECHHBIX HAa KOMIIBIOTEPHI TEXHUYECKHUX
CPEIICTB 3aIlIUTHI.

1.2. Tlonb3oBaTelnio 3ampenaeTcs:

- pa3Memniath cpencTBa oToOpakeHuss nHpopManuu (MOHUTOP, IPUHTED U
T.I.) TakuM 00pa3oM, 4YTOObI C HHUX CYIIECTBOBajJa BO3MOXKHOCTh BHU3yallbHOTO
CUMTHIBAaHUS MHPOPMAIIUY TOCTOPOHHUMHU JIMIIAMH.

- UCIIOJIb30BATh ~ KOMIIOHEHTHl  MPOrpaMMHOIO W allapaTHOTO
obecnicueHuss APM B Hecmy)KeOHBIX IIETIAX;

- CaMOBOJIbHO BHOCHUTH Kakue-mub0 U3MEHEHHS B KOH(MHUTypamuio
anmnapaTHO-IPOTrPaMMHBIX CPEACTB WM YCTAHABIMBATH JOMOJHUTEIBHO JIIOObIE

IIPOrpaMMHBIC 1 allllapaTHBIC CPCACTBA,



- BBIIIOJIHATE ~ ONEpAalMU, HE MPEIyCMOTPEHHBIE TEXHOJOTHYECKUM
npoiieccom 00paboTku uHGOpPMAMU HAa OOBEKTE, HCIHOJIB30BaTh MpU padoTe
HEY4YTEHHbIE HOCUTENIU MH(POPMALIMHU U CPEJCTBA, HE BXoAsauIue B coctaB APM;

- 3aIMChIBaTh M XPAHUTh HA HEYYTEHHBIX MAIIWHHBIX HOCHUTEISIX
uH(popMaImy;

- OCTaBIIATh He3absokupoBaHHBIM APM mnpu oTcyrcTBHM Ha paboueM
MECTE;

- NOJIKJII0YaTh K pabodeil CTaHIMU U KOPIOPATUBHONW MH(POPMAIIMOHHON
cet (EUTKC npaButensctBa BopoHexkckol 001acTi) JIMYHbIE BHEIIHHE HOCUTEIU
1 MOOUJIbHBIE YCTPOMCTBA;

- BHOCHUTH UBMCHCHHA B COCTAB IIPOIrpaMMHOTO obecmeuennst APM.

2. IIpaBun/jia aHTUBUPYCHOM 3aLUTHI.

K HCITIOJIb30BAHWIO Ha KOMIIBIOTCPAX AOITYCKAIOTCA TOJBKO JIMICH3MOHHBIC

AHTUBHUPYCHBIC CPCACTBA.

YcraHoBKa M HadallbHas HﬁCTpOI;'IKa CPCACTB AHTHUBHPYCHOI'O KOHTPOJISI Ha

KOMIIBIOTEpax OCYIIIECTBIISACTCS aJIMHHHUCTPATOPOM UHPOPMAITMIOHHOM
0€30MacHOCTH.
AIMUHHCTPATOP nH(pOpMaITMOHHOM 0e30macHOCTH OCYIIECTRIISIET

MEpUOANYECKOE  OOHOBIIEHHE  AHTUBHUPYCHBIX CpPEICTB M  KOHTPOJIb  MX
PaboTOCIIOCOOHOCTH.

Spneik (ccbuika) Ui 3amycKa aHTUBHPYCHOM MPOTPaMMBbI JOJKEH OBIThH
JOCTYTIEH BCEM IOJIb30BATENSIM.

ExxenenenbHo B Hawaie palboThl, TMOCIE 3arpy3kd KOMIIbIOTEpa B
aBTOMAaTUYECKOM pEXUME JOJIKEH MPOBOJUTHCS AHTUBUPYCHBIM KOHTPOJb BCEX
JIMCKOB U (pailJIOB KOMITBIOTEPOB.

O0s13aTeIbHOMY aHTHUBUPYCHOMY KOHTPOJIO MOJICKHUT Jro0asi uHpopManus
(TexctoBbie (aitnbl OOBIX (opMaToB, (aliabl JaHHBIX, HUCIOJIHSAEMbIC (aUIIbI),

nHpOpMaILMsl HAa CHhEMHBIX HOCUTENAX (MAarHUTHBIX AUCKaX, JieHTaXx, CD-ROM wu



T..).  KouTpons  ucxomdmeid  uHPoOpManuu  HEOOXOAUMO  MPOBOJUTH
HEIMOCPEJICTBEHHO Mepe]l apXUBUPOBAHMEM M OTHPABKOM (3alUChI0O HAa CHEMHBIN
HOCHTEIIb).

@aiisibl, MOMENAaeMble B JJIEKTPOHHBIM apXUB HAa MAarHUTHBIX HOCUTEIAX,
JOJIKHBI B 00513aT€IbHOM MOPSKE MPOXOAUTh AHTUBUPYCHBIN KOHTPOJIb.

YcranaBnuBaemoe (M3MEHsIEMOE) MPOrpaMMHOE OOecrieueHre OJDKHO ObITh
peIBApUTETHHO MPOBEPEHO HA OTCYTCTBUE BUPYCOB.

[Ipy BO3HMKHOBEHMM TMOJO3PEHUS Ha HAJIUYUE KOMIIBIOTEPHOTO BHpyca
(HetunuuyHasg paboTa MpoOrpaMm, MOsIBIEHHE TIpauuecKuX U 3BYKOBBIX 3(PQEKTOB,
UCKKEHUN JaHHBIX, MpomnajaHue (ailloB, dYactoe MOSBICHUE COOOIIEHUH O
CUCTEMHBIX OIIMOKaxX ¢ T.M.) IMOJb30BaTEIb CAMOCTOSTENBHO (MJIM BMECTE C
aIMUHUCTPATOpOM  HMH(OpPMAIMOHHOW  OE30MacCHOCTH)  JOJDKEH  IPOBECTU
BHEOUEPEIHON aHTUBUPYCHBIN KOHTPOJIb KOMIIBIOTEPA.

B cllydae OOHapy>KeHusi TMpH TMPOBEJECHUU AHTUBUPYCHOU MPOBEPKHU
3apaK€HHBIX KOMITBIOTEPHBIMU BUpYycamMu (aiiioB MOIb30BaTENb 00S3aH:

- PUOCTAaHOBUTH PaboOTYy;

- HEMEJUICHHO IIOCTaBUTh B M3BECTHOCTh O (akre OOHapyKeHHS
3apaXKCHHBIX BUPYCOM (paitioB aqiMUHUCTpaTOpa WH(MOPMAIIMOHHOW OE301MaCHOCTH, a
TaK)Ke CMEXHBIE MOPA3ACICHUS, UCTIONB3YIONIUE 3TH (ailyibl B paboTe;

- COBMECTHO C BIAJENbIIEM 3apaXCHHBIX BHUPYCOM (DAMJIOB MPOBECTH
aHaJIn3 BO3MOXKHOCTH, JTaTbHEHUIIIET0 UX UCIIOIb30BaHUS;

- NPOBECTH JICUEHWE WM YHUYTOXKEHHE 3apaX€HHBIX  (pailioB.

3. IIpaBuiia napoJIbHOM 321U THI.

JInunple  maposM  JOJDKHBI ~ TE€HEPUPOBAThCA U paCIpeNesiThCs
LEHTPAJIU30BaHHO JIMOO BBIOMPATHCS MOJIB30BATENSAMH CAMOCTOSITEJIbHO C Y4ETOM
CEeAYIOINX TPEOOBAHUIM:

- [apoJib COACPKUT HE MEHEE BOCbMHM CHUMBOJIOB, BKJIIOUas OYKBBI 00OMX

PErucTpoB U HUQPHI;



- CHMBOJBI mapojieii 1yisi paboumMx CTaHIUi, HA KOTOPBIX YCTaHOBIEHO
CPEICTBO 3aluThl MHGPOPMAIMM OT HECAHKIMOHHUPOBAHHOTO IOCTYyMa, TOJIKHBI
BBOJMTHCS B PEXKUME JATUHCKON PACKIIAKU KIIaBUATYPBI;

- HE SBISIETCA CJIOBOM, NPUCYTCTBYIOIIUM B  CIIOBapsX, WIH
npodecCHOHATBHBIM TEPMHHOM, B T. 4. HaOpaHHBIM B Jpyrod packiajgke
KJIaBUATYPHI;

- HE OCHOBBIBAETCS HAa CEMEHOM, CIIy>)keOHON M ApYyroi Jerko AOCTYIHOU
uapopmanun  (pammnmm, wWMeHa, JaThl  POXKACHUSA, KIMYKA  IKHUBOTHBIX,
aBTOMOOMIIbHBIC U Tele()OHHBIE HOMEpa, HA3BaHUs OpPraHU3alui, agpeca CaiToB | T.
M. ), HE COJAEPKATh JIETKO YrajblBacMbIe TOCIIEOBATEIIBHOCTH CUMBOJIOB (123456,
aaabbb, qwerty, glw2e3 u 1. 1. );

- [IPU CMEHE MapoJisi HOBOE 3HAYCHHUE JOJDKHO OTINYATHCS OT MPEABIIYIINX;

- IMOJIB30BATCJIb HC UMCCT IIpaBa COO6IIIaTB JIMYHBIN IMapoJjib APYIruM JIMIIaM.

4. TIpaBuio no padore ¢ JIEKTPOHHOM MOYTOM.

HpI/I HCITIOJIb30BaHHUH BHGKTPOHHOﬁ IMOYTHI 3aITPCIICHO:

UCITOJIH30BaTh AJICKTPOHHYIO TOUTY B IMYHBIX LEIIAX;

- nepeaavya KOHGUICHIMAIBHOW MH(POPMAIIUU CPEACTBAMH SJIEKTPOHHOU
TIOYTHI;

- UCIIOJIb30BAaHUE  JJICKTPOHHOM  TOYTHI,  HApYIIAIOIIEEe  HOPMBI
JCUCTBYIOIIETO 3aKOHOJATENbCTBA, STUKH M KOPHOPATUBHOM KYJIBTYpPhl, a TaK¥Ke
ABTOPCKHE M CMEXKHBIC TpaBa APYTUX JIMI WIH TMPEJICTABISAIONICe COO00M JIFOOYIO
dbopmy npecieoBaHus JIMIHOCTH;

- MEPEXOIUTh IO CCHIIKAM M OTKPBHIBATH BJIOKCHHBIC (haMJIbl BXOJISIIHX
AIICKTPOHHBIX COOOIICHUH, TTOJIYICHHBIX OT HEM3BECTHBIX OTIPABUTEIICH;

- 10 COOCTBEHHON WHHIIMATHUBE OCYIICCTBIATH PACCBHUIKY (B TOM YHCIE U
MAacCCOBYI0) JIEKTPOHHBIX COOOIEHUN (€CIU pacChUIKa HE CBA3aHA C BBHIMOJHEHHEM

CITyKEOHBIX 00s3aHHOCTEN).



5. IlpaBmio no padore B cetu UHTEpHET.

IIpu noctyne B MHTepHeT moJib30BaTeld 00s13aHbI COOMIOAATH CIEAYIOIIHNE
IIpaBUJIa:

- noJlyyaTb M OTHPABIATh MO KaHalIaM ceTh HTEpHET TONBKO
uH(popmalMio, KoTopas HE MPOTUBOPEUUT 3aKOHOJATelabCcTBY Poccuiickoi
denepanuu, a TAKKe MEKIYHAPOJIHOMY 3aKOHOAATEIBCTBY;

- HE MCIOJI30BaTh Ce€Th MHTEPHET M1 pacpOCTPAHEHHUS MTOIYy4aTelto He
3anpoIIeHHON HHGOpPMAaINK (CO3/1aHUs UM YYacTHUsl B CETEBOM IIYME - CIIaMe);

- HE HCIOJNb30BaTh WIACHTU(UKAIIMOHHbIE JaHHble (UMeHa, ajpeca,
TeNeQOHbl U T.M.) TPETHUX JIMI, KPOME CIy4aeB, KOT/la 3TH JULA YIOJHOMOYMIN
NOJIb30BATENsl Ha TAaKOE MCIOJIb30BaHME. B TO ke BpeMs MOIb30BaTENb JOJIKEH
OPUHATH MEpPbl MO MNPEIOTBPALICHUIO HMCIOJIb30BaHMS pecypcoB CeTH TpeTbUMU
JUIIAMU OT €ro HMMeHH (00ECHedYuTh COXPAaHHOCTh Mapojied U MPOYUX KOJOB
aBTOPU30BAHHOTO JOCTYIIA);

- He (anbcudunmposats cBoii [P-anpec, agpeca, ucnoiib3yeMble B APYTUX
CETEBBIX MPOTOKOJIAX, a TAKKe MPOYYyI CIy>KeOHYI0 MHPOpMAaLMIO MpH Mepeaade
JNAHHBIX B ceTu HTEpHET;

- HE HCIOJb30BaTh CE€Th MHTEpHET Ui npuema, NepeAadyd W 3alucu
daiinoB mynpTuMenua (BUIEO, MY3bIKa, WUIPbl, rpaduka), a TaKKe CTOPOHHETO
NPOrPaMMHOT0 OOECTICUYeHHsI, HE CBS3aHHBIX C BBINIOJHEHHUEM HEMOCPEICTBEHHBIX
CITY»KEOHBIX 00s3aHHOCTEH MOIb30BATEIS.

[Tpu pabote ¢ pecypcamu HTepHETA 3ampernaeTcs:

- MCIIOJIb30BaTh PECYPCHI CETU MIHTEPHET B JIMYHBIX LIENISX;

- 3arpykaTh W 3amycKaTh WCHOJHsAEMble 100 wHbIE (aitner  0e3
MpEIBAPUTEIBHON MMPOBEPKHA HA HAJIMYKWE BUPYCOB YCTAHOBICHHBIM AHTUBUPYCHBIM
MTAKETOM;

- CaMOCTOSITEJILHO 3arpyxarb, YCTaHaBJINBATh MPUKJIATHOE,

OIICPpallMOHHOC, CCTCBOC M JPYIruc€ BHALI IIPOIrPaMMHOI0 06CCH6‘{€HI/I${, a TaKKe



OCYIICCTBIISITh OOHOBJICHHUS, €CIIM 3Ta pabdoTa HE BXOJUT B €r0 JIODKHOCTHBIC
0053aHHOCTH,

- HCIT0JIb30BaTh aHOHUMHBIC ITPOKCH-CCPBCPLI.



[Tpunoxenne Ne 4

K IIpUKa3y
KYBO «'TABOJIC»

ot 22 urons 2022 r. Ne 48-O

NHCTPYKIOUSA
nouab3oBares 00bekTa KYBO «I’TABO/IJIC) Bbl€/I€HHOTO A4

00padoTKu MHPOPMALIUY OTPAHUYEHHOI0 T10CTYA

1. O01mume moJ10KeHu

1.1. O6wvekr uHpopmarmzanuu (masee — OUW) Ka3eHHOTO YUPEKICHUS
Boponexckoii obnactu  «['ocymapcTBeHHBIH apXuB Boponexckoit  o0iacTu
JOKYMEHTOB 110 JTuaHOMY coctaBy» (maigee — KYBO «"TABOJIJIC») — COBOKYITHOCTD
WH(OOPMAIIMOHHBIX PECYpPCOB, CPEIACTB W CHCTeM o00paboTku uH}oOpMammw,
UCITOJIb3YEMBIX B COOTBETCTBHUU C 3aJlaHHONM HWH(POPMAIMOHHON TEXHOJIOTHEH, a
TaK)Ke CPEJICTB MX OOECIIeueHHUs, IOMEIICHUN I O0BEKTOB (37aHUM, COOPYKEHHMH,
TEXHUYECKUX CPEJCTB), B KOTOPBIX 3TH CPEICTBA M CUCTEMBI YCTAHOBJIEHBI, HWIH
MOMENICHN U OOBEKTOB, MPEAHA3HAYCHHBIX /I BEICHUA KOH(DHICHIIMATBHBIX
MEPETOBOPOB (T'OCT  P.51275-2006. 3ammTa  WHpOpPMAITUH. OO6BexT
uHdopmaTuzanmu. GakTopsl, BO3JEHCTBYIONNE HA HH(HOPMAIIHIO).

[Tons3zoBatens OW, Ha KOTOpBIX BeaeTcss 00paboTka uHMOpMaUU
OTPAaHUYEHHOI'0 JOCTYyNa HE COCTaBISIONIIas TOCYJapCTBEHHYIO TaiiHy (maiee —
[Tonp30BaTeNb), OCYIMIECTBISAET 00pPaOOTKY HH(POPMAIIUKA OTPAHUICHHOTO JOCTYIIA, B
TOM ymucie B nHpopManmonHsix cucremax (nanee - MC) OU.

[Tpu 06padoTke cnyxeOHOM MH(DOPMALIMK OTPAHUYEHHOI'O PACIPOCTPAHECHUS B

KYBO «I'ABOIJIC» cnenyer Takke pyKOBOJCTBOBATHCSA MHCTPYKIHEH O MOPSIKE



oOpamieHusi co CiayKeOHOM HMH(pOpMalHUell OrpaHUYEHHOTO PACIPOCTPAHEHHS B
UCIIOJIHUTEIBHBIX OpraHax ToCyJapCTBEHHOW BiacTh BopoHexckoi obnactu,
YTBEP>KJICHHOM TIOCTAHOBJICHUEM MpPaBUTENbCTBA BopoHexckoil o0iactu  OT
11.08.2015 Ne 667.

1.2. Tlonw3oBatenu OW umerT pasHble MpaBa JOCTyNa K HHQpOpMaIuw,
oOpabaTtbiBaeMOM U (MJIM) XpaHUMOM Ha HOCUTEISAX PaA3IMYHOTO YPOBHS
KOH(UIEHIINATBHOCTH.

1.3. B npouecce paborsl Ilons3oBarens OW Hecer mnepcoHaIbHYIO
OTBETCTBEHHOCTH 3a o0ecreueHne 6e30nacHOCTH HHPOPMALIUH.

1.4. Xpanenue u obpadotka mHpopmanuu Ha OW paspemaercss TOJIBKO Ha

YUYTCHHBIX HOCHTCIIAX I/IH(l)OpMaIII/II/I.

2. IIpaBuia nomycka moJib3oBarteseil kK padore Ha o0beKTe
HH(popMaTH3ALNH

2.1. Jomyck monb3oBaTene s pabotel Ha OW  ocymiectBiserca B
COOTBETCTBHM CO CIIMCKOM JIMI, YTBEPXKIECHHBIM PYKOBOJIUTEIEM KYBO
«"ABOJICy».

2.2. Ydyer pabotbl monb3oBareneid Ha OW mpousBoAHMTCS, B TOM 4YHUCIE,
UCIIOJIb30BAaHUEM CPEJCTB 3allUThl HMH(QOpPMAIMM OT HECAHKIIMOHUPOBAHHOTO
noctyna (C31 or HCI), yctanoBineHHbix Ha OM, B CUCTEMHOM XypHaje CPEeACTB
3amUThl HHPOPMAIIHH.

2.3. 3ampemaercss HaxOXXJICHHE B IOMENIEHUSX, TIIe BeAeTcs oO0paboTka
uHOpMAIIMM  OTPAHWYEHHOTO JIOCTYIA, TOCTOPOHHUX JIMI[, HE WMEIOIINX
MOJIHOMOYHUM TI0 IOCTYNy K HH(POPMAIIUK OTPAHUYEHHOTO JTOCTYIAa, 0€3 HaXO0XKICHUS
B TOMEUIEHUH OTBETCTBEHHOIO COTPYAHHMKAa (WIM COTPYIHHKA, MOCTOSIHHO
JOMYIIIEHHOTO K pa00oTe B TOMEIICHHUH ).

B pabouee Bpems, B cirydae yxo/a BCeX COTPYJIHUKOB, UM B HEpabouee BpeMs
MOMEIIEHHUsI, TJi€ TPOU3BOAUTCS 00pabOTKa MHPOPMAIIMU OTPAHUYEHHOI'O JOCTYIIA,

AOJDDKHBI 3aKPbIBATHCA Ha KIIIOY.



JIOJKHBI BBIITOJHATHCS. BCE MPEANMCAHUS HAa DKCIUTYaTallUI0 CPEACTB 3alUTHI
uH(pOpMaIK, CBA3H, BBIYUCIUTEIBHON TEXHUKH, OPITEXHUKH, OBITOBBIX MPUOOPOB U
APyroro 00opy10BaHus, YCTAHOBJIEHHOIO B [IOMEIIEHUH, T1Ie IPOUCXOAUT 00paboTKa
uH(pOpMaIMK OTPAHUYEHHOT0 JOCTYyIIA.

VY6opka momMenieHud J0JKHA MPOU3BOJIUTHCA TOJ KOHTPOJEM COTPYIHHUKA,
MMEIOLIETO TOCTYI B IIOMELIEHUE U IIOCTOSIHHO B HEM pabOTaroLIETO.

BoiHOCUTH TexHUYecKue cpelcTBa oO0padOTKM MHQOpPMALUU OTPaHUYEHHOIO
JNOCTYIIa 3a MPENesibl KOHTPOJIUPYEMOU 30HBI YUPEKICHHS C LEIbI0 UX PEMOHTA,
3aMEHbl M T. I. 0€3 CcOrjacoBaHUsl C OTBETCTBEHHBIM JIMIIOM 3a oOOecledyeHue
nH(pOpMaIMOHHON Oe30macHOCTH. [Ipy NpUHATHHN perIeHus] O BBIHOCE KOMITBIOTEPOB
KECTKUE MArHUTHBIE JTUCKHU JOJIKHBI OBITH JEMOHTHUPOBAHBI U CIIaHbI HA XpaHEHUE
aIMUHUCTPATOPy UH(GOPMAITMOHHON OE30TaCHOCTH.

MOHUTOPBI TEXHUYECKUX CPEACTB 00pabOTKH HMHPOpPMALUU OTPAHUYEHHOTO
JO0CTyNa JOJDKHBI OBITh pa3MElIeHbl TakuM 00pa3oM, 4TOObI HCKIHOYalach
BO3MOXXHOCTh  CIy4YallHOTO WJIM IPEJHAMEPEHHOIO0 BHM3YaJIBHOIO IPOCMOTpa

oToOpakaeMoi Ha HUX UH(OpMAIIUU TOCTOPOHHUMH JIULIAMH.

3. Oos3annocTu [Hoab3oBaTens
3.1. Tlosbp3oBarenp 00s3aH:
- nepea HadajgoMm pabotrel ¢ OW BU3yadbHO OCMOTPETh TEXHHUYECKHE

cpenctBa Ha Hanmuuue (GU3HYECKUX MOBPEKICHHUM, IEJIOCTHOCTH IUIOMO (Tpu

HaJIMYUHN );

- 3HaTh W  COOJIIO/IaTh  YCTAaHOBJIICHHBbIE TpeOOBaHUA  HACTOSIICH
NucTpykumuy;

- coOmomaTe TpeOOBaHMUS TAPOJIBHOM 3amuThl (MMYHKT 6 HAacTOsIIEH
Nuctpykuun);

- coOmoaTh TpaBWiIa AHTUBUPYCHOW 3amuThl (MYHKT 4 HacTosmIeH
Nuctpykuun);

- cobJiroaTh NpaBuia npu padbore B cetu MHTEpHET MyHKT 5 HacTosIEH

Nuctpykuun);



- 3HaTh COCTaB W TIpaBWja TOJIb30BaHUS MPOTPaMMHO-aNNapaTHLIMU
cpeacTBaMU oOecredeHus: 0€30MacHOCTH MH(POpPMAIIUU COTJIACHO JOKYMEHTAllMM Ha
HUX;

- BO BpeMs paboOThl CIEAUTH 3a TEM, YTOOBI TOCTOPOHHUE JIUIA HE MOTJIU
npouecth HHGOPMAIIKIO, BEIBOJAUMYIO Ha SKpaH JAUCIUICS;

- coo0IIaTh aJMUHUCTPATOPY OE30MaCHOCTU O HAPYIIEHUSIX 00ECIICUeHUsI
O0eszomacHoctd uwHMopManuu u  (aKTaxX HECAHKIIMOHHUPOBAHHOTO JOCTyMa K
uH(OpMaIMKM U TEXHUYECKUM cpe/icTBaM o0bekTa. [Ipu BOBHMKHOBEHUE HEIITATHBIX
cutyaruii B pabore OU monb3oBaTens 00s3aH MPUOCTAHOBUTHL PabOTy U COOOIIUTH
00 5TOM aIMUHHUCTPATOPY UHGOPMAIIMOHHON 0€30MMacHOCTH.

3.2. Tlonp3oBarento 3amnpeniaeTcs:

- CaMOCTOSITEJTbHO BHOCHUTh HM3MEHEHHS B COCTaB IPOTrPaMMHOIO
obecneucHust OU;

- BBIMIOJHATh ~ OMEpalud, HE NPEIyCMOTPEHHBIE TEXHOJOTHYECKUM
npoiieccoM o0paboTKM HH(pOpMAIMU Ha OO0BEKTE, HCMIOJIb30BaTh TIpH pabdoTe
HEYUYTEHHbIE HOCUTEIN HH(POPMALIMK U CPEACTBA, HE BXoAsIMe B coctaB O

- POU3BOJIUTh KOMUPOBAHME TNEPCOHAIBHBIX JIAHHBIX Ha HEYYTECHHbIE
HOCHTEIH;

- OCTaBIATH He3abnokupoBaHHbIM OW mpu oTcyrcTBMUM Ha pabouem
MECTE;

- BbeiHOCUTH 3a mpeaensl KYBO «'TABOJJIC» wnu nepenaBath TpETbUM
JUIAM TIEpCOHATbHBIE JaHHbIE 0€3 COIIACOBAHMS CO CBOUM PYKOBOJUTEIEM U C
aIMUHUCTPATOPOM MH(DOPMAITMOHHON O€30MaCHOCTH;

- coobmarh (WM TepenaBaTh) NMOCTOPOHHHUM JIMIAM JIUYHBIE KITIOYU U
aTpuOyThI AocTyna K pecypcam OU;

- MOJIKJIFOYaTh K paboveil CTaHIMKU M KOPIOPATHUBHOW WH(GOPMAITMOHHON
cetn (EUTKC nmpaButensctBa BopoHexkckoi 001acTH) TWYHBIE BHENTHHE HOCUTEITU
1 MOOMWJIbHBIE YCTPOMCTBA;

- BHOCUTb U3MEHEHHUS B COCTaB NporpammHoro ooecneuenust OU.



4. Opranu3anusi AHTUBMPYCHOM 3aLIUTHI

4.1. OOs3aTenbHOMY AHTUBUPYCHOMY  KOHTPOJIIO  MOMJIEKUT  JroOas
uH(popmaius (McronHsemMble (ailsibl, TEKCTOBBbIE (Dailsibl THOOBIX (POpMATOB, (ailibl
JIaHHBIX), nonxy4yaemas [lonmb3oBaTernieM MO CETH WM 3arpykaemas CO ChEMHBIX
HOocHUTeNled (MarHUTHBIX AMCKOB, ONTHUYECKUX TUCKOB, (PIBII-HAKONMUTENEH W T.IL.).
KonTpons uHpoOpmManum [0KE€H NPOBOAMTHCS AHTUBUPYCHBIMU CPEACTBAMHU B
npolecce WiIM cpaszy Mocjie ee 3arpy3ku Ha pabouyro cranuuio Ilomp3oBartens.
@ailnpl, omeniaeMble B 3JEKTPOHHBIA apXuB, JODKHBI B 0053aTE€IBHOM MOPSAKE
NPOXOJUTh AaHTUBUPYCHBIA KOHTPOJIb.

4.2. Tlpu BO3HMKHOBEHHUHU IMOJO3PECHHS HAa HAIMYKME KOMIIBIOTEPHOIO BHUpYyca
(metunuyHasg paboTa MpoOrpaMm, MOSBICHHE TpadUUYECKUX U 3BYKOBBIX 3(D(PEKTOB,
UCKOKEHUN JaHHBIX, IMpomnajaHue (ailyioB, dYactoe TMOSBICHUE COOOIIEHUN O
CUCTEeMHBIX omuOkax u T.1.) [Toap30BaTenu o0s3aHbL:

- IPUOCTAHOBUTH PaboTy;

- HEMEJICHHO MOCTaBUTh B U3BECTHOCTh O (pakTe HemraTHOM padboTel OU
HayaJdbHMKA CBOEro OT/AeNa, aJMUHHUCTpaTopa HH(OPMaLMOHHON O0e30IacHOCTH,
BJIaJIENIblIa 3apaXCHHBIX (aillIoB, a TaKXKe CMEKHBIE MOAPA3IEICHUS, UCIIOIb3YIOLINE
9TH (haitsiel B padbore;

- HEMEJJICHHO TIIOCTaBUTh B M3BECTHOCTh O (pakrte OOHApyXKeHUS
3apakeHuss BUpPycoM (aiiJloB HayaJbHUKAa CBOErO OTHENa, aJMHUHUCTpaTopa
uH(GOpPMAIlMOHHON 0€30MacHOCTH, BIAJeNblla 3apakeHHbIX (alIoB, a Takke

CMEXHBIC MTOAPAa3ICIICHUS, UCTIONB3YIOMINE 3TU (Dailsibl B paboTe;

COBMECTHO C aJMHHHUCTPATOpPOM HH(POPMAIMOHHON 0€30MacHOCTH

IIPOBCCTHU aHAJIN3 BO3MOKHOCTHU I[EU'IBH@IEHIGFO ucrojip3oBanus O,

5. IlpaBuia goctyna B UHTEepHET U HCIIOJIb30BAHUS JJIEKTPOHHOM MOYTHI

5.1. Tlonp3oBatenu OU npu noAkIrOYEeHUH K ceTH HTEpHET HMEIOT MPaBo:

- UCII0JIB30BaTh B paboOTe MpeOCTaBICHHBIE UM pecypchl ceTu HTepHeT
B OrFOBOPEHHBIX B  HACTOSIIEW  MHCTPYKUHUH  paMKax. AJIMUHHACTPATOP

MH(pOpPMALIMOHHON 0€30MacHOCTH BIIPABE OPraHU30BAaTh OrpaHUYEHUE AOCTYyMa K



HEKOTOPBIM pecypcam BIUIOTH J0 UX MOJHOW OJIOKUPOBKU, U3MEHSThH paclpe/iesieHre
Tpaduka U MPOBOAUTH APYTHME MEPHI, HAIIPABJICHHbIC HA MOBbIIEHUE Y PEKTUBHOCTH
WCIIOJIb30BaHUS CETEBBIX PECYPCOB;

- oOpamarbcsi K aAMUHUCTPATOPY HHGOPMAIIMOHHONW O€30MacHOCTH IO
BOIIPOCaM, CBSI3aHHBIM C paclpe/ielIEHUeM PeCypCOB KOMITbIOTEPA;

- oOpamatbcsi 3a TMOMONIBI0O K aJAMUHUCTPATOpPy HHGOPMALMOHHON
0€30MacCHOCTHU MPHU PEIICHUH 3a/1a4 UCII0JIb30BaHUsI pecypcoB cetu MHTepHeT;

- BHOCUTh TPEIJIONKEHUS M0 YIYUYIIEHHUIO pabOThl C pecypcamMu CeTH
HNuTepHer.

5.2. Tlonp3oBaremnto 3anpeniaeTcs:

- CaMOCTOSITEJILHO 3arpykaTh, ycraHaBiauBath Ha OW mnpuxmamHoe,
OTIEPAIIMOHHOE, CETEBOEC M JIPYTH€ BHUJBI MPOTPAMMHOTO OOCCIEUCHHMs, a TaKKe
OCYIIECTBJIITh OOHOBJICHHUS, €CIM dTa padoTa HE BXOJUT B €r0 JIOHKHOCTHBIC
0053aHHOCTH,

- UCIIOJIb30BaTh pecypcbl cetu MuTepHetr Ha OU B He cimykeOHBIX LETAX;

- normyckath kK padbore O moctopoHHUX I,

- UCIIOJIb30BaTh [JIsl CIIy>)KEOHON MEpernucKu MOYTOBBIE CEPBUCHI KpoMe
govvrn.ru u yandex.ru;

- BBITIOJIHATEL JeicTBus (B3noM, DOS (oTka3 B oOcayxkuBanuu), ARP-
spoofing aTtaku, ckaHUpOBaHHE JOKAJIbHOW BBIYUCIUTEIBHON CETH) HalpaBlICHHBIC
Ha HapyllIeHHE G YHKIIMOHUPOBAHUS AIIEMEHTOB ceTu HNurtepuer
(KOMMYHHKAIIMOHHOTO 000PYAOBaHMS, CEPBEPOB, pabOUNX CTAHIIMH, MPOTPAMMHOTO
obecricucHus);

- OCYILIECTBJISITh HECAHKIIMOHUPOBAHHBIN JOCTYI K pecypcaM M cepBUCaM
cetu MHTepHeT;

- CTpOro 3ampeniaercs npoBoauTh nojkimoueHue OW k pecypcam cetu
WNuTepHer, yepe3 He CIIyXeOHBIM KaHANl JOCTyNa — COTOBBIM TenedoH, MOJEM, H
JIpYTHE YCTPOUCTBA.

5.3. [IlpaBuna 6€30macHOTO UCTIOIB30BAHUS JICKTPOHHOU IMTOYTHI:



- 3ampeaeTcs OTKpBIBaTh  ITOYTOBBIC BJIO’KCHMS, IONABIINE
[lonb3oBaTento «mo omubke» (Hampumep, 3ampeliaeTcss OTKPbIBATh IMPHUCIAHHOE
pe3loMe, eciad IOoJb30BaTelb He paldoTaeT B KaapoBoMm mnoapazneneHun KYBO
«CABOJICY);

- OpU MOJYyYEHUU MOYTOBOIO BJIOKEHHUS BCErJa HEOOXOIUMO YTOYHSTH Y
OTIpaBUTENs (1O CPeACTBaM TelIePOHHOIO 3BOHKA) B JACHCTBUTENBHOCTU OTIPABKHU
UM COOOILIEHUS, HE OTKPBIBAs MPU 3TOM HUKAKHUE BJIOKEHHbIE (Daillibl U HE mepexois
HU I10 KaKUM CCBIJIKAM;

- 3anpeniaeTcsi OTKPhIBaTh COOOIIEHMS] OT CBOUX KOJUIET (3HAKOMBIX) C
IpOChOO OTKPBITh «HE OTKpBIBAIOLIUMCS (haiiy, MpUcCIaHHBIA eMy Mo mouTe». B
JAHHOM CJlydyae HY)XHO He3aMeUIUTEIbHO OOpaTUThCsl K OTBETCTBEHHOMY 3a
oOecrieueHue 6€30MacHOCTU HH(MOPMAIUH;

- 3amnperaeTcss myonukoBaTh aapeca cotpyaHukoB KYBO «TABOIJIC»
Ha OOINENOCTYIHBIX HMHTEpHET-pecypcax (dopymbl, KoHpepeHunu U T. 1.) 0e3
IPEIBApUTEIHLHOTO COTJIACOBaHUSI C OTBETCTBEHHBIM 3a obOecrieueHrne 0e30MacHOCTH
uH(dOopMaIny;

- 3anpeniaeTcsi OTHPaBIATh (Galibl, COAEpKaIe NMEPCOHANbHBIE JaHHBIE
I10 BJICKTPOHHOM TOYTE;

- 3amnpeniaeTcs 3amyCcK UCTIOTHAEMbIX (paiIoB U3 MOYTOBOM POrpaMMBbl (C
paciupeHusMH |S, exe, vbs, cmd, scr, com, pif, wsf, bat, Ink u 1.1.);

- 3aIpeIlacTCsl OTKPBIBATH BJIOKEHMS M3 IIOYTOBOM IIporpamMmsl. llepen
MIPOCMOTPOM BIIOKEHHOTO (paiina, ero HeoOX0IMMO COXpaHUTh Ha KecTkui nuck O

Y IIPOBEPUTH aHTUBUPYCHOU MPOTrPaMMOi.

6. Ilopsaiok NapoJIbHOM 321U THI
6.1. IIpumensemspie B KYBO «"TABOJIC» mapomu (sl y9€THBIX 3alHCel
MoJIb30BaTeNIe,  yJaJe€HHOro  JocTyma, [JJs  JOCTyla K  CETeBOMY W
KOMMYTAIIMIOHHOMY  OOOpYJOBaHUIO, Jig YOpaBICHUS CPEICTBAMHU  3aIlUTHI
uHpopMalMM ¥ T.A.) JOJDKHBI YJIOBJIETBOPATH CJIAEAYIOUIUM MHUHUMAJIbHBIM

TpeOOBaHUSM:



- Mapojib COJIEPKUT HE MEHEE BOCHMHU CHMBOJIOB, BKJIOUasi OYKBBI 000MX
PErUCTPOB U LIUPPBHI;

- CHUMBOJBI mapojieil s padouux CTaHLMWA, HA KOTOPBIX YCTAHOBJIEHO
CPEIICTBO 3aIUThl THPOPMALIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA, TOJKHBI
BBOJUTHCS B PEXKUME JIATUHCKOW PACKIAJAKU KIIaBUATYPbI;

- HE SBISETCA  CJIIOBOM, HPHUCYTCTBYIOIIMM B  CIIOBapsix, WIH
npodeccuoHaIbHBIM TEPMUHOM, B T. 4. HAOpaHHBIM B JIpyroil packiajke
KJIaBUATYPHI,

- HE OCHOBBIBAETCSl HA CEMEUHOM, CIyKEOHOW U JIPYroi JIErKO JAOCTYIHOU
uHpopmanuu (pamMuauKM, HMEHA, JaThl POXKICHHS, KIMYKA IKUBOTHBIX,
aBTOMOOWJIbHBIE U Tele(OHHBIE HOMEpa, Ha3BaHUS OpraHu3alui, aapeca
CaiTOB M T. I.), HE COJAEPKATh JIETKO YrajblBacMbIe MOCJICIO0BATEIBHOCTH
cumBoJioB (123456, aaabbb, gwerty, qlw2e3 u 1. 1. );

- IpU CMEHE Iapojsi HOBOE 3HAYEHUE JIOJDKHO OTIMYaThCs OT
peabIAYIINX;

- I0JIb30BaTElIb HE UMEET IIpaBa cOOOUIaTh JUYHBIN MAapOoJIb APYTUM JIMLIAM;
- cMeHa napoJieil He Oosiee ueM yepes 90 nHeil.

6.1. Tlomp3oBarenu 00s13aHbI cOOJII01aTh HEOOXOIUMBIE MeEpBI

IPEIOCTOPOKHOCTH JIJIsI 0OecIieueHrst KOH(GUICHITMATBHOCTH CBOMX MapoJIeH.

3anpeniaercs:

- CoO0IIaTh WM pasrialiath CBOM MapoJib, BKIOYAsl KOJUIET, paOOTHUKOB

CIy’)KObl TEXHMYECKOW TOMJEPKKH (MpU HAIMYUU), JIOOBIMH CpPEICTBAMH U

crocodamu;

- XpaHUTh TAPOJIN Ha OYMa)KHOM HOCHUTEJNE, MPUKPEIUICHHOM K MOHUTOPY

Wiy JIC)KaIEM Ha CTOJIC IO KHaBHaTypOﬁ, d TaKXKC B JPYIrux JCTKOAOCTYIIHBIX IJIA

OoOHapy’>KEHUS MECTax, XpaHUTh MAPOJIU B TEKCTOBOM JOKYMEHTE Ha pabouyeM CToJe,

XpaHUTh TApOIM JUIsl JOCTyNa K MOPTAJIBHBIM HHPOPMAIMOHHBIM CHCTEMaM B

Opay3sepe;

- HCIIOJIB30BAaTh ABTOMATHYCCKOC COXPAaHCHUC I1apOJId IIPHU BXOAC B I/IC,

- UCIIOJIb30BATh OJIMHAKOBBIE MApou B paznuuHbix UC;



- 1apoJib JOJDKEH ObITh HEMEIJIEHHO U3MEHEH, €CIM UMEIOTCSI OCHOBAHUS
roJjiaraTh, 4YTO JAaHHBIA Napojb CTaJl K3BECTEH KOMY-IMOO elle, KpOME camoro
MOJIb30BaTEJIs;

- BCE€ TEKyllMe ONepaluy C [apojieM MOJb30BaTelb  JOJIKEH
OCYIIECTBIIATh JIMYHO, HE JOMYyCKasi BO3MOXKHOCTU PACCMOTPETh COCTaB BBOJAMMOTO
MapoJisi ¥ MOPsJI0K BBEJICHUSI CAMBOJIOB.

- MOJIH30BATEIISIM 3alpelacTcsl MpeANPUHIMATh KaKue-Iu00 NeUCTBUS 110

IMMOJIYYCHHIO (paCKp]'::ITI/IIO) naponel‘/i HC IPpUHAJJICKAIIUX UM YUHCTHBIX 3aruceu.

7. Ilopsaok padoThI €O CPeICTBAMU 3ALUTHI HH(POPMALINH

7.1. TpeOGoBaHus NpeAbIBISIEMbIE K CPEICTBAM 3AIIUTHI HH(OPMAITIH.

7.1.1. Cpencta 3amuthl nHGopmanuu (nainee - Cp3U) Bxoxsmime B cocTaB
cucrembl 3amuThl uHpopMamumu KYBO «['ABOIJIC», skcmyaTalldoHHas |
TEXHUYECKAsl JOKYMEHTALHUS K HUM, MOJJIEKAT MO3K3EMIUISIPHOMY YUETY.

7.1.2. Tlosxzemmusapabiid yueT Cp3U Benetr aaMUHUCTPATOP UHPOPMAITMOHHOMN
06e3omacHOCTH B KypHajie Modk3eMmruiipHoro ydera Cp3U, skcrtyaTaliMOHHON U
TEXHUYECKOW AOKymMeHTaunu K HuM. [Ipu 3tom mnporpammubie Cp3W 10mKHBI
YUHUTBIBATHCS COBMECTHO C aNMnapaTHbIMU CPEACTBAMH, C KOTOPBIMHU OCYILIECTBIISIETCS
UX ILITaTHAas 3KcIutyatauusa. Eciau anmapaTHele Wiu anmnapartHo-nporpaMmmusie Cp3U
MOJKJTIOYAIOTCS K CHUCTEMHOHM IMWHE WIM K OJHOMY W3 BHYTPEHHHX HHTEp(deiicoB
anmapaTHbiX cpeAcTB, TO Takue Cp3M yuyUTHIBAIOTCS TaKXk€ COBMECTHO C
COOTBETCTBYIOIIMMHU aIapaTHBIMU CPEICTBAMMU.

7.1.3. Nuctpubytussl Cp3U Ha HOCUTENSAX, IKCIITyaTallUOHHAS U TEXHUYECKAS
nokymeHntauust Kk Cp3W, UWHCTpYKUMH  XpaHATCS Yy  aJIMHHUCTpaTopa
nH(OpPMAITMOHHON 0e30macHOCTH. XPaHEHHE OCYIIECTBISETCS B 3aKPHIBAEMBIX Ha
3aMOK XPaHIJIHIIAX B YCIOBHUSIX, UCKITFOYAIONINX OSCKOHTPOIBHBIN TOCTYI K HHUM, a
TaKXe UX HelpeIHAMEPEHHOE YHUUTOXKEHHUE.

7.1.4. AnnapaTHble CpelCTBa, C KOTOPHIMU OCYILECTBISETCA IITATHOE

¢dbynkuronuposanue Cp3U, a Taxke annapatHbie U amnmapaTHo-niporpammubsie Cp3U



JOJKHBI OBITh 000PYIOBaHbl CPEICTBAMHU KOHTPOJS 3a UX BCKPBITHEM (OIEYaTaHbI,
OIIOMOMpPOBaHbl). MecTo oneuyaTeiBaHUS (OIJIOMOMPOBAHUS), AllapaTHBIX CPEJICTB
JOJIKHO OBITh TAKUM, YTOOBI €0 MOXKHO OBLIO BU3YaIbHO KOHTPOJIUPOBATH.

7.1.5. K sxcrnyarauuu Cp3U ponyckaroTes auna, U3y4uBUINE JOKYMEHTAIUIO
Ha ganHble Cp3U (pyKOBOACTBO MOIB30BATENS).

7.1.6. Ilonb3oBaTensam 3anpeaeTcs MIOJIHOE W YaCTUYHOE
BOCIPOU3BEACHUE, THUPAXKUPOBAHME M PACIPOCTPAHEHUE ONTHYECKUX HOCHUTENEH,
coaepxkamux auctpudytussl Cp3U, a Takke nuiieH3noHHbIN Kitou Cp3U.

7.2. TpeOoBaHus, TMpeabsABIsSEMble K CpEIACTBAM KpuITOrpaduyueckou
3alUThl HHPOPMALIUH.

7.2.1. Cpencta kpunrorpaduueckoit 3aumuthl nHbpopmanuu (nanee - CK3N),
HKCIUTyaTallMOHHAs W TEXHUYECKas JIOKyMEHTalusi K HUM, KpunTorpapuyeckue
KITIOYH TIOJIJIEXKAT MOAK3EMIUISIPHOMY YUETY.

7.2.2. Tloaxzemmusipabii yuer CK3M Bener OTBETCTBEHHBIM MOJb30BaTEb
CK3U (ompenenennsiii nmpukazom KYBO «I"ABOJIC» «O pabote co cpeacTBaMu
kpunrorpaduyeckoir  (mudpoBanbHOM) 3ammTel MHPoOpMaruu») B JKypHaie
nosk3emiuisipHoro yuera CK3U, skcrnyaTallMOHHOM M TEXHUYECKOW TOKYMEHTAlUuu
K HHM, KIIOYEBbIX J0KyMmMeHTOB. Ilpm »stom mporpammusie CK3U nomkHbI
YUHUTBIBATHCS COBMECTHO C aNMnapaTHbIMU CPEICTBAMH, C KOTOPBIMHU OCYIIECTBIIAETCS
UX IITaTHas SKCIUTyaTauus. Eciu anmapatHsie uiu anmnapaTHo-nporpaMmubsie CK3U
MOJIKJIIOYAIOTCSl K CUCTEMHOM MHIMHE WJIM K OJHOMY W3 BHYTPEHHHUX HHTep(deiicoB
annapatHelx cpeactB, To Takue CK3M yuyuThIBalOTCS TakKe COBMECTHO C
COOTBETCTBYIOILIMMH aIMAPAaTHBIMKU CPEJCTBAMHM.

7.2.3. Equanneil modK3eMIUIIPHOTO ydeTa KpUNTorpaduuecKkux KItouen
CUMTAETCA OTUYXJAEMBbI KIIOUEBOW HOCHUTENIb MHOTOKPAaTHOTO HCIOJb30BaHUS.
Ecnu oguH M TOT XK€ KJIHOYEBOM HOCHUTEIh MHOTOKPAaTHO MCHOJB3YIOT ISl 3aIlUCH
KpunrorpaUueckux KIH4YeH, TO €ro KaxAbld pa3 CcleayeT perucTpupoBarh
OTJIEJBHO.

7.2.4. OtBercTBeHHBIN Toab30Batenb CK3W 3aBoguT m BeAaeT Ha KaXIOTO

nonp3oBaresis CK3U JluneBoit cueT, B KOTOPOM PETUCTPUPYET YUCIIAIIUECS 34 HUMU



CK3H, »skcrulyaTallMOHHYK) W TEXHHYECKYI0 JOKYMEHTALUIO K HUM, KIIOUYEBBIC
JOKYMEHTBI.

7.2.5. Ecii  9KCIUTyaTallMOHHOM M TEXHUYECKOM  JOKyMEHTauuew K
KPHUIITOCPEJICTBAM MPEyCMOTPEHO MPUMEHEHUE PA30BbIX KIFOUEBBIX HOCUTENIEH WU
KPUIITOKJIIOYM BBOJAT M XpaHAT (HA BEChb CPOK MX JACHCTBHUS) HEMOCPEICTBEHHO B
KPUIITOCPEACTBAX, TO TAKOW Pa30BBbIM KIFOYEBOW HOCUTEIb WIM DJIEKTPOHHAS 3aIUCh
COOTBETCTBYIOILIETO KPUIITOKIIOYA JOJIKHBI PErUCTPUPOBATHCA B TEXHUYECKOM
(anmapatHOM) KypHane. B TexHuueckoMm (ammapaTHOM) >KypHaJIe OTpa)aroT TaKkKe
JaHHble 00 HKCIUTyaTallid KPUIITOCPEACTB M JAPYTUe€ CBENEHUA, MPEAYyCMOTPEHHbIE
AKCILTYaTallMOHHON M TEXHUYECKON JOKYMEHTAIHEH.

7.2.6. OtBerctBenHbId mosb3oBaTeab CK3U 3aBoaut u Bepetr KypHan ydera
JIULL, TOMYIIEHHBIX K paboTe ¢ KPUIITOCPEICTBAMM.

7.2.7. Bce mnonyuennnle ox3emmuisippl  CK3U, skcrmyaranvoHHONW
TEXHUYECKOW JOKYMEHTAIIMM K HUM, KPUOTOrpapUUYECKUX KIIOUeH HOJKHBI OBITH
BbIAaHbl moj  pacnucky B JKXypHane noskzemiuisipHoro yuera  CK3U,
AKCIUTYaTallHOHHOW M TEXHUYECKON TOKYMEHTAalUHU K HHUM, KIIFOYEBBIX JOKYMEHTOB
[Tons3oBarensim CK3U, HecymuM NEpCOHANBbHYH) OTBETCTBEHHOCTh 3a HX
COXPaHHOCTb.

7.2.8. IuctpubytuBel CK3M Ha MarHUTHBIX HOCUTEISIX, SKCILTyaTallMOHHAs U
texHudeckass nokymeHTtauusa K CK3U xpanstcas y OTBETCTBEHHOTO IOJIb30BATENs
CK3U. Kpunrorpadpuueckue KIHOYH Ha OTUYKIAEMBIX HOCHTENAX XpaHATCA Y
[Tonb3oBateneit CK3U. Xpanenue ocymectBisgercs B Imkadax (SImUKax,
XpaHWININAX) WHIWBUAYAJIBHOTO TIOJIb30BAHUS B  YCIOBUSX, HCKIIOYAIOUIUX
OECKOHTPOJIBHBIN JIOCTYI K HUM, a TAaK)K€ UX HENPeIHAMEPEHHOE YHUUTOXKEHHUE.

7.2.9. llonp3oBatemn  CK3U MoryT oCymecTBisATh XpaHeHHE pabouux u
PE3EPBHBIX KPUNTOTPAPUUYECKUX KIIOYEH, MpelIHa3HAYEHHBIX [JIi MPUMEHEHHS B
ciiy4ae HepaboTOCTIOCOOHOCTH pabouynx KpUNTOrpaguiecKkux Kirouei. PesepBrbie
Kpunrorpadpuueckue KIHOYM MOTYT TakKe HaXOAWTCS Ha  XpaHEHUU Yy

OtBetrcTBeHHOTrO TToJIb30oBaTens CK3U.



7.2.10. Ha KIIFOUEBBIE HOCUTEIHN c M3TOTOBJIEHHBIMU
KpunrTorpagUuecKUMH KJIOYaMU HAKIJIEHUBAIOTCS HAKIEHKH, COJAEpKAIUe HAIUCH:
Ha OJWH KJIKOYEBOM HocutTenb - «Pabouumii»; Ha Apyrod KIOYEBOH HOCUTEND -
«Pe3epBHplii». KinroueBoil HocuTenb ¢ Hakielkod «Pe3epBHbIN» IOMeEIIaeTcs B
koHBepT U ornevarbiBaeTcs [lonp3oBatenem CK3U n OTBETCTBEHHBIM MOJIB30BATEIEM
CK3M.

7.2.11. [lonyyennsle paboune U pe3epBHbIE KPUNTOrpapUUYECKUE KIHOUU
OtBetrctBeHHbIlt monb3oBaTenb CK3U  00s3an  yuectr B JlumeBom  cuere
[Honb3oBatens CK3U. Pe3epBHble kpuntorpadguyeckue KI0YM MOTYT HAXOJUThCS Ha
xpaneHuu y OtBercTBeHHOTO nons3oBatens CK3N.

7.2.12. KitoueBbie HOCHUTEINHN C HEpabOTOCIIOCOOHBIMU
kpuntorpadpudeckumu kirouamu OTBeTCTBEHHBIN nonb3oBaTenb CK3U mpunumaet
ot Ilonp3oBarens CK3U nox pocnuck B JlunieBom cuere Ilonb3oBarens CK3U u B
Kypnane mnoskzeMmiuisipgoro ydera. HepabGoTtocmocoOHBIE KIIIOUYEBBIE HOCHUTENU
NOJJIE’KAT YHUUTOKEHUIO.

7.2.13. AnmapaTtHble CpPEICTBA, C KOTOPBIMU OCYIIECTBIIETCS IITATHOE
¢ynkmonuposanne CK3U, a takke anmapatHsie u annapatHo-nporpammusie CK3U
JOJIKHBI OBITh 000PYTOBaHBI CPEICTBAMU KOHTPOJS 32 UX BCKPBITHEM (OIeYaTaHbl,
ortoMOupoBanbl). Mecto omneuarbiBanus (oriomOupoBanus) CK3U, ammapaTHbIX
CPEACTB JOJKHO OBITh TAKUM, YTOOBI €70 MOKHO OBLIO BH3YyaJIbHO KOHTPOJUPOBATH.

7.2.14. KitoueBbie HOCUTENM COBMECTHO ¢ TeXHHMYECKUM (amnmapaTHBIM )
KYpHAJIOM JOJDKHBI XpaHuThCs OTBeTcTBeHHBIM monb3oBaTenemM CK3U B cefide
(MeTammmdeckoMm mikady), Kak MpaBUiio, B OTACIBHON siueiike. B MCKITIOUUTENBHBIX
Clly4astX JOIYCKAaeTCs XpPaHWUTh KIIIOYEBBIE HOCUTENM MW AMNNApaTHBIM KypHal
COBMECTHO C JIpyTUMHU JOKYMEHTaMH, IPH 3TOM KIIFOUEBBIE HOCUTENIHN U ANnapaTHbIA

KypHaJI 10JIZKHBI OBITh IMOMCIUICHBI B OTACIIbHYIO IIAIIKY.

7.3. Tlopsnmok obpamenus co CK3U.
7.3.1. MonTtax u yctanoBka CK3U ocymiecTBiaseTCs yIOTHOMOUYEHHBIM JIMIIOM

- OTBeTcTBEHHBIM TT0JIK30BaTeeM CK3U.



7.3.2. Tlonb3oBarens CK3U 006s13aH coOmtonaTh TpeOOBaHUS MO 00ECIEUCHUIO
6e3onacHoctu pynkuuonupoBanus CK3U.

7.3.3. Ilonb3oBarens o00s3aH  o0ecrneuuTh KOH(DUACHIMATBHOCTh  BCEH
uH(pOpMAIMU OTPAHUYEHHOTO PACTIPOCTPAHEHHUS], JOCTYITHON MOJIB30BATENIO MO POAY
BBITIOJIHSAEMBIX (PYHKIIMOHAJIBHBIX 00S3aHHOCTEH.

7.3.4. Ilonb3oBarenb 00s3aH HEMEUICHHO yBeAOMJISITh OTBETCTBEHHOTO
nosb3oBarenss CK3U o cnydasax KoOMIIpoMeTaluu KpUITOrpapUUeCKUuX KITHYei.

7.3.5. Jlonnyck mnonb3oBateneid k pabore co CK3U ocymectBusercs Ha
ocHoBaHuU Mnpukaza nupekropa KYBO «I"TABOJJIC».

7.3.6. [lonb3oBatens CK3U nepen nadanom pabotel co CK3U nomken ObITH
o3HakomJieH noj pocnuch ¢ npukazom ®AIICHU Poccuu ot 13.06.2001 Ne 152 «O6
yTBepkaeHnrn MHCTpyKIMu 00 opranuzanuu odecreueHns 0e30MacHOCTH XpaHEHHs,
0o0paboOTKM W Tepelayd 10 KaHalaM CBS3M C HCIIOJIb30BAaHHEM  CPEICTB
KpunTorpaduyeckoi 3amuThl MHGOPMAIMM C OTPaHUYEHHBIM JIOCTYIIOM, HE
coJieprKallleil CBeIeHNs, COCTaBISIONIUX FOCYJaPCTBEHHYIO TaltHY».

8. OTBercTBeHHOCTH IlOIB30BaTE TSI

8.1. [Tlomw3oBarenb HECET MEPCOHAIBHYIO OTBETCTBEHHOCTH 3a COOJIO/ICHHE
YCTaHOBJICHHBIX TpeOOBaHMI BO BpeMs padoTsl Ha OU.

8.2. Ilomp3oBareny, BUHOBHBIE B HAPYIICHUH HACTOAIIEH WHCTPYKIHH H
3aKoHOMaTeNbcTBA Poccuiickoit dexeparuu o 3amuTe IpaB COOCTBEHHOCTH H
OXpaHAEMbIX MO 3aKOHY CBEICHHUI, HECYyT aJMHMHUCTPATUBHYIO, T'PaKIaHCKO-
IPaBOBYI0 WM  JUCHUIUIMHAPHYIO  OTBETCTBEHHOCTh B  COOTBETCTBUU C

HeﬁCTBYIOIHHM 3aKOHOJaTCJIILCTBOM.



[Tpunoxenne Ne 5
K IIpUKa3y
KYBO «’TABOJIJIC»
ot 22 urons 2022 r. Ne 48-O

HNHCTPYKLUA
noab3oBaresss KYBO «I'TABOIJIC)» B yactu o0ecniedeHUust 0€30IaCHOCTH
uHopManuu npu ee 00padoTKe B rocy1apCcTBeHHbIX HH(POPMAIHOHHBIX

CuUCreMax

1. O6uue TpeGoBaHKs MO o0ecnedeHNIO 0€30MACHOCTH 00PadOTKHU

HH(OPMALUN B TOCYAAPCTBEHHBIX HH(POPMALMOHHBIX CHCTEMAX

1.1. OTBeTCTBEHHOCTh 32  OpraHU3alMI0  3allUThl  WHGOpPMAIMU B
roCy/1apCTBEHHbIX HH(pOpMaIMoHHbIX cuctemax (maisee — ['MIC) u BblmonHeHHE
YCTAaHOBJICHHBIX YCIOBHUH €€ (yHKIIMOHUPOBAHHUS BO3JIaraeTcs Ha OTBETCTBEHHOTO 32
obecrieueHrue OE30MACHOCTH B TOCYJAPCTBEHHBIX HWH()OPMAIIMOHHBIX CHCTEMaX.
OTBETCTBEHHOCTh 3a BBIMOJIHEHUE MEPOINPUATUN MO OOECIeYeHHI0 0e30MacHOCTH
uH(pOpMAIIK BO3JIaraeTcs Ha JIUI0, MPOU3BOAsAIIee ee 00paboTKy (MOIb30BaTENs
I'"cC).

1.2. Jomyck nmonb3oBateneit k padbote B [ IC ocymectBasier oneparop ['IC B
COOTBETCTBHUH C YCTAHOBJICHHBIMH MPABUIIAMH.

1.3. K camocrositensHOM paboTe Ha 00bekTax nHGopMaTu3amuu (nanee - ON),
Bxoasamux B coctaB I'MIC, nomyckaroTces Julla, M3y4uBIIHUE TpeOOBaHUS HACTOSIICH
NHctpykuuu, ocBouBIIKEe mpaBuia skciutyataun OW U u3ydyuBlIME HHCTPYKIUIO
nonb3oBarens O ayist o0paboTku HHPOPMAIIMU OTPAHUYEHHOTO JI0CTYTA.

[IpoBepky 3HaHUI NOJNB30BATENSAMHU HACTOAIIEH MHCTPpYKIIMK M IPAaKTUYECKUX

HaBBIKOB B pab0oTe oCcylIecTBIsAeT aaMuHucTpaTop 6e3omnacHoctu ['MC.



2. Oos3annocT nmogan3oBarenas I UC

2.1. Ilpu nepBuuyHoM nonycke k padore B 'MMC, nonb3oBaTenb 3HAKOMUTCA C
TpeOOBaHUSMHU PYKOBOASIINX, HOPMATUBHO-METOJAUYECKUX U OpPraHU3alMOHHO-
pacropsaAuTeNbHbIX (PETJIAMEHTUPYIOIINX) TOKYMEHTOB M0 BOIIPocaM 0€30MacHOCTH
IpU  aBTOMATU3UPOBAaHHON 00paboTKe HUHQPOpPMAIIUU, U3y4YaeT HACTOSIIYIO
NHcTpyKLuto.

2.2. Kaxnpii  monb3oBatens [MC, ywacTByromwuii B pamMKax CBOHUX
(GyHKIIMOHAIBHBIX OO0S3aHHOCTEW B TMpolleccax aBTOMATU3UPOBAHHOW 00pabOTKU
uHDOpMallMK OTPAHUYEHHOTO JOCTYlMa W UMEKIIMK JOCTylnl K almapaTHbIM
cpeacTBaM, ImporpaMMHOMY oOecriedeHuio W aaHHbiM ['MIC, HeceT mepcoHaIbHYIO
OTBETCTBEHHOCTH 33 CBOM JICCTBHUS U 00sI3aH:

2.2.1. Crtporo co0mogaTh  yCTaHOBJICHHBIE  MpaBwia  OOeCreYeHUs
O6e3omacHocTd UWHGOpPMAIMK TMpU padoOTe C MNPOrpaMMHBIMH M TEXHHUYECKUMHU
cpenctBamu ['MC.

2.2.2. 3HaTh W CTPOTO BBHINOJHATH MpaBMiia pabOTHl CO CPEICTBAMHU 3aIUTHI
uHdopMmanmu, yctanoBieHHbIMH B [ VIC.

2.2.3. BpimosHAT, TpeOOBaHUS TI0 AHTHUBUPYCHOM 3allUTe B YacCTH,
Kacaroliecs 1eMCTBUU MOJIB30BaTEIIEN.

2.2.4. HememieHHO CTaBUTh B HM3BECTHOCTH aJIMHHHUCTpaTOpa 0€30MacHOCTH
I'C:

- IIpU NOJ03PEHUN KOMIIPOMETALIMH JIMYHOTO MapoJis;

- HECAaHKUIMOHUPOBAHHBIX (MMPOU3BEIAEHHBIX C HAPYIICHUEM YCTaHOBIEHHOTO
MOpsA/IKa) MU3MEHEHWH B KOH(PUTYpAIMU TMPOTPAMMHBIX WJIM amllapaTHBIX CPEJCTB
I'nc,;

- OTKJIOHEHUH B HOPMaJIbHOW pabOTe€ CHUCTEMHBIX M MPUKIAJAHBIX
MPOrpaMMHBIX CPEACTB, 3aTpyAHstomux 3kcmyatanuio ['MC, BeIxoga U3 cTpost win
HEYCTOMYMBOTO (PYHKUMOHMPOBAHUS Y3JIOB WM NEpUPEPUNUHBIX YCTPOUCTB
(IMCKOBOJOB, MPUHTEPA U T.1I.), a TAKXKE EPEOOEB B CUCTEME JIEKTPOCHAOKEHHUS;

- HCKOPPCKTHOI'O CI)YHKHI/IOHI/IpOBaHI/ISI YCTAHOBJICHHBIX CPCACTB 3alllUThI;



- oOHapyXeHHUs HEMPEeIyCMOTPEHHBIX OTBOJOB Kabeneil M MOIKIIOYCHHBIX
YCTPOMCTB;

- oOHapykeHUs (PAKTOB W TOMBITOK HECAHKIIMOHHMPOBAHHOTO MOCTYNa W
ClyuaeB HapylICHUs  yCTAHOBJICHHOTO TOpsAAKa O0O0pabOTKM  3amIuIIaeMoin
uH(pOpMaIu.

2.3. Tlonp3oBaTennio KaTerOPUYECKU 3aMPEIacTCs:

2.3.1. Hcnonp3oBaTh  KOMIIOHGHTHI ~ MPOTPAMMHOTO H  allapaTHOTO
ob6ecneuenus B ['MC.

2.3.2. CaMOBOJBHO BHOCUTb Kakue-TU0O0 W3MEHEHHUS B KOH(MUTYpaIHIO
anmapaTHO-TiporpaMMHubIX cpenctB ['IC wnm ycTraHaBIuBaTh JOMOIHUATENBHO JTFOOBIE
IpOrpaMMHBIC U allliapaTHBIE CPEJICTBA.

2.3.3. OcymiecTBisaTh 00pabOTKY 3amuiaeMoi HHGOpPMAIIMK OTPAaHUYEHHOTO
J0CTyINa B TPUCYTCTBUU IMOCTOPOHHUX (HE JOMYIICHHBIX K JaHHOW WH(OpMaIun)
T,

2.3.4. 3anuchiBaTh U XPaHUTH 3AIIUIIAEMYI0 UH(GOPMAIIMIO OTPAaHUYCHHOTO
J0CTyIa HAa HEYYTEHHBIX HOCUTENIAX HH(OpMAIUH.

2.3.5. OcrtaBnsath 6e3 nuyHoro npucmMoTpa Ha OU unu re 6b1 TO HU OBLIO
CBOM TEpPCOHATbHBIE PEKBU3UTHI JOCTyINa, MAIIMHHBIE HOCUTEIM U paACHEYaTKH,
coJiepKallne 3aluiaeMyo HHPOpMaIKI0 OTPaHUYEHHOTO J0CTYyTIA.

2.3.6. VYMBINIJIEHHO WCIOJb30BaTh HEAOKYMEHTHUPOBAHHBIE CBOICTBA U
OMMOKK B TPOTPaMMHOM OOECIEYECHUH WM B HACTPOMKAX CPEJCTB 3allUTHI,
KOTOpbIE MOTYT TIPUBECTH K O3HAKOMIICHHIO C 3amuiiaeMoil wuH(opMmanuen
MMOCTOPOHHUX JIUII.

2.3.7. TlpousBomuth TmepeMenieHuss TexHUYeckux cpeactB OU  Ges
coriacoBanusi ¢ OTBETCTBEHHBIM 3a o0OeclieueHne 3aluThl HHpopManuu B I'cC
JCMK BO wu OtBeTcTBEeHHBIM 3a o0ecrmedeHue Oe3omacHOCTH WH(pOpMaIuu
OTPaHUYECHHOTO JIOCTYTIA.

2.3.8. Tlomxmrouath k OW HemTaTHBIE YCTPONCTBA W CAMOCTOSITEIHHO
BHOCUTH U3MECHEHHSI B COCTAB M KOH(PUTYPAITHIO.

2.3.9. OcymiecTBIsATh BBOJI MAPOJIS B MPUCYTCTBUU TTOCTOPOHHUX JIHII.



2.3.10. OcraBnsate 6e3 koHTpossi OU B mpornecce o0paboTku MHGOpMAIIH
OTrpaHUYEHHOI'0 JOCTYIIA.
2.3.11. [IlpuBnekaTp NOCTOPOHHMX JIMII JJs IPOU3BOJCTBA PEMOHTA

(TEXHUYECKOTO 00CTy>KUBaHUs) TeXxHU4YecKkux cpeacts OU.



[Ipunoxenue Ne 6

K IIpUKa3y
KYBO «'TABOJIC»

ot 22 urons 2022 r. Ne 48-O

HNHCTPYKIUA
KYBO «I'ABO/JIJIC» no obecnniedeHHI0 0€30NMACHOCTH MCII0JIb30BAHUS
KBAJIM(PUUMPOBAHHON NOANMCH U CPEACTB KBAJTH(PUUMPOBAHHON YJIEKTPOHHOH

HOoAIIUCH

1. O0mue moJ10KeHUS

Hacrosmass MHCTpyKIMSI COCTaBJI€HAa B COOTBETCTBUM C TpeOOBaHUSIMHU
denepanpHOro 3akoHa ot 6 ampens 2011 r. Ne 63-D3 «O06 371eKTPOHHON MOMKUCH U
ABJIAETCS  CPENCTBOM  OQUIMAIBLHOTO WHGOPMHUPOBAHUSA  JIMI,  BIAACIOUIUX
KBAJIM(DUIIMPOBAHHON AJIEKTPOHHON MOMANKCHIO, 00 YCIOBHUSX, pUCKaX M TOPSIKE
UCIIOJIb30BaHUS  KBAIM(DUIIMPOBAHHONW  BJIEKTPOHHOM  TOAMHUCH U CPEICTB
ANIEKTPOHHON TOJMUCH, a TakkKe O Mepax, HEOOXOMUMBIX ISl OOecreyeHus
0€30MacHOCTH NP UCTIOIb30BAHUH KBATU(UIIUPOBAHHON SJIEKTPOHHON MOAIHICH.

[Ipy npumeHeHnn  KBATU(UIMPOBAHHON  SJIGKTPOHHOW  TOAMHCH B
MH(OPMAITMOHHBIX CHCTEMaX BIAJENbIly cepTudukaTa HEOOXOIUMO BBITIOIHATH
TpeOOBaHUS:

- Muctpykiuu o6 opraHuzanuu u obOecrnedeHUHd O€30MacHOCTH XpPaHCHUS,
0o0paboOTKM W Tepelayd IO KaHalaM CBS3M C HCIIOJIb30BAHHEM CPEJCTB
KpunTorpadhuueckord 3amuThl WH(pOpMANMKU C OTrPaHUYEHHBIM JOCTYIIOM, HE
coAepKalel CBEICHHUM, COCTABIIAIOIINX TOCYIApPCTBEHHYIO TAallHYy, YTBEPKIACHHOU
npukazoM DeaeparbHOTO areHTCTBA MPAaBUTEIBLCTBEHHON CBSI3M M MH(MOPMAIUH TPU
[Ipesunente Poccuiickoir @enepanuu ot 13 wmronss 2001 r. Ne 152, B yactu

oOpallleHHUsI CO CpelicCTBaMU KpUnTorpapuyeckoi 3amuThl HHGOPMALIUH;



- Ilonoxenuss o pa3paboTKe, MPOU3BOJACTBE, pPEATU3ALMU U SKCIUTyaTaluu
U poBaIbHBIX (KpUnrorpadguueckux) cpeacts 3amutsl nHbpopmanuu (Ilonoxenue
[1K3-2005), ytBepxkaeHHoro mnpukazoMm DenepaabHOll Cay>KObl 0€30MaCHOCTH
Poccuiickoit @eaeparuu ot 9 pespans 2005 r. Ne 66, B yacTH dKCILTyaTalluy CPECTB
Kpunrorpadguyeckoi 3aiuThl HHPOPMaLINH;

- BKCIUTyaTallMOHHON JOKYMEHTALIMH K CPEICTBAM JIEKTPOHHON MOAMNKCH;

- TPUBEICHHBIX HUXKE OPraHU3allMOHHO-TEXHUYECKUX U aJIMUHHUCTPATUBHBIX
Mep MO O00ECHEeYeHHIO NPABMIBHOTO (YHKUIMOHUPOBAHUS CPEICTB O0OpabOTKU U

nepenayu uHGOpMaIIIH.

2. TpeGoBanus Mo pasMeICHH IO

[Ipu pa3menieHun cpeacTB BBIYMCIUTENIBHON TEXHUKHU C YCTAHOBJIECHHBIMU Ha
HUX CpEeJCTBAMU KBAIU(DPHUIIUPOBAHHON AJIEKTPOHHON MOJIMUCH:

- JIOJDKHBI OBITh TPUHSATHI MEPHl MO HMCKIIOUEHUIO HECAaHKIIMOHUPOBAHHOTO
J0CcTyna B TIOMEIIEHHS, B KOTOPBIX pa3MEIIEHbl CPENICTBA KBATU(PHUIIMPOBAHHON
AJIIEKTPOHHOM MOJIMUCH, TOCTOPOHHUM JIMIIaM, HE UMEIOIIKUM JIOMYCK K paboTe B 3TUX
noMmeiieHusx. B cinydyae HEOOXOIMMOCTH TPUCYTCTBUSL TOCTOPOHHUX JIUI[ B
yKa3aHHBIX TTOMEIIEHUSIX OJDKEH OBITh 0o0ecredeH KOHTPOJb 33 UX JACHCTBUSMU BO
n30e)KaHNEe HETaTHBHBIX BO3JECUCTBUH C HMX CTOPOHBI HA CPEJCTBA DJIECKTPOHHOU
MOJIIKCH, CPEICTBA KPUMNTOTpaprUecKoil 3aUTHl U TIEpeIaBaeMy0 HH(POPMAIIUIO;

- BHYTPEHHSSl TUTAHHPOBKA, PACIOJIOKEHHE M YKOMILJIEKTOBAHHOCTH PabovYmx
MECT B MOMELIEHUSIX TOJKHBI 00eCredynBaTh HCIOJHUTEISIM pabOT COXPaHHOCTh
JIOBEPECHHBIX UM KOH(PHUIACHIIUAIBHBIX JOKYMEHTOB U CBEJICHHM, BKIIIOUAsl KIIOUYEBYIO

uHbOpMAIHIO.

3. TpeOoBaHus IO YCTAHOBKE CPEeACTB KBAIU(PUUMPOBAHHOM
3JIEKTPOHHOM MOANMUCH, 00IIIeCUCTEMHOI0 i CHENHAIBHOI0 MPOrPAMMHOI0

odecneYeHus



3.1. Ilpu uHCHOAB30BaHUM CPEACTB KBATU(PUUUPOBAHHOM 3JIEKTPOHHOM
MOJANMKUCH JOJDKHBI BBIMOJHATHCS CIEAYIOIIME MEpbl MO 3amuTe UHGOpPMALMH OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYMA:

3.1.1. Mcnonp30BaTh Mapoau B COOTBETCTBUM CO CJIEYIOIIUMH PaBUJIAMH:

- Mapojb COJIEPXKUT HE MEHEe BOCBMU CHMBOJIOB, BKJIIOYas OYKBBI 00OUX
PErUCTPOB U LIUPPBHI;

- CHMBOJIBI Maposeil Ay pabounX CTaHIMM, HA KOTOPBIX YCTaHOBJIEHO CPEICTBO
3alUThl  MHPOPMALMM OT HECAHKIIMOHMPOBAHHOTO JOCTyNa, JOJDKHBI
BBOJMUTHCS B PEXKUME JIATUHCKOW PacKIaJKU KIaBUATYpHI,

- HE SIBJISIETCS CJIOBOM, IPUCYTCTBYIOLIMM B CIOBapsIX, UIH
npodeccuoHaIbHbIM TEPMUHOM, B T. 4. HAOpPAHHBIM B JPYTrOd pacKiaake
KJIaBUATYPHI,

- HE OCHOBBIBAE€TCS Ha CEMEWHOM, CIIy)KeOHOW W ApPYrod JIeTKO JOCTYIHOM
uHpopmanuu (pamMuiIuK, HMEHa, JaThl POXKICHHS, KIMYKH IKHUBOTHBIX,
aBTOMOOWJIbHBIE W Tele(OHHbIE HOMEpa, Ha3BaHUA OpraHU3alMi, ajapeca
CaiTOB M T. I.), HE COJEPXKaTh JIETKO YyraJblBaéMbIC IOCIIEI0BATEIILHOCTH
cumBoJioB (123456, aaabbb, gwerty, glw2e3 u 1. 11.);

- I[IpU CMEHE NapoJii HOBOE 3HAYEHUE JOJKHO OTINYATHCSA OT MPEABITYIINX;

- TI0JIb30BaTENIb HE UMEET MpaBa COOOIaTh JIMYHBIN MapOJIb IPYTUM JIHUIIaM;

- cMeHa mapoieit He 6osee yem dyepe3 90 mHer.

3.1.2. Ilpu wuCHOAb30BaHUU KIIOUEH SJICKTPOHHBIX TMOAMUCEH CpelCcTBa
BBIUMCIIUTEIbHOW TEXHUKH JTOJKHBI OBITh CKOH(UTYPUPOBAHBI C YYETOM CIEAYIOLUINX
TpeOOBaHUIA:

- HE HCIOJIb30BaTh HECTAHJAPTHBIC, W3MEHEHHBIE WM OTJIAaJ0YHBIE BEPCUHU
OINEPALlMOHHBIX CUCTEM;

- HCKJIIOYHUTh BO3MOXXHOCTh 3arpy3KM M MCIOJB30BaHMS OIEPALMOHHOM
CUCTEMBI, OTJINYHON OT MPEeAYCMOTPEHHOM ITATHON pabOTOM;

- WCKJIFOYUTh BO3MOXHOCTh YJAJI€HHOI'O YIpPaBJICHMS, aIMUHUCTPUPOBAHUS U

MOJU(HUKAIIUK OTIEPAITMOHHON CUCTEMBI M €€ HaCTPOCK;



- Ha CPEJCTBaX BBIYMCIUTEIHHON TEXHUKHU C YCTAHOBJICHHBIMU CPEIICTBAMU
KBATU(UIIMPOBAHHON 3JIEKTPOHHON MOJNKUCH JOJDKHA OBITh YCTAaHOBJIEHA TOJBKO
OJIHA OTEpPaIMOHHAS CUCTEMA;

- BCE€ HEUCMOJb3yeMbI€ PECYpChl CHCTEMbl HEOOXOAUMO OTKIIOYUTH
(IPOTOKOJIBI, CEPBUCHI U T.I1.);

- peXKuUMbI 0€30TaCHOCTH, PEATM30BaHHbBIC B OTIEPAIITMOHHON CUCTEME, TOJKHBI
OBITh HACTPOCHBI Ha MAaKCHMAJIbHBIH yYpOBEHB, - BCEM IIOJIb30BATEIISIM M TPYIIIaM,
3apETUCTPUPOBAHHBIM B  OINEPAIIMOHHOM  CHUCTEME, HEOO0XOJWMO Ha3HAYUTh
MUHHUMAaJIbHO BO3MOXHBIE JJIsl HOpPMAJIbHOW pabOoThI MpaBa;

- HEOOXOJIMMO TMPEIyCMOTPETh MEphl, MaKCHUMaJIbHO OrpPaHUYUBAIOIINE
JIOCTYTI K: - CHCTEMHOMY PEeCTpy;

- (hatinam u KaTaoram;

- BpEMCHHBIM (aiiiam;

- )KypHajaM CUCTEMBI;

- (paitiam mogKayku;

- K31IMpyeMoi nHdopmaluu (maposiu u T.11.);

- OTJIaJIOYHON MHGOPMALIHH.

3.1.3. Ha cpencTtBax BBIUUCIUTEIBHOM TEXHUKH HEOOXOIUMO:

- OpraHuM3oBaTh yJajeHue (M0 OKOHYAHMHM ceaHca paldOThl CpE/ICTB
KBATM(UIIMPOBAHHOM DJICKTPOHHOM TMOANUCH) BpeMEHHBIX (aiiyoB u (aitnos
MOJIKAYKH, (POPMUPYEMBIX WIH MOAUPUIIMPYEMBIX B Tpoliecce ux padbotsl. Eciu 310
HEBBITIOJIHUMO, TO Ha >KECTKUW JUCK JOJKHBI PACHpPOCTPAHATHCS TpeOOBaHUA,
MIPEABABISIEMbIC K KITFOUEBBIM HOCUTEISIM;

- UCKJIIOYHTH TOMAIaHue B CUCTEMY MPOTrPaMM, MO3BOJISIIONINX HCIOIb30BaTh
OIMOKHA OMEPANMOHHON CUCTEMBI, JUIsl TIOBHIIICHHS TIPEIOCTABICHHBIX MPUBUIICTHH;
- PperyisipHO YCTaHABIMBATh IMAKEThI OOHOBJICHHM O€30MACHOCTH ONEPAIMOHHON
cuctemsl (Service Packs, Hot fix u 1.11.), OOHOBISITH aHTHBUPYCHBIE Oa3bI.

3.1.4. B cinyyae NOIKIIOUEHUSI TEXHUYECKUX CPEIACTB C YCTAHOBICHHBIMHU
CpencTBaMu KBATU(PUITMPOBAHHOW SJIEKTPOHHON MOMAMMUCH K OOIIETOCTYITHBIM CETSIM

nepecaadn JaHHBbIX HCO6XOI[I/IMO HNCKIHOYNUTh BO3MOXKXHOCTb OTKPBLITHUA WM HMCIIOJTHCHUA



(baiiioB U CKPUNTOBBIX OOBEKTOB, MOJYUYEHHBIX U3 OOIIEOCTYIMHBIX CETEH mepenadn
JaHHBIX, 0€3 MPOBEECHHUS COOTBETCTBYIOIIMX MPOBEPOK HA MPEIMET COJAEPKAHMS B
HUX MPOrPaMMHBIX 3aKJIaJI0K U BUPYCOB, 3arPyKaeMbIX U3 CETH.
3.1.5. HeoOxonumo opraHu3oBaTh U UCIIOIL30BATh:
- CUCTEMY ayJIUTa, OPraHU30BaTh PEryJIPHBIA AaHAIU3 PE3YJIHTATOB AyIUTA;
- KOMIUIEKC MEPONPUATHN 110 aHTUBUPYCHOMU 3aLLUTE.
3.2. 3anpemiaercs:

- OCYILIECTBJISATh HECAHKIIMOHMPOBAHHOE KOMMMPOBAHUE KITOUEBBIX HOCUTENEH;

- pasrjamarb COACPKUMOE HOCHUTENeH KIoYeBOM uHGOpMalM WId
nepeaaBaTh cCaMU HOCUTEINH JIMIAM, K HUM HE JIONMYIIEHHbIM, BBIBOJUTH KIIOUEBYIO
uH(OpMaIIMIO HA JUCIIIEH, TPUHTEP U UHBIE CPEACTBA OTOOpaxKeHUs HHPOPMAIUH;

- WCIIOJB30BaTh KIIIOYEBBIE HOCUTENIM B PEXKHUMAX, HE MNPEAYCMOTPEHHBIX
HITATHBIM PEKMUMOM HCIOJIb30BaHUS KIIFOYEBOIO HOCUTEIIS;

- BHOCHUTH Kakue-Iu0O H3MEHEHHUs B IMPOTrpaMMHOE OOecreueHUe CpelCTB
KBAJIM(DUIIMPOBAHHOMN 3JIEKTPOHHOM MOJIUCH;

- 3aIMCHIBATh HA KJIFOUE€BBIE HOCUTENIN MOCTOPOHHIOK HH(POPMAIIUIO;

- OCTaBJISITh CPEACTBA BBIYMCIHUTEIBHONM TEXHUKH C YCTAaHOBJIEHHBIMU
cpelncTBaMH KBaTU(UIIUPOBAHHON SJIEKTPOHHOM MOANMUCH 0€3 KOHTPOJIS Tociie BBOA
KITFOUeBOM MHGOPMAIINH;

-  HCHOJIb30BaTh KJIIOY JJIEKTPOHHOM TOAIKUCA UM  COOTBETCTBYIOLIUMN
cepruuKaT KJIFOYa MPOBEPKH AJIEKTPOHHON MOAMNCH, 3asBJICHUE Ha H3MCHEHHE
cTaTryca KOTOpPOro IOJaHO B TEPPUTOPUAIIbHBIN OopraH denepabHOTO Ka3HAYEHCTBA,
B TEUECHHE BPEMEHH, HCUHCIISIEMOTO C MOMEHTAa MOAA4M 3asBJICHUSA HAa U3MEHEHUE
cratyca ceprudukarta mo MOMEHT oduIHaIbHOr0 MHGOPMHUPOBAHUS 00 U3MEHEHUU
cTatyca cepTudukara, 11060 00 0TKa3e B I3BMEHEHHUH CTaTyCa;

- HWCTOJB30BaTh KIIIOY JJIEKTPOHHOM TOJIKCH, CBSI3aHHBIN C CePTUHUKATOM
KJIFOYa MPOBEPKU JJIECKTPOHHOM MOANMUCH, KOTOPBIM AaHHYJIUPOBAH, JACHUCTBUE

KOTOPOT O IMPCKpamCHO WX IIPUOCTAHOBJICHO,



- YIAIATh KIIOYEBYIO MH(OpPMALUIO C KIIOUYEBOIO HOCHUTENS 10 MCTEUEHUS
CpOKa JIeCTBUS, aHHYJIMPOBAHUS WM NPEKpalleHHs IeUCTBUs cepTuduKaTa Kiroya

IIPOBEPKH JIEKTPOHHOM MOIHUCH.

4. TpeOoBanus nmo odecrnedyeHu0 HHGOPMANMOHHOM 0€30MACHOCTH NPH
o0palIeHNy ¢ HOCUTEJISIMHU KJIK04YeBoil MHPOPMALNH, COACPKAINMMHU KIKOYH
KBAJIM(PUUMPOBAHHON 3JIEKTPOHHOM MOAIMUCH

4.1. Mepbl 3amUThl KIHOYEH KBaIU(PUUIUPOBAHHOM 3JIEKTPOHHON MOIIUCH.
Kitoun kBanmpuuUpOBAaHHON 3IIEKTPOHHON MOAMHCH TPU UX CO3JAAHUH JOJKHBI
3aIUCHIBATHCS Ha IIPEABAPUTEIILHO MIPOVHULINATIN3UPOBAHHBIE
(oTdopmMaTHUpOBAaHHbBIE) KIIOYEBBIE HOCHUTENM, THUIIBI KOTOPBIX MOJAEP>KUBAIOTCS
UCIIOJIb3YEMbIM CPEACTBOM KBATH(PUIIMPOBAHHONW 3JIEKTPOHHOW MOJMUCH COTJIACHO
TEXHUYECKOW U IKCIUTYyaTallMOHHOMN JTOKYMEHTALMU K HUM.

KiroueBble HOCUTENM MOJMXKHBI MUMETh MAPKUPOBKY C YYETHBIM HOMEPOM,
IPUCBOEHHBIM 3asBUTEJIEM.

Kitoun kBanupuuupoBaHHOM 3JEKTPOHHOM MOJMUCH HA KIIFOYEBOM HOCHUTENE
MoryT ObITh 3amuiieHsl naposiem (I[IMH-xogom). Ilpu stom mapons (ITMH-xox)
(dbopMUpYET JHIIO0, BHIMOIHSIIONIEE MPOIEAYPY T'eHEepaIuu KIII0Yei, B COOTBETCTBUU C
TpeOOBaHUAMH Ha HCIOJIb3YyEMOE CPEACTBO KBaTU(DUIIMPOBAHHONW DJIEKTPOHHOM
HOAMKCH.

OTBETCTBEHHOCTH 32 KOH(DHICHIINATbHOCTh coxpanenus maposs (ITMH-kona)
BO3JIaraeTcs Ha BJaJelbla KiI4a KBIU()UIIMPOBAHHOMN 3JIEKTPOHHOMN MOAMHCH.

4.2. Ob6parieHre ¢ KI0YeBOM HHPOPMAIMEH U KIIFOUEBBIMA HOCUTEIISIMH.

Henomyctumo mepecwinath (aitinbl ¢ kirodeBoi mHbopMamueit 1ist paboTsl B
MH(POPMAIIMOHHBIX CHUCTEMaX IO JJIEKTPOHHOM mo4Te ceTtu VHTepHET uiam mo
BHYTPEHHEW 3JIEKTPOHHOU MOYTE (KPOME OTKPBITHIX KITFOUEH).

Pa3menienue kiroueBold MH(pOpPMAIMU HA JIOKAJIBHOM HMJIM CETEBOM JMCKE, a
TaKkK€ BO BCTPOCHHOM MAaMATH TEXHUYECKOTO CpPEACTBA C YCTAaHOBICHHBIMH

CpeACTBAaMHU  KBAIU(PUIUPOBAHHOW  BJIEKTPOHHOW  MOJIUCH,  CHOCOOCTBYET



peanu3alii MHOTOYUCIIECHHBIX CIIEHAPUEB COBEPIICHUSI MOIICHHUYECKUX JCHCTBUM
3JI0YMBIILICHHUKAMH.

Hocutenu xmoueBoil uHbOpManMU JOJKHBI HCIOJIL30BAThCA TOJBKO UX
BIIAJICTBIIEM W XPAHUThCI B MECTE€ HE JIOCTYIMHOM TpeTbuM JulaMm (ceid,
oreyvaThiBa€MbIil OOKC, 3aKPBIBAIOIIUICT METAJUTMYECKUM SIIIUK U T.1.).

Hocutens xntoueBoii nHOpManuu J0JKEH OBITh BCTABICH B CUUTHIBAIOIIECE
YCTPOWCTBO TOJBKO Ha BpPEMs BBIMOJHEHUS CPEJICTBAMU KBATH(UIIMPOBAHHOM
ANIEKTPOHHOM MOJMUCH orepanuii GopMUPOBAHUS U MPOBEPKU KBATH(PUIIUPOBAHHOM
ANIEKTPOHHON monanucH, mudpoBanus u nemudpoBaHus. PasmernieHue Hocutens
KJIIFOUeBOW MH(OpPMALUKM B CYUTHIBATENIC HA MPOJOJDKUTEIIBHOE BPEMS CYIIECTBEHHO
MOBBINIACT PHUCK HECAHKIIMOHUPOBAHHOTO JIOCTyNa K KIHOYEBOW HHGOpPMAIUH
TPETHUMHU JIUTIAMH.

Ha wnocutene wimroueBodd wuHOOpPMAMM HEIOMYCTUMO XPaHUTh HWHYIO
uHdopManuio (B TOM Yucie pabodyue Wi JIMYHbIe (aiiibl).

4.3. Ob6ecneuyenue Oe3zomacHocTh APM ¢ yCTaHOBIGHHBIMH CpPEICTBAMH
KBAJIM(DUIIMPOBAHHOM 3JIEKTPOHHOM MOHUCH.

C uenpro KOHTPOJS HMCXOMASIIET0 W BXOJAIIETO MOJO3PUTENBHOTO Tpaduka,
TEXHUYECKUE CPEJCTBA C YCTAaHOBIEHHBIMU CpPEJICTBAMHU KBATU(PHUIIUPOBAHHON
AIIEKTPOHHON TMOAMHMCH JOJKHBI OBITh 3alMIIEHbl OT BHEIIHETO JIOCTYyIa
NPOrpaMMHBIMU WJIM amlflapaTHBIMU CPEICTBAMH MEXKCETeBOro dKpaHupoBaHus. Ha
TEXHUYECKUX CPEJCTBAX, MCIHOJIb3yeMbIX g paboTel B HWHGOPMAIMOHHBIX
CUCTEMAX:

- Ha y4YETHbIE 3allUCHU MOJIb30BaTeNIe ONEPALlMOHHON CUCTEMBI JOJIKHBI ObITh
YCTaHOBIICHBI TTAPOJIH, YAOBIECTBOPSIONINE TPEOOBAHUSM, IPUBEICHHBIM B paszeie 3;

- JIOJDKHO OBITh YCTAQHOBJICHO TOJBKO JIUIICH3UOHHOE MPOTPaAaMMHOE
oOecIieueHue;

- JIOJDKHO OBITh YCTaHOBIICHO JIMIICH3MOHHOE AHTUBHPYCHOE MPOTPAMMHOE
o0ecriedyeHUE C PEryJsipHO OOHOBJISIEMBIMU AHTUBUPYCHBIMU 0Oa3aMu JaHHBIX; -
JNOJDKHBI ~ OBITh ~ OTKJIFOYEHBI BCE HEHUCIOJIb3yEeMble CIYXObl W  IPOILECCHI

oneparmoHHoi cucteMbl Windows (B T.4. CJIyO0bl yJ1aJI€HHOT'O aJIMUHUCTPUPOBAHUS



U yOpaBlIeHMs], CIYyKObl OOLIEro JIOCTyNna K pecypcaMm CeTH, CUCTEMHBIE TUCKH U
T.1.);

- TOJDKHBI PErYJISIPHO YCTaHABIMBATHCS OOHOBIIEHUS ONEPALIMOHHON CUCTEMBI;

- JIOJDKEH OBITh MCKJIIOYEH A0CTyN ((pU3MUECKUl W/WIM yJOaldeHHbIH) K
TEXHUYECKUM CpPEJICTBAM C YCTAHOBJIEHHBIMH CpPEICTBAMU KBAIU(PHUIIMPOBAHHON
AIIEKTPOHHOUN MOANKMCH U CPEACTBAMH KPUNITOrpaduyecKOM 3alllUThl TPETbUX JIUL, HE
UMEIOLUX TIOJIHOMOYMWA JJii paboThl B COOTBETCTBYIOIIEH HH(POPMALIMOHHON
CUCTEME;

- JIOJDKHA OBITh aKTUBHUPOBAHA pErucTpanus coObITUH HH(OpPMAIMOHHON
0e301acHOCTH;

- 70JKHA OBITh BKJIIOYEHA aBTOMaTHYecKas OJIOKMPOBKA HKpaHa MOCie yXo/a
OTBETCTBEHHOT'0 COTPYJHUKA C paboyuero Mecra.

B cayuwae mnepenmaum (crucaHus, CJa4yd B PEMOHT) CTOPOHHUM JIMIIAM
TEXHUYECKUX  CPEACTB, HA  KOTOPbIX  OBIIM  YCTaHOBJEHBl  CpE/ICTBa
KBaJU(UIUPOBAHHOW  AJIEKTPOHHOM MOJNHMCH, HEOOXOAMMO TapaHTHPOBAHHO
yIaIUTh BCHO MHGpOpManuio (IpU YCIOBUH HCIPABHOCTU TEXHUYECKUX CPEJACTB),
UCMOJIb30BaHUE KOTOPOM TPETHUMM JIMIAMHM MOXKET MOTEHIHAbHO HAHECTU BpPE[
OpraHM3alli{, B TOM YHUCJE CPEACTBA KBAIM(ULIMPOBAHHON 3JEKTPOHHOW MOIIMCH,

KypHaIbl pabOThI CHCTEM OOMEHA AIIEKTPOHHBIMH JTOKYMEHTAMHU U TaK Jajee.
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